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Preface

This volume1 contains the research papers and invited papers presented at the
Third International Conference on Tests and Proofs (TAP 2009) held at ETH
Zurich, Switzerland, during July 2–3, 2009.

The TAP conference is devoted to the convergence of proofs and tests. It com-
bines ideas from both sides for the advancement of software quality. To prove the
correctness of a program is to demonstrate, through impeccable mathematical
techniques, that it has no bugs; to test a program is to run it with the expec-
tation of discovering bugs. The two techniques seem contradictory: if you have
proved your program, it is fruitless to comb it for bugs; and if you are testing it,
that is surely a sign that you have given up on any hope of proving its correct-
ness. Accordingly, proofs and tests have, since the onset of software engineering
research, been pursued by distinct communities using rather different techniques
and tools. And yet the development of both approaches leads to the discovery
of common issues and to the realization that each may need the other. The
emergence of model checking has been one of the first signs that contradiction
may yield to complementarity, but in the past few years an increasing number
of research efforts have encountered the need for combining proofs and tests,
dropping earlier dogmatic views of incompatibility and taking instead the best
of what each of these software engineering domains has to offer.

The first TAP conference (held at ETH Zurich in February 2007) was an
attempt to provide a forum for the cross-fertilization of ideas and approaches
from the testing and proving communities. The 2008 edition took place in the
Monash University Prato Centre near Florence. For the third TAP conference we
came back to ETH Zurich. This third edition was co-located with other software
conferences, in particular TOOLS Europe.

We wish to sincerely thank all the authors who submitted their work for
consideration. We would also like to thank the Program Committee members as
well as the additional referees for their great effort and work of high quality in
the review and selection process. Their names are listed on the following pages.

There were 20 submissions. Each submission was reviewed by at least three
persons. The Committee decided to accept ten research papers. The program
also included two keynote talks. We are grateful to Sriram Rajamani (Microsoft
Research, India) and Boutheina Chetali (Gemalto, France) for accepting the
invitation to address the conference.

The conference also included some short presentations that were reviewed
by at least one Program Committee member. They are not included in this
proceedings volume but are part of a technical ETH report entitled TAP 2009:
short papers.

1 This volume was prepared with EasyChair. Many thanks to its developer.



VI Preface

The success of the conference resulted from a team effort. We are grateful
to the Conference Chair and the Steering Committee members for their support
at every stage in the conference preparation. We also thank all the members of
the Organizing Committee, in particular Yi Wei and Stephan van Staden, ETH
Zurich. Finally, we gratefully acknowledge the material and financial support
provided by the Chair of Software Engineering, ETH Zurich.

May 2009 Catherine Dubois
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Philippe Ayrault, Thérèse Hardin, and François Pessaux

Combining Satisfiability Solving and Heuristics to Constrained
Combinatorial Interaction Testing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27

Andrea Calvagna and Angelo Gargantini

Incorporating Historical Test Case Performance Data and Resource
Constraints into Test Case Prioritization . . . . . . . . . . . . . . . . . . . . . . . . . . . . 43

Yalda Fazlalizadeh, Alireza Khalilian,
Mohammad Abdollahi Azgomi, and Saeed Parsa

Complementary Criteria for Testing Temporal Logic Properties . . . . . . . . 58
Gordon Fraser and Franz Wotawa

Could We Have Chosen a Better Loop Invariant or Method
Contract? . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 74

Christoph Gladisch

Consistency, Independence and Consequencesin UML and OCL
Models . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 90

Martin Gogolla, Mirco Kuhlmann, and Lars Hamann

Dynamic Symbolic Execution for Testing Distributed
Objects . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 105

Andreas Griesmayer, Bernhard Aichernig,
Einar Broch Johnsen, and Rudolf Schlatte

Combining Model Checking and Testing in a Continuous HW/SW
Co-verification Process . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 121

Paula Herber, Florian Friedemann, and Sabine Glesner

Symbolic Execution Based Model Checking of Open Systems with
Unbounded Variables . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 137

Nicolas Rapin



X Table of Contents

Finding Errors of Hybrid Systems by Optimising an Abstraction-Based
Quality Estimate . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 153

Stefan Ratschan and Jan-Georg Smaus

Author Index . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 169



Security Testing and Formal Methods for High

Levels Certification of Smart Cards

Boutheina Chetali

Gemalto, Security Labs,
6 rue de la Verrerie, 92197 Meudon Cedex, France

boutheina.chetali@gemalto.com

Abstract. We will discuss security testing and formal methods in the
framework of the Common Criteria certification of smart cards. The dis-
cussion will introduce the requirements of the standard on the test activ-
ity and on the description of the design and will identify their impact on
the methods and tools to use. Emphasis will be placed on the high levels
of certification in which formal methods are required to demonstrate the
correct design of the security. We will discuss the advantage of a mixed
approach of formal model-based testing, that will allow to reach, in a
pragmatic way, high levels of certification.

1 Smart Cards and Security Certification

Smart cards provide a high level of security in a large variety of domains such
as banking, mobile communication, public transport and e-citizen. Due to their
bounded resources (in terms of memory and CPU) and to strict requirements
in term of correctness (and robustness), they have been considered as a good
candidate for formal methods based techniques [4] and advanced methods for
security software testing. Moreover the need of security certification of this kind
of IT products advocates for a concrete use of those techniques to reach high
levels of Common Criteria (CC [5]) certification.

Common Criteria (ISO 15408) is the standard used to evaluate the security
of IT products. From a practical point of view, the main goal is to protect
the assets of the product against risks and threats. The CC define seven levels
of security from EAL1 to EAL71 and this assurance scale is used to evaluate
the effectiveness of the security mechanisms ensuring this protection. The high
levels (5 to 7) allow the user to protect high value assets against significant risks
using security engineering techniques and a rigorous development environment.
These security engineering techniques include formal methods, to demonstrate
the correct design of the security mechanisms, but also tests2 to demonstrate
that the product (its security mechanisms) behaves as described.

1 EAL stands for Evaluation Assurance Level.
2 This discussion does not address penetration testing performed to identify vulnera-

bilities.

C. Dubois (Ed.): TAP 2009, LNCS 5668, pp. 1–5, 2009.
c© Springer-Verlag Berlin Heidelberg 2009



2 B. Chetali

In the smart cards industry, the level EAL4 is the common level of security,
which provides assurance that the product is methodically designed, tested and
reviewed. The level 5 (semi formally designed), 6 (semi formally verified design
and tested) and 7 (formally verified design and tested) increase the level of rigor
required in the several activities of the product development[2].

2 Common Criteria Requirements on the Development

Roughly, evaluating a system in the CC context consists in rating the mecha-
nisms that it uses to maintain security w.r.t. the identified threats. If we consider
the target (product under evaluation) as a set of security mechanisms, it must
ensure two main properties: Correctness, the target works correctly with respect
to its specification, and robustness, the target cannot be used in a way such
that its security mechanisms can be corrupted or bypassed. For the correctness,
the CC require, using a traditional waterfall model, a functional specification, a
description of the design, a representation of the implementation, and provide
a set of requirements on each element. The functional specification describes
what are the security services to be provided in term of calls and responses, the
design description details how the target accomplishes those services, and the
implementation representation describes where the source code implements those
services. The knowledge obtained from these elements is used by the evaluator,
as the basis for conducting vulnerability analysis and testing.

For the high levels, the CC require semi-formal and formal methods to build
the different descriptions of the product. The correspondence between the dif-
ferent refinement levels could be informal, semi formal or formal, depending on
the level of description used for the adjacent elements.

3 Common Criteria Requirements on Testing

The purpose of the testing activity in the context of the Common Criteria is
to demonstrate to the evaluator that the product behaves as described in the
functional specification and in the different descriptions of the design. The de-
veloper provides three main assurances about its testing activity : the functional
tests describe the tests performed by the developer (developer test documenta-
tion includes test plans and test procedures), the coverage describes the rigor of
testing the functional specification and the depth describes to which extent the
design has been tested.

The requirements on the functional tests are to demonstrate that the tests
described in the test documentation are performed correctly. Filling those re-
quirements is supposed to provide assurance that the risk of undiscovered flaws
is relatively low. The objective of the coverage requirements is to demonstrate
that the developer performed exhaustive tests of all interfaces described into the
functional specification. The objective of the depth is, from the CC perspective
to counter the risk of missing an error in the development of the target, because
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the tests of intermediate descriptions of the target force to test the internal func-
tionalities. This demonstrates not only that the target has the desired security
behavior but also that this behavior is the result of correct operations of the
internal functionalities.

4 Discussion

The new release of the CC seems to be less demanding in term of formal design.
Indeed, the previous release (V2.3) requires a complete formal chain, from the
security functional specification down to the source code. The chain of refine-
ment includes the security policy model, the functional specification, the high
level design and the low level design. First this has been difficult to fill, due
for example to the lack of tools for code generation to achieve the last corre-
spondence. On the other hand, formal methods still suffer from a scalability
problem. Moreover it seems also that in the Information Technology context,
there is not many products where the assets to be protected are human being.
For systems and products with this kind of assets, other certification schemes
are more appropriate and effective in practice.

But for smart cards, the level of CC certificate is an important differential
factor: for the clients, a high-level CC certificate is a measurable assurance on the
security of the product. For smart cards, the short time to market, the volume
and the impact of errors, leads to a race to increase the level of the certification
and to the use of techniques to speed up the process of certification, and in
particular the production of documents and all the elements necessary for the
evaluation. Not to mention also the Identity markets, that include e-passports,
that have strong constraints in terms of security properties such as privacy.

For formal methods for the design description, a set of language and tools have
been used to achieve the CC requirements but always on a subset of the target.
Experiments [2] that have been done show that even for constrained resources
system, the use of such techniques, for evaluation purpose, is prohibitive in terms
of cost and are difficult to justify.

For testing, conventional testing methods for smart cards uses low-level com-
mands and writing use cases and test scripts is complex and costly. A way to
improve the testing phase is to use an automated tool for test scripts generation
which can also improve the test coverage. But those testing tools must support
various constraints such as being integrated into an existing industrial test en-
vironment. Moreover, taking into account the test expertise of the validation
teams is also a heavy constraint.

For high levels certification in which the intermediate descriptions are formal
models, the testing seems to be redundant with the formal proofs that demon-
strate that the most detailed description (the source code) verifies the less de-
tailed one, that is its abstract specification. But for the reasons given above, the
development of complete formal models describing all the security functionalities
of the target is not realistic. The current version of the CC (V3.1) has alleviated
the requirements on the formal modeling, allowing the establishment of mixed
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approaches that are more pragmatic to reach high levels of certification. The
approach consists of first using formal specification but only in addition to the
semi-formal descriptions of the design, for proving the security properties on a
formal model (of the security policy) of the target. Then an automated test tool
is used to meet the requirements on the three activities for the tests : writing sce-
narios and producing test plans, that contribute to satisfy the requirements on
functional testing, providing processes that allow the refinement of the scenarios
into operations and functions, for the depth requirements and finally allowing
negative testing and bounds testing for the coverage requirements.

This combined approach allows to gain confidence in the security of the target
at a reasonable cost. The formal verification is used to prove that the system
under test ensures some critical properties, derived from the security objectives
claimed in the security specification. The testing is then used not only to demon-
strate the correct operation of the system but also to generate test scripts from
scenarios, that formalize the validation engineer’s expertise.

More precisely, for high levels, it is required to test the interfaces described in
the functional specification with a coverage requirements specifying that all the
parameters of all the interfaces must be exercised. For the depth of test, the re-
quirements is that the target is tested against its most detailed description that
is the modules design (level 6) or the implementation representation (level 7). For
smart cards software, it is a heavy requirement knowing that testing the functional
specification is a kind of blackbox test, where the tests are made of a set of com-
mands APDU sent to the card and the expected responses. Testing at the modules
level is then a graybox test and testing the implementation is whitebox test.

On the other hand, at high levels, the deliverables are a formal security policy,
a semi-formal functional specification, a formal description of the target in term
of subsystems, and a semi-formal description of the design in term of modules.
Another strong requirement is to trace the security mechanisms, claimed in the
security specification, to the functional specification, to the the tests and to the
design documents. For example, for a given security mechanism one must show
how it is tested, to which extent, and where it described in the target description,
etc. This traceability is generally described by tables giving the mapping between
the security mechanisms and a name corresponding to the set of tests performed
for each security mechanism. The main issue is obviously the consistency in case
of modification in the implementation and/or in the documentation.

A mixed approach supported by an automated tool, is then a good candidate
that could allow to meet the above requirements on the design and on the test.
This tool (or a tool environment) must provide (1) a formal language to describe
the security policy and the high level description of the design, (2) a semi-
formal language to express the tests scenarios, the functional specification and
the detailed design description, (3) automatic generation of test scripts from
these models. Some existing tools already fullfil parts of this specification [1] [3].
They need to be extended and confronted to industrial constraints, mainly for
scalability issue.
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Verification, Testing and Statistics

Aditya Nori and Sriram K. Rajamani

Microsoft Research India
{adityan,sriram}@microsoft.com

Abstract. Though formal verification has been the holy grail of soft-
ware validation, practical applications of verification run into two major
challenges. The first challenge is in writing detailed specifications, and
the second challenge is in scaling verification algorithms to large software.
In this short paper, we present possible approaches for these problems.
We propose using statistical techniques to raise the level of abstraction,
and automate the tedium in writing detailed specifications. We propose
combining testing with verification to help scalability.

Software validation is the task of determining if the software meets the expecta-
tions of its users. For the most part, industrial practice of software engineering
uses testing to validate software. That is, we execute the software using test
inputs that mimic how the user is expected to interact with the software, and
declare success if the outcomes of the executions satisfy our expectations. There
are various granularities in which testing is performed, ranging from unit testing
that tests small portions of the system, to system-wide tests.

Testing is incomplete in the sense that it validates the software only for the
test inputs that we execute. The software might exhibit undesired behavior with
test inputs we do not have. The holy grail of software validation is verification.
Here, the goal is to formally prove that the software meets its expectations for
all possible test inputs, and for all possible executions.

In practice, verification efforts run into two major difficulties. First, it is very
hard to formally specify expectations as specifications in a formal language that
can be input to a verification tool. Complete specifications of complex software
(like an operating system) could be as complex as the software itself, and it
is very hard to get programmers and system designers to write specifications.
Next, even if specifications were to somehow exist, the scale and complexity of
large software (which can run into tens of millions of lines of source code) is well
beyond the capabilities of today’s verification tools.

In this short paper, we discuss some possible approaches for these problems.
First, in order to the address the difficulties in writing specifications, we believe
that there are ways by which we can ask programmers for high-level guidelines
about the structure of specifications, and use statistical techniques to automati-
cally generate detailed specifications. Second, in order to address scalability, we
believe that we can exploit the continuum between verification and testing, and
design hybrid algorithms that combine testing and verification. Since the latter
topic is closer to the “Tests and Proofs” community we discuss it first.

C. Dubois (Ed.): TAP 2009, LNCS 5668, pp. 6–9, 2009.
c© Springer-Verlag Berlin Heidelberg 2009
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1 Combining Verification and Testing

Suppose a specification is given to us, and we are interested in finding either a test
input that violates the specification, or prove that the specification is satisfied
for all inputs. For simplicity, let us consider assertional specifications that are
expressed as assert statements of the form assert(e), where e is a predicate on
the state of the program. Such a specification fails if execution reaches an assert
statement assert(e) in a state S such that predicate e does not hold in state S.

For the past few years, we have been investigating methods for combining
static analysis in the style of counter-example driven refinement ala Slam [1],
with runtime testing and automatic test case generation approaches in the style
of concolic execution ala Dart [3]. Our first attempt in this direction was the
Synergy algorithm [5], which handled single procedure programs with only
integer variables. Then, we proposed Dash [2], which had new ideas to handle
pointer aliasing and procedure calls in programs.

The Dash algorithm simultaneously maintains a forest of test runs and a
region-graph abstraction of the program. Tests are used to find bugs and ab-
stractions are used to prove their absence. During every iteration, if a concrete
test has managed to reach the error region, a bug has been found. If no path
in the abstract region graph exists from the initial region to the error region, a
proof of correctness has been found. If neither of the above two cases are true,
then we have an abstract counterexample, which is a sequence of regions in the
abstract region graph, along which a test can be potentially driven to reveal a
bug. The Dash algorithm crucially relies on the notion of a frontier [5,2], which
is the boundary between tested and untested regions along an abstract coun-
terexample that a concrete test has managed to reach. In every iteration, the
algorithm first attempts to extend the frontier using test case generation tech-
niques similar to Dart. If test case generation fails, then the algorithm refines
the abstract region graph so as to eliminate the abstract counterexample.

Most program analyses scale to large programs by building so called “sum-
maries” at procedure boundaries. Summaries memoize analysis findings at pro-
cedure boundaries, and enable reusing these findings at other appropriate calling
contexts of a procedure. Recently, we have proposed a new algorithm to combine
so-called “may-summaries” which arises from verification tools like Slam with
so-called “must-summaries” from testing tools like Dart [4].

All of the above ideas have been implemented in a tool called Yogi, and
empirical results from running and using the tool have been very promising [7].

2 Inferring Specifications Using Statistics

One of the difficulties with writing specifications is that they are very detailed
— sometimes as detailed as the code itself. It will be useful if general guidelines
can be given by the user at a high level, and tools infer detailed specifications
from these guidelines.

As an example, consider the problem of detecting information flow vulnera-
bilities in programs. Here, certain data elements in the software (such as ones
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entered by the user, are passed from some untrusted program) are deemed to be
“tainted”, and the software is required to inspect these data and “sanitize” it
before using it in a trusted context such as a database query. A formal specifi-
cation of information flow security consists of classifying methods in a program
into (a)sources: these nodes originate taint or lack of trust, (b)sinks: these nodes
have the property that it is erroneous to pass tainted data to them, (c)sanitizers:
these nodes cleanse or untaint the input (even if input is tainted, output is not
tainted), (d)regular nodes: these nodes do not taint data, do not untaint data,
and propagate input taint to output without mediation. In this setting an in-
formation flow vulnerability is a path from a source to a sink that has not been
sanitized.

Since typical applications have tens of thousands of methods, it takes intensive
(and error-prone) manual effort to give a detailed specification that classifies each
method into a source, sanitizer, sink or regular node. Consider a data propagation
graph of the program, whose nodes are methods and whose edges indicate flow
of information. That is, an edge exists from node (method) m1 to node (method)
m2 iff data flows from m1 to m2 either using an argument or return value of a
procedure call, or using global variables.

We do not know which nodes in the propagation graph are sources, sinks or
sanitizers. However, we can give higher-level guidelines about the specification
such as the following. It is reasonable to assume that errors are rare and that
most paths in propagation graphs are secure. That is, the probability that a
path goes from a source to a sink with no intervening sanitizer is very low. Also,
it is unlikely that a path between a source and a sink contains two or more
sanitizers. If information flows from method m1 to m2, then m1 is more likely to
be a source than m2, and m1 is more likely to be a sink than m1. However, all the
above guidelines are not absolute. If we were to treat them as boolean constraints
which all need to be satisfied, they could even be mutually contradictory. Thus,
we represent all these guidelines as probabilistic constraints, and use probabilistic
inference techniques to compute the probability of each node being a source, sink
or sanitizer. We have built a tool called Merlin with this approach, and we find
that the tool automatically infers useful information flow specifications [6].

3 Summary

In summary, we have discussed two main challenges with formal verification.
The first challenge is the difficulty in writing detailed specifications, and the
second challenge is in scaling verification tools to analyze large systems. In this
short paper, we have proposed approaches for these problems. To alleviate the
difficulty in writing detailed specifications, we propose that users only give high-
level guidelines about the shape of specification, and that statistical techniques
be used to derive detailed specifications. To alleviate the difficulty of scaling, we
propose new algorithms combining verification and testing. Our experience with
both approaches has been promising. Our specification inference tool Merlin,
has discovered hundreds of new specifications, and this has led to discovery of
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several hundred vulnerabilities in large web applications. Our analysis tool Yogi,
which combines verification and testing, performs much better than existing tools
that use either verification or testing in isolation.

Acknowledgment. We thank our collaborators Anindya Banerjee, Nels Beck-
man, Bhargav Gulavani, Patrice Godefroid, Tom Henzinger, Yamini Kannan,
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Abstract. Safety and security are claimed major concerns by the formal FoCaL
development environment. In [7] we introduced a safety development cycle cus-
tomised to FoCaL. In this paper, we examine how to specify and implement a
concrete example following this cycle. We show that indeed it is feasible and
we present how FoCaL features fit with software best practises like modularity,
reuse, fault confinement and maintenance.
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1 Introduction

Development of safety related systems has to be strictly compliant with applicable stan-
dards. This is required by any safety authority before commissioning of a system. Safety
demonstration is greatly helped by using a formally based framework to express re-
quirements, design, code and to ensure that this code meets specification requirements.
Unfortunately, this is not sufficient. Safety authorities also require an independent ver-
ification process which must follow the different stages of a strict development cycle.
Thus, any tool claiming to be dedicated to formal developments should not only provide
a formal paradigm to model and prove the system but must also strongly support a well
defined development cycle and must produce adequate documentation at each stage of
the development. Moreover, such a tool should help to identify impacts of modifications
during the whole life of the system (frequently more than 20 years). The purpose of the
FoCaL tool is to bring some answers to this problem area. FoCaL provides a unified
language to express requirements (declaration and properties) as well as source code
and proofs while only using concepts largely accessible to engineers.

In [7], we introduced a safety development cycle customised for FoCaL. Our prob-
lem now is to study its feasibility and to understand how practically FoCaL can help
to answer safety and good practise requirements. We have chosen to fully treat the ex-
ample of a voter. Indeed a voter is a central equipment of all redundant architectures,
widely used for safety related systems. A voter is a process or a device whereby a num-
ber of similar signals are monitored for discrepancies and are voted upon to obtain the
selected output which is most probably correct. It is highly safety critical because in
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many cases, the voter is the last barrier able to eliminate failure effects and answers a
part of the safety principles underlining the whole system. As these ones strongly de-
pend of the aim and domain of the system, for the re-usability sake, a voter should be
conceived as a very generic equipment. Thus choosing a voter seems a good balance
between the exemplary nature of the development and the length of the paper.

The rest of the paper is organised as follows. We present the main features of the
FoCaL tool in Section 2. Section 3 exposes the rules of a voter and its textual specifica-
tion. The Section 4 comments the development of the voter using the FoCaL tool. We
conclude and comment possible further works in Section 5.

2 The FoCaL Environment

We give here an informal presentation of near all FoCaL features, to help further read-
ing of this paper. For more details and the new release1.

2.1 The Basic Brick

The primitive entity of a FoCaL development is the species. Like in most modular
systems (i.e. objected oriented, algebraic abstract types), it can be viewed as a record
grouping a data structure with its related operations. Since FoCaL does not only address
data type and operations, species may contain the declarations (specifications) of these
operations, some properties (which may represent requirements) and their proofs. All
these components of a species are called methods and we briefly describe them.

– The method introduced by the keyword representation gives the data repre-
sentation of entities manipulated by the species. It is defined by a type expression,
which is roughly a ML-like pure type (with restricted polymorphism). The repre-
sentation may be not-yet-defined in a species, meaning that the real structure of the
data-type the species embeds does not need to be known at this point. However, to
obtain an implementation, the representation has to be defined later either explicitly
or by inheritance.

– Declarations (keyword signature followed by a name and a type) introduce
methods to be defined later: they only specify types without implementation yet.
Declarations serve to express specifications, properties. Thanks to late-binding, as
soon as a name is declared, it can be used in definitions.

– Definitions (keywordlet, followed by a name, a type and an expression) introduce
constants or functions, i.e. computational operations. The expressions are roughly
pure ML-like expressions with an auxiliary construction (S!m) to call the method
m from a given species S.

– Statements (keyword property followed by a name and a first-order formula)
may serve to express requirements (i.e. facts that the system must hold to con-
form to the Statement of Work) and then can be viewed as a specification purpose
method, like signatures were for let-methods. They entail a proof obligation later
in the development. Like signatures, even if no proof is yet given, the name of the
property can be used to prove other theorems or lemmas.

1 see : http://focalize.inria.fr
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– Theorems (theorem) made of a name, a statement and a proof are properties to-
gether with the formal proof that their statement holds in the context of the species.
This proof will be processed by FoCaL and ultimately checked with the theorem
prover Coq.

In addition, FoCaL provides a powerful mechanism for documentation by allowing
special kind of commentaries (called annotations) kept along the compiler process.

2.2 Type of Species, Interfaces and Collections

The type of a species is obtained by removing definitions and proofs. Thus, it is a kind of
record type, made of all the method types of the species. If the representation is
still a type variable say α, then the species type is prefixed with an existential binder ∃α.
This binder will be eliminated as soon as the representation will be instantiated
(defined) and must be eliminated to obtain executable code. Species types remain totally
implicit to users and serve only to introduce interfaces.

The interface of a species is obtained by abstracting the representation type in the
species type and this abstraction, which hides the representation, is permanent. Inter-
faces play an important role. They are simply denoted by the species name. Interfaces
can be ordered by inclusion, a point providing a very simple notion of sub-typing.

A species is said to be complete if all declarations have received definitions and
all properties have received proofs. When complete, a species can be submitted to an
abstraction process of its representation to create a collection. Thus the interface of the
collection is just the interface of the complete species underlying it. A collection can
hence be seen as an abstract data-type, only usable through the methods of its interface,
but with the guarantee that all methods/theorems are defined/proved.

2.3 Combining Bricks

A FoCaL development is organised as a hierarchy which may have several roots. Usu-
ally the upper levels of the hierarchy are built during the specification stage while
the lower ones correspond to implementation. Each node of the hierarchy, i.e. each
species (or collection as terminal ends), is a progress to a complete implementation.
There are two ways to build new species from previously built species: inheritance and
parametrisation.

In FoCaL inheritance serves two kinds of evolutions, which can be freely mixed.
One may create a new species by extending the inherited ones with new operations
and properties while keeping those of the inherited ones (or redefining some of them).
One may create a new species by giving explicit definitions to signatures and proofs to
properties of the inherited species, to be closer to a “executable” implementation.

Multiple inheritance is available in FoCaL. In case of inheriting a method from
several parents, the order of parents in the inherits clause serves to determine the
chosen method.

The type of a species built using inheritance is defined like for other species, the
methods types retained inside it being those of the methods present in the species after
inheritance is resolved.
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A strong constraint in inheritance is that the type of inherited, and/or redefined meth-
ods must not change. This is required to ensure logical consistency of the FoCaL model.

FoCaL allows two flavors of parametrisation: parametrisation by collection param-
eters and parametrisation by entity parameters. For instance a pair is a structure which
is built upon its two components and is described by a species parametrised by its two
components. Entity parameters are not introduced as we do not use them within this
paper.

The parametrised species can use collection parameters’ methods to define its own
ones. A collection parameter is given a name C and an interface I . The name C serves
to call the methods of C which figure in I . C can be instantiated by an effective pa-
rameter CE of interface IE. CE is a collection and its interface IE must contain I .
Note that species (without abstraction) are not allowed as parameters. Indeed, if an in-
complete species were used as an effective parameter run-time error due to linkage of
libraries can occur and properties stated in I can not be safely used as an hypothesis. In
contrast, the collection and late-binding mechanisms ensure that all methods appearing
in I are indeed implemented in CE.

2.4 The Final Brick

As briefly introduced, a species needs to be complete to lead to executable code for its
functions and checkable proofs for its theorems and then, can be turned into a collection.
Hence, a collection represents the final stage of the inheritance tree of a species and
leads to an effective data representation with executable functions processing it. As
said before, to ensure modularity and abstraction, the representation of a collection
turns hidden. This means that any software component dealing with a collection will
only be able to manipulate it through the operations (methods) its interface provides.
This point is especially important since it prevents other software components from
possibly breaking invariants required by the internals of the collection.

2.5 Properties, Theorems and Proofs

FoCaL intends to encompass both the executable model (i.e. program) and properties
this model must satisfy. For this reason, theorems, properties and proofs are methods
dealing with logical instead of purely behavioural aspects of the system. Stating a prop-
erty entails that a proof of it will be finally built. For theorems, the proof is directly
embedded in the theorem. The compilation process submits proofs to the formal proof
assistant Coq which automatically checks that they are consistent.

No syntax is offered to express high-order properties as they are rather difficult to
manage by engineers not experts in logic theory. But special instances for induction and
termination proofs are to be provided.

Proofs are done by the developer as follows. It can be written in “FoCaLProof Lan-
guage”, a hierarchical proof language that allows to give hints and directions for a
proof. This script is submitted to an external theorem prover, Zenon2 developed by
D. Doligez. Zenon is a first order theorem prover based on the Tableaux method incor-
porating implementation novelties such as sharing[4]. From these hints Zenon attempts

2 see : http://focal.inria.fr/zenon/
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to automatically generate a proof and if it succeeds, expresses its proof as a Coq term
verified by Coq during the compilation process. Basic hints given by the developer to
Zenon are: “prove by definition of a method” (i.e. looking inside its body) and “prove
by property” (i.e. using the logical statement of a theorem or property”. Surrounding
this hints mechanism, the language allows to build the proof by stating assumptions
(that must obviously be demonstrated next) which can be used to prove lemmas or parts
for the whole property. We show below an example of such a demonstration.

theorem order_inf_is_infimum: all x y i in Self,
!order_inf(i, x) -> !order_inf(i, y) ->
!order_inf(i, !inf(x, y))

proof:
<1>1 assume x in Self, assume y in Self, assume i in Self,

assume H1: !order_inf(i, x), assume H2: !order_inf(i, y),
prove !order_inf(i, !inf(x, y))

<2>1 prove !equal(i, !inf(!inf(i, x), y))
by hypothesis H1, H2

property inf_left_substitution_rule,
equal_symmetric, equal_transitive

definition of order_inf
<2>f qed

by step <2>1
property inf_is_associative, equal_transitive
definition of order_inf

<1>f conclude
;

Like any automatic theorem prover, Zenon may fail finding a demonstration. In this
case, FoCaL allows to write verbatim Coq proofs. The compiler provides a Coq script
“with a hole” which can be filled with the proof done by hand, then imported back to
the FoCaL source code as verbatim Coq code.

Finally, the assumed keyword is the ultimate proof backdoor, telling that no proof
is given thus the property is considered as an axiom. Obviously, a really safe develop-
ment should not make usage of such “proofs” since they bypass the formal verification
of software’s model and can break the global consistency. However, a development
may use external (trusted or not) code no property of which can be proved. Moreover,
whatever the reason, the user may choose to admit some properties. But any “assumed”
lemma should always be at least receive a textual justification inside an annotation. A
good practise is to submit such lemma to the FoCaL test tool to increase confidence.

2.6 Around the Language

All along the development cycle of a FoCaL program, the compiler keeps track of
dependencies between species, their methods, the proofs, . . . to ensure any modification
of component will be detected and its impact will be reported on those depending of it.

FoCaL considers two types of dependencies:

– The decl-dependency: a method A decl-depends on a method B if the declaration
of B is required to express A.

– The def-dependency: a method (and more especially a theorem) A def-depends on
a method B if the definition of B is required to state A (and more especially, to
prove the property stated by the theorem A).
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The redefinition of a function may invalidate the proofs that use properties of the
body of the redefined function. All the proofs which truly depend on the definition are
then erased by the compiler and must be done again in the context updated with the
new definition. Hence an important point is the choice of the most interesting level in
the hierarchy where to write a proof.

FoCaL currently supports two target languages: OCaml[10] and Coq[11]. Code
generation towards OCaml allows to build an executable: all the logical aspects are
discarded since they can’t be expressed in this language and don’t lead to executable
code. Code generation towards Coq provides a formal model of the program, including
computational and logical aspects: all computational methods and logical methods with
their proofs are compiled. Thus the consistence of the whole FoCaL development can
be checked by Coq.

However the compilation model (i.e. the structure of a collection, of a species, of a
method) remains very simple. It is the same in both target languages and uses a few
set of basic constructs: records (i.e. structures), functions and simple modules (not even
functors).

Note that references are not currently allowed as it is not so easy to handle memory
management at the proof level. However functional views of memory are used in several
developments. We currently consider to add data-flow programming features and their
logical counterparts to ease reactive systems development.

The tool called FOCDOC [3] automatically generates documentation, ensuring that
the documentation of a component is always consistent with respect to its implemen-
tation. This tool uses its own XML format that contains information coming not only
from structured comments (that are parsed and kept in the program’s abstract syntax
tree) and FoCaL concrete syntax but also from type inference and dependence analy-
sis. From this XML representation and thanks to some XSLT style-sheets, it is possi-
ble to generate HTML or LATEX files. In the same way, it is possible to produce UML
models [5] as means to provide a graphical documentation (class diagrams) for FoCaL
specifications. The use of graphical notations appears quite useful when interacting with
end-users, as these tend to be more intuitive and easier to grasp than their formal (or
textual) counterparts. This transformation is based on a formal scheme and captures ev-
ery aspect of the FoCaL language, so that it has been possible to prove the soundness
of this transformation (semantic preservation).

Although this documentation is not the complete safety case, it can helpfully con-
tribute to its elaboration.

As a conclusion of this presentation, FoCaL is not at all a “All-in-One” language, it
helps to define strict boundaries between phases of a development. Consistency between
phases is ensured by a powerful dependency calculus and a proof system. FoCaL user
is guided to maintain the global consistency of a complete development, even during
the maintenance phase.

There exist several systems and languages having the same purposes like B[16],
CASL[13], RAISE[15]. . . True comparison with these systems is out of the scope of
this paper (but is considered in a forthcoming paper). It seems to us that the originality
of FoCaL is its unified language along the different phases which allows to provide the
assessor a complete package built in conformity with the related standards.
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Differently from CASL[13] that is strongly oriented towards ADT, hence without ef-
fective representation of data and computation, FoCaL lets the user go until specifying
them (and adds an abstraction layer to prevent users from having access to internal ef-
fective implementation). FoCaL produces executable code and related proofs whereas
CASL emphasises on the specification phase despite the fact that institutions are pro-
vided to link specifications to some SML or Java code[14]. RAISE[15] provides a large
range of specification and programming concepts. In contrast, FoCaL offers a limited
set of concepts but they can be altogether translated to Coq to ensure a global consis-
tency of the whole development.

2.7 FoCaL Development Cycle

As recalled in the introduction, the development of a critical system must follow a strict
development cycle, compliant with standards. In [7] we proposed a development life
cycle taking advantages of all features of FoCaL and compliant with the main Stan-
dards in the field of critical software development ([1], [2],...). It is based on a V-cycle,
decomposed into five (mandatory) phases: requirements/specification, architecture/de-
sign, implementation and low level testing, integration/validation testing and the longest
one, the maintenance phase. It also covers some transverse processes like generation of
the documentation or formal traceability between phases. Transverse processes are pro-
cesses that should be applied once during all phases. The main characteristics of this
life cycle are :

– a strong boundary between phases, especially between the specification phase and
the architecture/design one. Specification phase ends when all safety requirements
can be proved using the functional requirements and the glue assumptions (see
below). Architecture/design phase ends with the implementation of the functional
requirements into executable code.

– the implementation phase consists in assembling collections and proving the glue
assumptions made on the parametrised species.

– the use of the FoCaL dependencies calculus and documentation generation to gen-
erate formal traceability and to help maintenance.

In this paper, we mainly focus on requirements specification, architecture/design and
implementation phases as we build the voter. Integration/validation testing phase is con-
sidered in the work of M. Carlier [6].

The development cycle is strongly based on the establishment of the specification
through requirements expression. We distinguish four kinds of requirements:

– Functional requirements describe the relations between inputs and outputs of the
system and what is expected on the behaviour of the system without referring to
any specific solution.

– Non-functional requirements describe all constraints that the system must meet, like
time and space bounds, safety integrity levels to achieve, portability needs. . . These
requirements are pretty difficult to express by a first-order formula. They are put
inside annotations, so are kept along the compilation process and figure in the com-
piled documentation.
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– Safety requirements coming from the results of the safety studies. They ensure that
the functional requirements will never trigger a Feared Event. They are considered
as requirements on functional requirements.

– As a species can be parametrised, proofs of functional and/or safety requirements
sometimes need assumptions on the functions and properties of the collection pa-
rameters. These assumptions are called glue assumptions. They are proved at the
coding level just before final building of the whole system.

All the requirements but some non-functional ones are expressed as FoCaL
properties.

3 Overview of the Voter

3.1 Generic Definition

Sensors may exhibit various kinds of errors like bias offset, scale factor or transient
faults due to sensitivity to spurious or environmental factors (temperature, pressure,. . . ).
Redundancy is one of the major techniques used to guard safety critical systems against
such transient faults. There exists many kinds of redundancy, depending on which char-
acteristics (safety, reliability or both) should be privileged for the system. Roughly
speaking, each redundant component performs the same work and, when one of them
fails, the voter has to detect it and to select an output value among the other, then has to
go on providing the service.

Usually, a voter is used to elaborate the output from the input values given by the
redundant components. Voters are used, for example, for temperature acquisition by
multiple sensors in a boiler, or elaboration of the emergency brake signal of a train
from several computer replicas. . . The basic principle of a voter is to compare its input
values according to a given consistency relation, and then to output one value depending
on a voting policy. The point is that, in redundant systems, the voter is the component
that must be perfect (as far as possible obviously). A failure of the voter is considered
as a major weakness of the system.

A voter system must fulfil three main requirements:

– reliable and correct choice of one non faulty input among its n inputs3

– detection of errors on inputs
– localisation of the source of the error and report of a diagnosis related to it4

The elaboration of the output value follows a two-stages process:

1. the inputs comparison, which takes 2 or more inputs and compares them accord-
ing to a “consistency law”. There are many kinds of such consistency laws: strict
equality, equality within a certain tolerance, most recent input, max or min values
. . .

3 We wilfully limit the voter specification to a function that returns one of its inputs. Other more
complex voters can be found in [8].

4 The third requirement is sometimes optional depending on which dependability characteristic
is emphasised.
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2. the arbitration, by a voting policy algorithm which produces the output value. This
algorithm is the heart of a voter and determines its classification and its main prop-
erties (majority vote, selection of the most restrictive vote, selection of the most
recent value . . . ).

A pre-processing of the inputs can also be performed by a filtering process. It analy-
ses input values by in-line “acceptance tests” and eliminates values recognised wrong,
a way to eliminate some transient faults. The inputs that succeed the filtering process
are then sent to the voter5.

In the following, we focus on voters with 3 inputs. Our choice is motivated by the
fact that 3 inputs is the minimal number for a voter to deal both with safety and relia-
bility characteristics. Taking the case where agreement between 2 sensors is sufficient
to ensure the required safety level of a system. Using a voter with 2 inputs meets the
safety requirements. But, in case of one failure on a sensor, you need to stop or run your
application in a degraded mode. Adding a third sensor permits to continue the service
in case of one fault. Most of the time, the cost of the third sensor is far less than the
unavailability of the whole system. This kind of voter is a widespread voter architecture
in safety critical systems (i.e. Triple Modular Redundancy).

Our choice could be even more generic. It is indeed possible to specify an “n out
of m” voter and then to instantiate n and m with the needed value. But this solution
needs to highly complicate the voter specification and implementation for a small added
value. Indeed only some n and m values are generally used; 1oo2 for reliability, 2oo2
for safety, 2oo3 or 2oo4 for safety and reliability and the concerns are so different that
this “sharing by genericity” is just useless.

3.2 The 2oo3 Voter Specification

The 2oo3 voter, used for our example, selects one value from three independent inputs
if at least two of them are consistent. Moreover, we also want to detect the faulty value.
So, a second output is added to the voter in order to qualify the first result. Table 1
summarises all cases, described as follows:

– perfect match: the three inputs are consistent, the value and index of one of them
are returned.

– partial match: two of the three inputs are consistent together, but the third one is
not. One of the consistent values and the index of the inconsistent one are returned.
This enables identifying a failure on this input.

– range match: One input is consistent with the two others which are mutually in-
consistent. The consistent value and the associated index are returned. This can
arise when the consistency law is not transitive (i.e. equality within a tolerance). In
this case, the system can go on working with the most plausible value.

– no match: all the inputs are inconsistent two per two. The voter cannot take a
decision since the majority rule is not applicable.

5 Filtering is different from the input comparison as it works on one single input in opposition
to the consistency law which compare at least two inputs.
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Table 1. Transfer function

Consistency between inputs Returned Diag
v1 and v2 v1 and v3 v2 and v3 Value Index Qualifier

Yes Yes Yes v1 sensor 1 perfect match
Yes Yes No v1 sensor 1 partial match
Yes No Yes v2 sensor 2 partial match
No Yes Yes v2 sensor 3 partial match
Yes No No v1 sensor 3 range match
No Yes No v3 sensor 2 range match
No No Yes v2 sensor 1 range match
No No No ? ? no match

The specification of the no match case seems, at first sight, satisfactory: no value is
output as there is no good candidate. At the specification level, this behaviour is accept-
able, but a choice has to be made during the design phase: the component connected to
the voter is waiting for two values (the index of the component and the flag). It will be
its own concern to decide what to do with the first output, according to the second.

3.3 The 2oo3 Properties

Functional requirements should describe the voting policy. Each line of the table 1 is
transposed in a functional requirement. For example, for a perfect match, the
requirement is:

∀v1, v2, v3 in value, consistency(v1, v2)∧
consistency(v1, v3)∧ consistency(v2, v3)
⇒ voter(v1, v2, v3) = (v1, 1, perfect match)

Table 1 makes also assumptions on symmetry and reflexivity of the consistency law6.
This leads to define the following glue assumptions:

∀v1, v2 in value, consistency(v1, v2) ⇒ consistency(v2, v1)
and
∀v in value, consistency(v, v)

A voter should also meet some safety requirements. Whatever is the order of the
input values, the voter has to return a compatible output value. Thus a notion of “com-
patible output value” is introduced by properties P1 and P2. P1 says that if input values
can be compared and output values are consistent and qualifiers are the same then the
output values are compatible. P2 says that by default all output values are compatible
for inconsistent input values (i.e. there is no choice made for inconsistent input values).

6 Note that the voter does not need transitivity for the consistency law. Use of a transitive con-
sistency law will remove the partial match qualifier.
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P1 : ∀vala, valb in value, ∀qual in qualifier,
qual �= no match ∧ consistency(vala, valb)
⇒ compatible(vala, valb, qual, qual)
P2 : ∀vala, valb in value,
compatible(vala, valb, no match, no match)
and
∀v1, v2, v3, vala, valb in value, quala, qualb in qualifier
voter(v1, v2, v3) = (vala, , quala) ⇒
voter(v2, v1, v3) = (valb, , qualb) ⇒
compatible(vala, valb, quala, qualb)

Another safety requirement allocated to a voter is that the output value is always one
of the inputs.

∀v1, v2, v3 in value,
vote(v1, v2, v3) = v1 ∨ vote(v1, v2, v3) = v2 ∨ vote(v1, v2, v3) = v3

4 Development of the Voter

4.1 Global Architecture

The voter specification closely follows the description given in Section 3. Indeed sep-
aration of the voting policy and the inputs management eases reuse and independent
evolution of parts of the voter. The whole specification of the voter is thus split into two
major parts. The part concerning the voting policy is introduced by the species Voter
(see fig. 1) which specifies the voting policy algorithm and the glue assumptions made
on the inputs of the voter, represented by parameters. The second part, which concerns
values, is itself split into two parts, the first one describing what is supposed/needed on
the “basic” types (like naturals, integers, booleans) and functions on them, the second
one (the species Values) specifying inputs as “complex values” (like integers with
tolerance, integers modulo n) built upon basic types and ensuring that glue assump-
tions could be satisfied. Consistency between the two parts is guaranteed by the FoCaL
dependency and proof mechanisms.

Fig. 1. Voter decomposition
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4.2 The Voting Policy

Specification phase. The aim is to specify the data-flow interfaces and the require-
ments for the system without referring to any specific solution. In FoCaL, data-flow in-
terfaces are encoded by functions declarations and requirements by properties on these
functions.

Specification of the voting policy is performed with a two levels approach. The first
level corresponds to the specification of a most general voter. It gives the signatures and
the generic properties of all 2oo3 voters, making no assumption on the voting policy.
The second level, derived from the first one, specifies the voting policy and gives the
proof of the generic properties.

species Gen_2oo3_voter( V is Value, Diag is Basics_object) =

signature vote in V -> V -> V -> (V * Diag);

(* Shortcut to extract the value *)
let output_value(p in V * Diag) in V = basics#fst(p);

(* Safety requirements of a voter *)
property voter_returns_an_input_value:
all v1 v2 v3 in V,

output_value(vote(v1, v2, v3)) = v1
\/ output_value(vote(v1, v2, v3)) = v2
\/ output_value(vote(v1, v2, v3)) = v3
end;;

(* Specification of the diagnostics output *)
species My_diag(C is Sensor, Q is Qualifier) inherits Basics_object =
... end;;

(* Specification of the majority voter *)
species Majority_voter(V is Value, C is Sensor, Q is Qualifier, Diag
is My_diag(C, Q)) inherits
Gen_2oo3_voter(V, Diag) =

(* Functional requirements of the majority vote *)
(* Vote with 3 consistent values returns a perfect_match and *)
(* the value of the first sensor. *)
property perfect_vote :

all v1 v2 v3 in V,
(V!consistency_law(v1, v2) /\ V!consistency_law(v2, v3) /\
V!consistency_law(v1, v3))

->
(output_value(vote( v1, v2, v3)) = v1) /\
(output_diag(vote( v1, v2, v3)) = Diag!constr(C!sensor_1, Q!perfect_match)))

...
(* Glue assumptions on parametrized species *)
property consistency_law_is_symmetric :

all v1 v2 in V,
V!consistency_law(v1, v2) -> V!consistency_law(v2, v1);

...
(* Proof of the safety requirements *)
proof of voter_returns_an_input_value =
...
end;;

The specification of the generic 2oo3 voter is represented by a species ”Voter 2oo3”
with two parameters: a collection V for the values submitted to the vote, a collection



22 P. Ayrault, T. Hardin, and F. Pessaux

Diag for diagnosis prescriptions. The species provides a single signature vote. It also
gives the safety requirements allocated to the voter. In order to ease reading, we add a
shortcut to extract the value from of output value.

A species can be derived from this generic species for any choice of a voting policy.
These derived species define the ”voting policy”, the glue properties required on the
input values (through the collection parameter of interface Value) and give a proof
of the generic properties. As an example, see the specification of a majority voter with
identification of the faulty inputs as defined in section 3.

To create the specification of the “majority voter”, we use two main features of the
FoCaL language. First, we use the FoCaL inheritance mechanism to create a species
having all declarations, definitions and properties defined in the species Gen 2oo3
voter. Then, we instantiate parameters of Gen 2oo3 voter with a more specific
species (i.e. My diag). Note that, the dependency calculus ensures consistence be-
tween the different occurrences of formal and effective parameters.

The new species contains the functional specification of the 2oo3 majority voter, the
glue assumptions on parameters and the proof of safety properties under those assump-
tions (done with Zenon). We can compile the FoCaL model to an OCaml file and a
Coq file. The first one contains only typed functions declarations that can be used as
an external interface for a development. The second one contains a proof term of the
safety properties that can already be checked by the Coq prover.

Architecture/design phase. This phase introduces the architectural choices to answer
the specification requirements. It provides definition of the functions and the representa-
tion of the species. From the majority voter specification, we have sufficient information
to propose an implementation of the functional requirements and to provide a proof that
this code fulfils them.

species Imp_Majority_voter(V is Value, C is Sensor, Q is Qualifier,
Diag is My_diag(C, Q)) inherits Majority_voteur(V, C, Q, Diag) =
(* Implementation of the vote function *)
let vote( v1 in V, v2 in V, v3 in V) in V * Diag =

let c1 = V!consistency_law( v1, v2) in
let c2 = V!consistency_law( v1, v3) in
let c3 = V!consistency_law( v2, v3) in
if c1 then

if c2 then
if c3 then

(v1, Diag!constr(C!sensor_1, Q!perfect_match))
...
(* Proof of the vote property *)
proof of perfect_vote =

by property V!consistency_law_reflexive, Diag!equal_reflexive
definition of vote, output_diag, output_value;

end;;

Transition between specification and design is also made using inheritance. Here
parameters are kept while a definition is provided to the declaration, using the FoCaL
functional language. Proofs of the functional properties are made using Zenon. Giving
a FoCaL interface (and thus at least a specification species) for the input values, the
sensor and the qualifier, this species can be compiled: type-checking can be done and
a translation of the whole species contents (including Zenon proofs) into a Coq term
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can be obtained to be immediately assessed. Thus we have a species that implements
a 2oo3 majority voter, which can be used with any kind of input values respecting the
required glue properties.

Multiple inheritance can be used at design level to provide an existing representation
to a specification species. For instance the implementation speciesImp vote status
is a “merge” of two species: the specification species Sp vote status which
provides the functional requirements and the species Integers which provides the
representation and its basic properties. The dependency calculus ensures compatibility
between these inherited species.

(* Specification species for a set of vote status *)
species Sp_vote_status inherits Setoid =

(** The 3 values are inconsistent *)
signature no_match : Self;
(** 1 value is consistent with the two other which are mutually inconsistent

*)
signature range_match : Self;

...
end;;

(* Design of the vote status *)
species Imp_vote_status inherits Sp_vote_status, Integers =

(* Definition of the set elements *)
let no_match = 0;;
...
end;;

Definitions can also be changed at any level to fit new needs. In this case, the FoCaL
compiler computes all definitions and properties impacted by the redefinitions and asks
to provide a new proof of the impacted properties.

4.3 Building a Voter

At this stage, we have several species representing all components of the voter. In order
to obtain runnable code a species should be transformed into a collection. Thus a voter
collection has to be created from the voter species and collections representing the val-
ues and the diagnosis. Firstly, we choose the nature of input values (here the collection
Coll int with tol), finalise the diagnosis (here the collection Coll my diag).
Secondly, we create a species which inherits from the implementation of the voter ap-
plied to effective parameters and we provide a proof for the glue assumptions. This step
ensures “compatibility” between species. Then, as the new species is now complete, we
can create a collection.

species Majority_voter_on_int_with_tol inherits
Imp_Majority_voter(Coll_value, Coll_sensor, Coll_int_with_tol, Coll_my_diag) =

proof of consistency_law_is_symmetric =
by property Coll_int_with_tol!consistency_law_symmetric;

...
end ;;

collection Coll_int_imp_vote_tol implements Sp_int_imp_vote_tol ;;



24 P. Ayrault, T. Hardin, and F. Pessaux

The collection Coll int imp vote tol is ready to use.

let s = Coll_int_imp_vote_tol!output_value(voter( 1, 3, 5);;

(* Results of several calls *)
Voter for integer with a tolerance of 2
v1 : 1, v2 : 3, v3 : 5 --> val : sensor_2 , res : partial_match
v1 : 1, v2 : 2, v3 : 5 --> val : sensor_3 , res : range_match
v1 : 4, v2 : 5, v3 : 5 --> val : sensor_1 , res : perfect_match
v1 : 1, v2 : 4, v3 : 7 --> val : sensor_1 , res : no_match

When a component is a COTS (Commercial Off The Shelf) or a very low level com-
ponent as I/O drivers, one cannot produce a proof of its functional properties. In the
same way, we do not want to prove well known or highly used components. In order
to consolidate our confidence level of such components, works are currently performed
by M. Carlier[6] to generate test cases from FoCaL functional requirements. These test
cases can be ran on the external component to validate it. Verification of the voter using
M. Carlier tool has been achieved. It shows that the FoCaL life cycle we propose is
fully compliant with the validation of external components.

4.4 Re-usability

Many other implementations can fit the generic voter. For example, S. Dajani-Brown
proposes a 2oo3 voter for avionics purpose[9]. This voter is based on a classical 2oo3
architecture with an high availability (voter provides an output even when only one
input is available). Following our development cycle, we implemented this voter within
FoCaL by changing the voting policy and the value representation. Then we carried out
successfully all the proof of the generic voter properties (voter always returns one of
the input values, voter is insensitive to inputs order).

5 Conclusion and Further Works

This paper illustrates how a safety life cycle can be developed using FoCaL features
like inheritance, parametrisation by collections, properties and proofs. This develop-
ment process respects boundaries between development phases, produces a certified
and efficient code, is compliant with standards and thus, eases the assessment process
required before commissioning. Several other examples have been developed following
the same methodology like hierarchical automata’s, physical input acquisition. . . These
developments give similar results on the development process.

In this paper, due to a lack of space, we only gave a short glimpse on FoCaL testing.
However we used the testing tool (still in development), not only to do classical tests
on outputs of the voter but also when encountering some difficulties in proofs, to vali-
date expression of some requirements. We appreciated a lot to have at our disposal, at
any stage of the development cycle, a proof tool and a test tool working on the same
expressions. This is indeed a FoCaL feature which is of great help when expressing
some requirements, when wondering about the validity of some lemmas, when some
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proofs are out of reach. In this last case, some of the corresponding statements are con-
sidered as axioms during proof process, a point which weaknesses the logical approach
but is unavoidable in practice, thus increasing confidence by testing the statement is
welcomed.

More generally, we emphasise the great facilities given by the coordination of Fo-
CaL programming features (typing, inheritance, late binding, etc.) and FoCaL logi-
cal features (statements, proofs) through syntactical means controlled by dependency
calculus. Indeed, having the possibility to introduce a statement using names not yet
associated to a definition and to prove it under hypothesis submitted to a delayed proof
obligation, allows to detect anomalies sooner in the life cycle and the diagnostic pro-
vided by the compiler helps to repair them. Yet it is possible to criticise the choice of a
functional language for source code. Having no notion of internal state for species can
be considered as a weakness. But first, there is no difficulty to translate, if needed, Fo-
CaL definitions into some imperative language: the compiler uses only very basic fea-
tures of programming languages (simple records and modules). Second, a lot of static
analysers rebuild a functional version of imperative code to perform their analyses. In
FoCaL this functional version is directly at hand, a point which will be exploited to in-
tegrate static analysers in FoCaL, in the near future as the new compiler was conceived
to easily include such extensions.

Using the theorem prover Coq as an assessor while having near all proofs quite
automatically done with Zenon and having the choice of either doing the remaining
ones directly in the Coq environment build by the FoCaL compiler or assuming their
statement appears as a good compromise between the confidence level and the cost of
the development. Yet the choice of Coq can be questioned. As the compiler does not
use truly specific features of Coq, other theorem provers based on type theories and a
flavor of Curry-Howard isomorphism can be chosen.
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Abstract. Combinatorial interaction testing aims at revealing errors
inside a system under test triggered by unintended interaction between
values of its input parameters. In this context we defined a new greedy
approach to generate a combinatorial interaction test suites in the pres-
ence of constraints, based on integration of an SMT solver, and ordered
processing of test goals. Based on the observation that the processing
order of required combinations determines the size of the final test suite,
this approach has been then used as a framework to evaluate a set of
deterministic ordering strategies, each based on a different heuristic op-
timization criteria. Their performance has been assessed and contrasted
also with those of random and dummy ordering strategies. Results of
experimental assessment are presented and compared with well-known
combinatorial tools.

1 Introduction

Verification and validation of highly-configurable software systems, such as those
supporting many optional or customizable features, is a challenging activity. In
fact, due to its intrinsic complexity, formal specification of the whole system may
require a great effort. Modeling activities may become extremely expensive and
time consuming, and the tester may decide to model (at least initially) only the
inputs and require they are sufficiently covered by tests.

To this aim, combinatorial interaction testing (CIT) techniques [11,19,25] can
be effectively applied in practice [1,29,24]. CIT consists in employing combina-
tion strategies to select values for inputs and combine them to form test cases.
The tests can then be used to check how the interaction among the inputs
influences the behavior of the original system under test. The most used combi-
natorial testing approach is to systematically sample the set of inputs in such a
way that all t-way combinations of inputs are included. This approach exhaus-
tively explores t-strength interaction between input parameters, generally in the
smallest possible test executions. For instance, pairwise interaction testing aims
at generating a reduced size test suite which covers all pairs of input values.
Significant time savings can be achieved by implementing this kind of approach,
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as well as in general with t-wise interaction testing. As an example, exhaustive
testing of a system with a hundred boolean configuration options would require
2100 test cases, while pairwise coverage for it can be accomplished with only
10 test cases. Similarly, pairwise coverage of a system with twenty ten-valued
inputs (1020 distinct input assignments possible) requires a test suite sized less
than 200 tests cases only.

CIT requires just specification of the input model, thus it could be defined as
an input-based testing technique. Since it is also possible to model the output of
a system under test as a boolean variable describing only the (success or failure)
outcome of each applied test. It is then clear that CIT actually implements a
particular type of functional (I/O based) testing [26], focused just on the coverage
of interactions between the inputs, at various degrees of depth. The importance
of such functional testing criteria is more evident if we think at the inputs as
actually modelling interactions between system components, as it is the case
for testing of GUIs or protocols, where we aim at testing just combinations of
possible interaction sequences. Nevertheless, several case studies [25,33] have
proved the general effectiveness of such functional approach by showing that
unintended interaction between optional features can lead to incorrect behaviors
which may not be detected by traditional testing.

CIT is also widely recognized as effective in revealing software defects [23]. In
particular, experimental research work [25] showed that usually 100% of faults in
a software system are already triggered by just a relatively low degree of feature
interaction, typically 4-way to 6-way. Dalal et al. [12], showed that testing of all
pairwise interactions of a set of software system was able to detect a significant
percentage of the existing faults (between 50% and 75%). Dunietz et al. [13]
compared t-wise coverage to random input testing with respect to structural
(block) coverage achieved, with results showing higher reliability of the former
in achieving block coverage if compared to random test suites of the same size.
Burr and Young [3] report 93% code coverage as a result from applying pairwise
testing of a commercial software system. For these reasons combinatorial testing,
besides being an active research area, is largely used in practice and supported
today by many tools (see [27] for an up to date listing).

Combinatorial testing is applied to a wide variety of problems: highly con-
figurable software systems, software product lines which define a family of soft-
wares, hardware systems, and so on. As an example, Table 1 reports the input
domain of a simple telephone switch billing system [26], which processes tele-
phone call data with four call properties, each of which has three possible values:
the access parameter tells how the calling party’s phone is connected to the
switch, the billing parameter says who pays for the call, the calltype param-
eter tells the type of call, and the last parameter, status tells whether or not the
call was successful or failed either because the calling party’s phone was busy
or the call was blocked in the phone network. While covering all the possible
combinations for the BBS inputs shown in Table 1 would require 34 = 81 tests,
the pairwise coverage of the BBS can be obtained by the test suite reported in
Table 2 which contains only 11 tests.
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Table 1. Input domain of a basic billing system (BBS) for phone calls

access billing calltype status
LOOP CALLER LOCALCALL SUCCESS
ISDN COLLECT LONGDISTANCE BUSY
PBX EIGHT_HUNDRED INTERNATIONAL BLOCKED

Table 2. A test suite for pairwise coverage of BBS

# billing calltype status access
1 EIGHT_HUNDRED LOCALCALL BUSY PBX
2 CALLER LONGDISTANCE BLOCKED LOOP
3 EIGHT_HUNDRED INTERNATIONAL SUCCESS ISDN
4 COLLECT LOCALCALL SUCCESS LOOP
5 COLLECT LONGDISTANCE BUSY ISDN
6 COLLECT INTERNATIONAL BLOCKED PBX
7 CALLER LOCALCALL SUCCESS ISDN
8 CALLER LOCALCALL BUSY PBX
9 EIGHT_HUNDRED LONGDISTANCE BLOCKED ISDN
10 COLLECT LONGDISTANCE BUSY LOOP
11 COLLECT LONGDISTANCE SUCCESS LOOP

In most cases, constraints or dependencies exist between the system inputs.
They normally model assumptions about the environment or about the system
components or about the system interface and they are normally described in
natural language. If constraints are considered, then the combinatorial testing
becomes constrained combinatorial interaction testing (CCIT). However, as ex-
plained in sections 2 and 5, most combinatorial testing techniques either ignore
the constraints which the environment may impose on the inputs or require the
user to modify the original specifications and add extra information to take into
account the constraints.

Based on a CCIT construction approach which extends our own previous
work [4,5], in this paper we present a study focused on the use of heuristics
to order the test goals and assess their impact on the size of generated test
suites. Moreover, in contrast to our previous experience, in the proposed ap-
proach we experimented implementing the support for constraints by means of
integrating the well known satisfiability solver Yices [14] in the construction
process.

The paper is organized as follows: Sect. 2 presents our approach and its key
points, Sect. 2.1 discusses how the Yices tool is used to generate constrained
combinatorial tests, Sect. 3 introduces a set of heuristic strategies for which
Sect. 4 reports and discusses results of their experimental evaluation. A com-
parison with other techniques and tools is reported in Sect. 5, and finally Sect.6
draws our conclusions.
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2 Background

Our approach to combinatorial testing can be classified as logic-based, since it
formalizes the combinatorial coverage in the presence of constraints by means
of logical predicates and applies techniques normally used for solving logical
problems to it. To formalize pairwise testing, which aims at validating each
possible pair of input values for a given system under test, we can formally
express each pair as a corresponding logical expression, a test predicate (or test
goal), e.g.: p1 = v1 ∧ p2 = v2, where p1 and p2 are two input variables and v1

and v2 are two possible values of p1 and p2 respectively. Similarly, the t-wise
coverage can be modeled by a set of test predicates, each of the type:

p1 = v1 ∧ p2 = v2 ∧ . . . ∧ pt = vt ≡ ∧t
i=1pi = vi

where p1, p2 . . . pt are t inputs and v1, v2 . . . vt are their possible values. We define
a test as an assignment to all the inputs of the system. We say that a test ts
covers a test predicate tp if and only if it is a model of tp, and we formally
represent this fact as ts |= tp . Note that while a test binds every variable to
one of its possible values, a test predicate binds only t variables. We say that a
test suite achieves the t-wise combinatorial coverage if all the test predicates for
the t-wise coverage are covered by at least one test in the suite. The main goal
of combinatorial testing is to find a possibly small test suite able to achieve the
t-wise coverage.

In order to generate the test predicates, we assume the availability of a for-
mal description of the system under test. This description should include at
least the input parameters together with their domains1, but could also include
constraints over the inputs expressed as axioms. By formalizing the t-wise test-
ing by means of logical predicates, finding a test that satisfies a given predicate
reduces to a logical problem of finding a complete2 model for a logical formula
representing the test predicate and the constraints. Formally, the first task is
to find the test ts that solves the equation ts |= tp ∧ c1 ∧ . . . ∧ cn, where ci

represent the constraints. To this aim, many techniques like constraint solvers
and model checkers can be applied. In this approach the constraints become first
class citizens and they can be represented by logical expressions.

To generate the complete test suite, one can generate all the test predicates
by a simple combinatorial algorithm and then proceed incrementally to generate
the tests, that is choosing one test predicate at the time and trying to generate a
test that covers it and satisfies the constraints. In [4] we already proposed three
enhancements of this approach, which have been applied also in the present
context. The first consists in monitoring the test generation, i.e. marking the
test predicates covered by the found test, and skipping them in the next runs.
The second consists in conjoining as many as possible compatible test predicates,
and using this bigger, extended test predicate to derive the test case, in order
1 Currently, only finite, discrete enumerable domains are supported.
2 We say that a model is complete if it assigns a value to every input variable.



Combining Satisfiability Solving and Heuristics to Constrained CIT 31

to increase coverage more quickly and also reduce the number of runs of the
external solver. This stage of the construction process can be referred to as
composition of the test predicates and precedes every run of the external test
generation which in [4] was a model checker. The third enhancement consists in
further reducing the size of the overall test suite by searching for existence of any
redundant test case, that is a test whose predicates are all already covered by
other tests, and deleting such tests from the final suite. This optimization stage
is performed a posteriori on the built test suite by a dedicated reduction greedy
algorithm. Results from empirical studies [32] indicate that as minimization is
applied (while keeping constant coverage), there is little or no reduction in the
fault detection effectiveness. For this reason, although the reduction stage is
optional, it is always applied in this paper.

The process proposed by our method is implemented by the ASM Test Gen-
eration Tool (ATGT)3. ATGT was originally developed to support structural
[18] and fault based testing [16] of Abstract State Machines (ASMs), and it has
been then extended to support also combinatorial testing.

In [4] we discussed the main advantages of our approach with respect to other
approaches to CCIT, namely (1) the ability to deal with user specific require-
ments on the test suite, in form of both specific test predicates representing criti-
cal combinations and particular tests already generated, (2) the integration with
other testing techniques like the structural coverage presented in [17] and the
fault based coverage of [16], (3) the integration with the entire system develop-
ment process, since the user can initially model only the input and later add also
the behavior and other formal properties, and apply other analysis techniques
like simulation, formal verification, and model checking, and (4) the complete
support of constraints, which can be given as generic boolean predicates over the
inputs. Indeed, as discussed again in Sect. 5, most methods for combinatorial
testing focus only on finding very efficient algorithms able to generate small test
suites, while they normally neglect all the other issues listed above. In [5] we
presented an extension of this approach able to deal with temporal constraints.

2.1 Implementing Support for Constraints by Yices

One important difference introduced in this work over the methodology defined
in our previous work [4,5] and summarized in Section 2 is the use of the SMT
solver Yices [14] instead of the model checker SAL to support constraints over the
input domain. Yices is an efficient SMT solver that decides the satisfiability of ar-
bitrary formulas containing uninterpreted function symbols with equality, linear
real and integer arithmetic, scalar types, recursive datatypes, tuples, records,
extensional arrays, fixed-size bit-vectors, quantifiers, and lambda expressions.
With respect to a SAT solver, Yices offers a more expressive language for the
specification and for the properties and it uses several algorithms for satisfiability
checking. For example, we are able to directly encode constraints over enumera-
tive variables without the burden of their translation to SAT, which is itself an
open research problem [31]. We plan in the future to exploit other features of
3 ATGT is available at http://cs.unibg.it/gargantini/software/atgt/
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Fig. 1. BBS in Yices (1) base version (2) using uniterpreted functions

Yices to deal with more complex systems, but for now we simply use booleans
and enumerative variables since we apply our tool to case studies taken from
other approaches which support only that. With respect to a model checker,
Yices cannot deal with state transformations (although it can be used as front
end for bounded model checking) and for this reason it cannot be used in the
presence of temporal constraints, where instead, model checkers can be efficiently
employed [5]. Since Yices does not perform model checking and SAL uses Yices
as default SMT solver, directly using Yices should be faster than using SAL.
Moreover, we can use the Yices API library instead of the more expensive data
exchange through files we used for SAL. Experimental work results presented in
Section 4 confirmed that Yices is much faster than SAL.

The translation of the logical problem of finding a model for a given problem
is straightforward. For instance, the translation of the BBS problem for the
test predicate access = LOOP ∧ billing = COLLECT is reported in Fig. 1. As
second example, we show how the advanced features of Yices allow to easily
model partial specifications by using uninterpreted functions.
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While a model checker always finds and outputs a counter example, a SMT
solver normally only checks if a formula is satisfiable or not, and it is not
mandatory to print the model in case a model exists. Yices can print the model
(if any) if explicitly requested by the user (with a set-evidence command). How-
ever, the model found by Yices may not bind all the variables: it specifies only
the values of variables whose values are fixed by the found model, leaving the
others unspecified. To be used as test, the model must be completed with values
for all the variables and this can be done by choosing random values for un-
bound variables. In our case, the number of unbound variables should be very
low, since we compose as many test predicates as possible, so to bind as many
variables as possible and to leave free only the variables which are not referred
by uncovered test predicates that could be composed. Therefore, the effect of
this random completion of tests should negligibly affect the final test suite.

3 Sorting the Test Predicates

The order in which the test predicates are selected during test generation may
affect the size of the final test suite. In our previous work [4], we found that
processing the test predicates in random order generally leads to good results,
provided that one runs the generation process several times and then he/she
takes the best outcome as final test suite. This approach is widely used: exist-
ing tools based on greedy, non deterministic search heuristics (i.e. like AETG,
SA-SAT, ATGT, PICT4) are commonly benchmarked over a series of fifty exe-
cutions. The main disadvantage of the random based approach, is that the user
must run several times the test generation process to be sure to obtain a statis-
tically good result. In order to obtain a reasonably short test suite with just one
run of the tool, a deterministic construction algorithm can be applied. In this
case, the incremental construction algorithm will process the pool of test pred-
icates always in the same order, determined with respect to some optimization
criterion. Several orderings can be defined to this aim, based on the observation
that in an optimal covering array all the combinations of variables to values as-
signments are evenly used. In fact, when adding a new test case to the test suite,
it should cover as many new combinations as possible, that is, it should include
test predicates which give a more original contribution to the test suite. To this
aim, we defined several comparison criteria to evaluate which test predicate is
more original between two candidates tp1 and tp2, given a test suite containing
already several test cases. These are:

Counting explored assignments (touch). This counts the number of assignment
variable = value contained in the tps which are already contained in a test of the
test suite. In this way, tp1 is preferable if it contains fewer assignment already
touched in the test suite than tp2.
4 The PICT tool core algorithm does make pseudo-random choices but, unless a user

specifies otherwise, the pseudo-random generator is always initialized with the same
seed value.
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Least used assignment (min). In this case, the algorithm keeps track of the
number each variable = value assignment has already been included in the test
suite, and tp1 is preferable to tp2 if its least used assignment is less used than
the least used assignment of tp2. The rationale behind this sorting criteria is
that the novelty of a single assignment has here priority over the novelty of the
whole test predicate.

Most used assignment (max). As opposite to the former, this comparison criteria
prefers tp1 to tp2 if its most used combination has lower usage count than that
of tp2. Note that this produce a totally different ordering with respect to the
former, and not just its reversal.

Even usage of assignments (dev). In this criteria, a test predicate tp1 is preferable
if the usage of its assignments is more evenly distributed than how it is for tp2.
This is actually quantified by computing the standard deviation of the usage
counts for the assignments in the considered test predicate. The rationale is
that the even usage of combinations, which is a global requirement of a good
test suite, can be imposed also locally in each newly added test predicate, and
throughout the incremental construction process this can help preventing the
introduction of unbalanced test cases.

Accounting for tp composition. Four additional ordering strategies have been
defined (touch/c, min/c, max/c, dev/c), which are variants of their respective
original ordering strategies, modified according to the test predicate composition
principle, that is, they account also for all the assignments in the composed test
predicate, instead of just for those already in the test suite.

4 Evaluation and Discussion

In this section a comparison of experimental results is presented, obtained by ap-
plying the ATGT tool to a set of example tasks available from the literature [8,9],
and listed in the leftmost columns of Table 3. While the tasks #[1..5,11..13] have
been generated artificially with increasing size, all other tasks encode example
combinatorial problems derived from real systems of various sizes. Third and
fourth column of Table 3 report the input domain size and the complexity of the
imposed constraints. The notation used to express the problem domain size is
the exponential notation introduced in [21], while the constraints complexity is
expressed by converting the constraints into DNF and then apply the following
function δ:

δ(a ∧ b) = δ(a) · δ(b) δ(a ∨ b) = δ(a) + δ(b)
δ(x = b) = range(x) − 1 δ(x �= b) = 1

For forbidden combinations, δ is equal to the constraints measure proposed
in [9], which simply counts a forbidden combination of t variables as t and
multiply all the forbidden combinations. For instance, the forbidden pair x =
a, y = b, would be represented in our approach by the constraint ¬(x = a ∧
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Table 3. Suite sizes and average times for random heuristic

task size time
# name size δ min avg 1stQ 3rdQ max Y ices SAL

1 CCA1 33 2531 9 9.43 9 10 11 0,89 9,7
2 CCA2 43 2331 17 19.16 19 20 22 1,43 15,58
3 CCA3 53 2531 27 30.06 29 31 34 2,23 23,77
4 CCA4 63 2631 40 42.92 42 44 47 3,13 33,67
5 CCA5 73 2531 55 59.74 59 61 64 4,17 45,49
6 MobilePhone 3322 253151 10 11.48 11 12 14 1,8 19,95
7 CruiseControl 413124 22 8 8.41 8 9 10 1,07 11,68
8 TCAS2Boolean 102413227 224 10 11.15 11 11 13 4,9 57,74
9 BBS 34 21 12 12.98 12 14 15 1,08 11,89
10 SpinSimulator 45213 24732 26 29.45 29 30 33 12,49 137,09
11 CCA6 54 2331 34 36.76 36 38 40 3,15 32,66
12 CCA7 64 2331 49 52.81 52 54 57 4,46 46,3
13 CCA8 74 2531 68 73.14 72 74 79 6,09 70,36

y = b), which in DNF becomes x �= a ∨ y �= b which is evaluated by δ to 2.
In case of forbidden combinations, quantities expressed with this criteria can
take advantage of exponential layout, e.g., 25 · 31 will read also as five pairwise
constraints plus one tree-wise. All the specifications shown in Table 3 contains
constraints easily expressed as forbidden combinations, except task#8, which
has only boolean variables and contains a single complex boolean constraint,
which converted to DNF has 224 conjunctions, so the complexity is 224.

A set of fifty instances of the test suite based on the policy of random5 pro-
cessing order have been generated for each of the tasks, and Table 3 reports the
resulting best, average, and worst test suite size obtained, together with the val-
ues of the first and third quartiles computed from the gathered set of sizes. Table
3 also reports the computing times for the considered tasks when using Yices or
SAL respectively. They show a performance improvement by a factor of about
eleven times using Yices over SAL model checker. Although these computing
times correspond to the random policy experiments only, the computing times
observed for the other policies were similar, irrespective of the considered pro-
cessing policy, and the performance improvement observed in all experiments
has shown to be constant, irrespective the task too. Thus, we decided not to
report them here.

All the previously introduced deterministic ordering policies have also been
applied, and the resulting test suite sizes are reported in Table 4. In the per-
formed experiments an additional deterministic ordering policy has been applied
too, which consisted in processing all the test predicates just in the same order
they where enumerated by straight nested loops. This dummy ordering policy,
named as generated (asg) has been included to have a scenario where no ordering
is applied at all and the corresponding outcomes are in the rightmost column of
Table 4. All results reported in tables 3 and 4 are intentionally reported prior
5 An uniform distribution among test predicates has been applied.
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Table 4. Comparison of suite sizes for deterministic heuristics

task# min min/c touch touch/c max max/c dev dev/c asg
1 10 9 9 9 10 11 9 10 10
2 20 21 18 18 21 20 21 21 21
3 36 33 31 30 33 35 32 32 37
4 58 52 46 45 47 48 49 46 58
5 77 68 63 63 70 66 67 65 80
6 11 14 11 10 10 12 11 11 13
7 9 10 9 9 10 9 9 9 9
8 12 12 12 10 12 14 12 13 15
9 18 15 13 14 20 14 14 15 20
10 39 31 29 28 37 31 31 33 40
11 45 40 37 38 42 39 42 41 55
12 68 59 58 54 63 61 64 62 81
13 106 88 79 79 92 81 83 81 123

to eventual application of the suite reduction stage. Indeed, applying reduction
would have improved the results but could have also masked the relative perfor-
mance differences between the policies.

Figure 2 allows the reader to visually compare altogether the data in both
tables 4 and 3, and especially to figure out how the considered deterministic
policies perform with respect to random processing, before applying the test
suite reduction algorithm. On the horizontal axis are the task numbers, split in
two graphs with different scaling of the y axis, for improved readability.

While random policy has always reached better (smaller) sizes than all the
considered deterministic policies, it is interesting to note that its worst (bigger)
performance is also worse than many of the proposed deterministic policies in all
the tasks in Figure 2(a), and in tasks #{3,4,5,10} of Figure 2(b). In many tasks
there have been deterministic strategies performing even better than average
random result, like i.e. in tasks # {1,2,7,8,3,4}, or comparable to average, like
i.e. tasks #{9, 3, 5}. It can be observed that the touch/c processing policy is
constantly the best performing among all the observed deterministic policies,
with the exception of tasks #9 and #5, where it is only slightly outperformed
by its sibling policy touch. Also, it is interesting to note that the touch/c policy
is always performing better that the worst random policy performance in all
tasks, with the sole exception of task #13, where they are equal, and as good as
the best random result, in tasks #{1,7,8}. It is relevant to note that the time
cost to achieve the best random performance has to be multiplied by the number
of runs necessary to obtain it. This result encourages the use of a deterministic
processing strategy, like touch/c over the random based alternative, at least in
specific cases where time performance is a strict priority over the test suite size
optimization.

Figure 2(b) also shows that the performance of deterministic policies degrades
faster with respect to random policy average, when scaling up the task size.
Note that the performances of the non deterministic strategy span in an interval
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(a) (b)

Fig. 2. Suite sizes computed for tasks #1-13, prior to reduction

which become wider for big specifications, from the best performance to the
worse performance possible since such strategy has no constraints except those
theoretical. The performance of a deterministic strategy will fall in this interval,
but it will never perform better than the best result of the random policy. For
this reason finding a deterministic strategy which performs at least better than
the average is a challenging activity. Indeed, there is no guarantee about the
quality of a single performance of a non deterministic strategy, requiring for this
reason multiple runs. After the application of reduction stage, the performance
gap reduces significantly, as shown in Figure 3, which compares the suites sizes
of random and the best deterministic policy. In this case, for all considered tasks
the performance of deterministic is never worse than the random worst result,
and in nine out of thirteen tasks is better than average random result, supporting
the adoption of deterministic heuristic as a fairly good option.

Finally, in Table 5 we contrasted the best results of our approach, from both
random and best deterministic ordering policy, with those of some tools from the
literature. The mAETG-SAT [8] and PICT [10] tools are AETG-like [6] greedy
construction algorithms, with a random-heuristic based core, even though the
PICT tool can be forced to behave deterministically by initializing its inter-
nal random seed always with the same constant value. The SA-SAT [8] tool
is a meta-heuristic search algorithm inspired on simulated annealing [7], which
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Fig. 3. Reduced suite sizes, of random and touch policies, for tasks #1-13

Table 5. Comparison of suite sizes for 2-wise and 3-wise constrained models

Task ATGT mAETG-SAT SA-SAT PICT TestCover
# touch/cred rndred

min

t = 2, pair wise
1 9 9 10 10 10 10
2 18 17 17 17 19 17
3 30 27 26 26 27 30
4 45 40 37 36 39 38
5 63 55 52 52 56 54
10 28 26 25 24 16 19

t = 3, three wise
10 135 127 108 95
11 164 159 138 140 143 -
12 283 282 241 251 250 -
13 502 449 383 438 401 -

exhibit random behavior too. Testcover [30][28] tool builds a test suite by re-
cursively composing together sub-blocks which are already optimal orthogonal
arrays or covering arrays. This latter is the sole tool which has no random
heuristic inside. The results from our tool ATGT are here reported inclusive
of the ex-post reduction optimization, showing that both for pairwise and for
three-wise combinatorial tasks the difference between random and deterministic
performance is always moderate, and often negligible. The shown performance
compares also fairly good with that of the other available tools.
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5 Related Work

To the best of our knowledge, little work has already be done in literature about
the ordering of test goals for test generation. In [15], the authors show that tak-
ing the test predicates in the same order in which they are built is generally
a bad policy, while randomly choosing them leads to good results. They also
define some ordering criteria, which however are not suitable to combinatorial
testing. Although their approach differs with respect to that presented here, since
they generate one test case for each test predicate while we collect as many test
predicates as possible to generate one test, our experiments confirm that a ran-
dom order is better than the order in which test predicates are generated. In [2],
Bryce et al. presented a general framework of greedy construction algorithms,
in order to study the impact of each type of decision on the effectiveness of the
resulting heuristic construction process. To this aim, they designed the frame-
work as a nested structure of four decision layers, regarding respectively: (1) the
number of instances of the process to be run, (2) the size of the pool of candidate
rows from which select each new row, (3) the factor ordering selection criteria
and (4) the level ordering selection criteria. The approach presented in this work
fits exactly in the greedy category of algorithms modeled by that framework, and
it is structured in order to be parametric with respect to the desired number of
repetitions and the factor and level ordering strategies. The major contribution
of this study is then the evaluation of the original strategies presented in Sect. 3,
which actually implement variants of a novel hybrid heuristic based on defining
ordering selection criteria for the test predicates, instead. Building the next row
around a test predicate means that both a set of fixed factors and their levels
(values) will be determined at the same time, in contrast with Bryce et al. study
which focused on separate rules for the factor and level selection layers. Their
study concluded that factor ordering is predominant on the resulting test suite
size, and that density-based level ordering selection criteria was the best per-
forming one out of those tested. In the present work, all the strategies proposed
and tested actually implement this common optimization principle of control-
ling the density of feature levels, but we explored original ways of redefining the
density concept. In fact, while Bryce et al. compute it as the expected num-
ber of uncovered pairs, in contrast we define many measures somewhat related
to the current frequency of appearance of each predicate in the test suite, and
lexicographically sort with respect to that.

As a second aspect, research on combinatorial testing approaches featuring
support for constraints deserves further investigation. Some methods require
to remodel the original specification, very few directly support constraints in an
integrated manner. For instance, AETG [6,26] requires to separate the inputs in a
way they become unconstrained, and only simple constraints of type if then else
(or requires in [8]) can be directly modeled in the specification. Other methods
[20] require to explicitly list all the forbidden combinations. As the number
of input grows, the explicit list may explode and it may become practically
infeasible to find for a user. Cohen et al. [8] found that just one tool, PICT
[10], was able to handle full constraints specification, that is, without requiring
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remodeling of inputs or explicit expansion of each forbidden test cases. However,
there is no detail on how the constraints are actually implemented in PICT,
limiting the reuse of its technique. Others propose to deal with the constraints
only after the test suite has been generated by deleting tests which violate the
constraints and then regenerate the missing combinations. By this approach, any
classical algorithm for CIT may be extended to support constraints. However,
this is usable only if the number of combinations to be regenerate is small and
all the constraints are explicitly listed. Experiments show that the number of
tests violating the constraints can be very high if they are simply ignored, and
the number of implicit constraints can exponentially grow with the number of
variables [9]. In our work we address the use of full constraints as suggested in
[8] and a more expressive language for them through the expressions supported
by Yices.

Several papers recently investigated the use of verification methods for com-
binatorial testing. Hnich et al. [22] translates the problem of building covering
arrays to a Boolean satisfiability problem and then they use a SAT solver to
generate their solution. In their paper, they leave the treatment of auxiliary
constraints over the inputs as future work. Note that in their approach, the
whole problem of finding an entire covering array is solved by SAT, while in our
approach only the generation of a single test case is solved by Yices. To this
respect, our approach is similar to that presented by Cohen et al. [8,9], where a
mix of logical solvers and heuristic algorithms is used to find the final test suite.
Kuhn and Okun [23] try to integrate combinatorial testing with model check-
ing (SMV) to provide automated specification based testing, with no support
for constraints. Conversely, Cohen et al. propose a framework to incorporat-
ing constraints into established greedy and simulating annealing combinatorial
testing algorithm. They exclusively focus on handling constraints and present a
SAT-based constraint solving technique that has to be integrated with external
algorithms for combinatorial testing like IPO or AETG. Their framework is gen-
eral and fully supports the presence of constraints, even if they can be modeled
only in a canonical form of boolean formulae as forbidden tuples.

6 Conclusion

In this paper we have defined a pool of eight metrics to sort the test predicates
prior to processing, in order to assess the impact of their processing order on the
size of the resulting test suite and on the generation time. The investigation of
such aspect of deterministic combinatorial construction algorithms is an original
contribution. The results have been contrasted with those of random and dummy
orderings and also with available results from some well-known combinatorial
tools. It has been shown that even though random based heuristics can achieve
better (lower) absolute results in terms of the size of the computed test suite,
the performance of deterministic heuristics is still acceptable, it does not require
multiple runs as the random policy, and thus it is preferable if the computing
time requirements are an issue. In order to support our study we implemented
a combinatorial construction technique that supports constrained combinatorial
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testing, by using the Yices SMT solver in order to generate models. The proposed
approach is able to support not just pairwise but also n-wise CCIT, and the
presented comparative evaluation with respect to other existing tools suggest
that the presented methodology is fairly good approach to CCIT. To the best of
our knowledge, this is also the first approach to CCIT exploiting an existing SMT
solver. Work is undergoing to integrate this technique with structural and fault
based testing, and to extend it in order to support constraints with universal
and existential quantifications, which would be very useful to express complex
constraints in a very compact style.
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Abstract. Software regression testing occurs continuously during the software 
development process in order to detect faults as early as possible. Growing size 
of test suites on one hand and resource constraints on the other hand, necessi-
tates the test case prioritization process. Test case prioritization techniques 
schedule test cases for regression testing in an order that increases the chances 
of early detection of faults. Some prior techniques used the notion of history-
based test case prioritization. In this paper, we present a new approach for pri-
oritization using historical test case performance data which considers time and 
resource constraints. This approach directly calculates the priority of each test 
case using historical information from the previous executions of the test case. 
The results of applying our approach to Siemens suite and Space program are 
also presented. Our results present interesting insights into the effectiveness of 
the proposed approach in terms of faster fault detection. 

Keywords: Software regression test, test case prioritization, history-based pri-
oritization, historical fault detection. 

1   Introduction 

Changing the software to correct faults or add new functionality can cause existing 
functionality to regress, introducing new faults. To avoid such defects, one can retest 
software after modification, a task commonly known as regression testing [1]. Re-
gression testing typically involves the re-running of all test cases [2], [3] and it is 
often costly and sometimes even infeasible due to time and resource constraints. 
Hence, such a technique is considered as one of the most expensive tasks in software 
maintenance activities [1].  

To reduce the cost of regression testing, various techniques have been proposed 
[3]. One technique is selecting all or a portion of the test suite to execute. This tech-
nique is referred to as regression test selection (RTS) [4] and can be very costly. An-
other approach is test case prioritization, which is one of the main techniques used to 
address the problem of regression testing. The goal of test case prioritization is to 
execute important test cases with respect to some criterion, at first, in order to maxi-
mize a score function [5]. This technique is commonly used to increase fault detection 
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rate as far as possible. It schedules the test cases based on certain criteria and then run 
them in the specified order according to time and resource limitations. 

The problem of finding optimal execution ordering for test cases is basically NP-
hard and does not have any deterministic solution [6]. Thus, prioritization techniques 
are necessarily heuristic and produce sub-optimal results.  

Currently, most prioritization techniques are memoryless and are based only on the 
analysis of source code and test case profiling information taken from the current and 
immediately preceding software versions. These techniques ignore historical test case 
performance data and commonly take a one-time testing model for software regres-
sion testing. Whereas software regression testing is continuous and long life [7], and 
its best model is consecutive execution of test suite after each change occurs in cur-
rent version of the software. To address this problem, history-based prioritization was 
introduced in [7] which incorporates the notion of memoryful regression testing. The 
weakness of this approach is that it considers only the last execution of test cases, 
especially in a binary manner (i.e. to execute or not) is used to calculate the selection 
probability of test cases. 

The main contribution of this paper is to present a new equation to compute the 
priority of test cases in each session of regression testing. The proposed equation 
considers the environment time and resource constraints and incorporates three fac-
tors: historical fault detection effectiveness, each test case’s execution history in  
regression test and finally the last priority assigned to the test case. We have also 
conducted empirical studies to evaluate the performance of the proposed equation. 

The rest of the paper is organized as follows. In section 2, a brief description of the 
test case prioritization problem and existing history-based prioritization are discussed. 
In section 3 the proposed approach is presented. Section 4 presents an empirical study 
of the proposed approach. Finally, conclusions and future work are mentioned in 
section 5. 

2   Background and Related Work 

2.1   Test Case Prioritization 

Test case prioritization problem [8] was first introduced by Wong et al. in 1997 as a 
flexible method of software regression testing. Their technique first selects test cases 
based on modified code coverage and then prioritizes them. Research in this context, 
has been followed by Rothermel, Elbaum and other researchers [5], [6], [9], [10], 
[11], [12], [13], [14] which resulted in various techniques for test case prioritization. 
The formal definition of this problem, which has been widely accepted in the litera-
ture [5], can be expressed as follows:  

Given: T, a test suite, PT, the set of permutations of T, and  f, a function from PT to 
the real numbers. 

Problem: Find T' ⊆ T  such that  )"( PTT ∈∀ )'"( TT ≠ )]"()'([( TfTf ≥ . 

In this definition, PT represents the set of all possible prioritizations (orderings) of 
T, and f  is a function that, applies to any such ordering, yields an award value for that 
ordering [5]. 
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Most of prioritization techniques are code-based, relying on information relating test 
cases to the coverage of code elements [3], [5], [9], [14]. Other non coverage based 
techniques in the literature include fault-exposing potential prioritization [5], model-
based prioritization [12], history-based test prioritization [7], [15] and the incorporation 
of varying test costs and fault severities into test case prioritization [14], [16]. 

2.2   History-Based Test Case Prioritization 

History-based test case prioritization is defined in [7] as follows: given test suite T, 
and T' be a subset of all test cases (T' ⊆ T), Ptc,t(Htc,α ) is selection probability of each 
test case tc in time t, and Htc is a set of t time ordered observations {h1,h2,…,ht} drawn 
from the previous runs of tc which shows each test case's execution history up to now. 
According to this definition, selection probability of each test case in T' based upon 
execution history, is defined as follows: 

                           P0 = hk 

Pk = α hk + (1 - α ) Pk-1  .         0 ≤ α <1      k ≥ 1 
 

(1) 

In this equation,α  is a smoothing constant for weighting individual history obser-
vations, which is set as close to 0 as possible in the experiments [7]. Based on differ-
ent definitions of Htc in (1), history-based prioritization can be performed in the  
following ways: 

Execution history. For each test session i which tc is executed in it, hi takes value 0 
for next selection probability, otherwise it takes value 1. In other words, after execu-
tion of high priority test cases in a session, they have lower selection probabilities in 
next sessions. Thus, instead of discarding low priority test cases in the constraint 
environments, it will cycle through all test cases over multiple sessions.  

The issue with this definition is that the execution of effective test cases with re-
spect to fault detection weakens their selection probability the same as other test cases 
and their effectiveness does not have any effect on increasing their priority and faster 
selection in next executions. 

Demonstrated fault detection effectiveness. For each testing session i, which tc ex-
poses fault(s) in it (cause program to fail), hi takes the value 1, otherwise takes value 
0. This definition of Htc, restricts execution of those test cases which rarely, if ever, 
reveal faults.  

Coverage of program entities.  Program entities include statement, path, function, 
def-use pair, etc. In this case, higher priority values are given to those test cases which 
cover functions that are infrequently covered in past testing sessions. This definition 
of Htc, limits the possibility that any function goes unexecuted for long period of time.  

Notice that only one of the mentioned definitions of Htc could be used for test case 
execution history in equation (1) in order to determine test cases' selection probability. 

Using hk to determine selection probability, especially only with two values 0 and 
1, and only based on the recent execution of each test case, is not an appropriate crite-
rion to provide an execution history for the test cases. Furthermore, increasing test 
case selection probability only based on whether or not a test case has been executed 
in recent execution, or if it has exposed fault in recent execution, will not produce 
efficient ordering for test cases in history-based prioritization. 
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In a recent study [15], history based test case selection and cost-cognizant prioriti-
zation technique [11], were combined to form an approach for cost-cognizant history-
based test case prioritization. This technique uses historical information of exposed 
faults' severity and cost, which is kept in a repository, for estimating current faults' 
severity and cost. Empirical studies showed that historical value-based approach is 
more effective than most of existing code-based approaches. 

3   The Proposed Approach 

There are some factors, which are effective in determining test case priority in next 
selections. One of these factors is test case fault detection performance in number of 
times it has been executed in successive tests. We assume that in each new regression 
test session, some test case in ordered test suite have not been executed because of 
time and resource constraints. For example, consider two test cases, tcA and tcB in a 
test suite, such that tcA leads to 3 program fails in 20 sessions of execution and tcB 
leads to 9 program fails in 18 sessions of its execution. We observe that in spite of the 
number of executions of tcA is more than tcB, historical performance shows that tcB 
performs about 35 percent better than tcA with respect to fault detection. Thus, it must 
have greater priority with respect to tcA. 

This example shows that we should not take the number of regression test sessions 
the test case executes and the number of test sessions it reveals fault(s) separately. But 
also these two factors together have effect on test cases' historical performance as a 
single factor. Therefore, assuming kth execution of regression test which means that 
the software has been modified k times, each leads to a new version of software, let 
fck be the number of times that the execution of test case tc fails and let eck be the 
number of tc executions up to now, then we can show the relation between each test 
case's priority with its fault detection performance in kth execution as follows: 

.kk HFDEPR ≈  (2) 
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The equations (2) and (3) show that the PRk is proportionate to the fck/eck. In other 
words, for each test case in each test session, historical performance is the proportion 
of the test case program fails to the number of its executions up to now. Remember 
that program fails in this ratio indicates the number of sessions in which the test case 
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execution causes to fault revealing. We call this ratio historical fault detection  
effectiveness. 

Another effective factor in priority is a period of time that a test case is not being 
executed. In other words, we would like to ensure that after some sessions, all test 
cases in the test suite will be executed and it will cycle through all test cases over 
multiple sessions, so that all faults will be revealed.  

Based on what was described, we define hk in the kth execution as follows: 

⎩
⎨
⎧

+
−

=
− otherwiseh

ksessiontestinexecutedbeenhastcif
h

k
k 1

10

1
 (6) 

Actually hk factor in equation (6) performs similar to a counter. In the context of 
operating systems and process scheduling, there is a known problem which is process 
starvation. If during the execution of various processes in a system, a process has not 
been selected for execution for a long time, the job scheduler may take the number of 
times the process has not been executed as process age and increases its priority. To 
do this, the job scheduler assigns a counter to each of the processes. The factor hk also 
performs the same job for the test cases. We will call it test case execution history. 

Based on what was described, there is a relationship between test case priority and 
its execution history in the kth execution:  

.kk hPR ≈  (7) 

Each time a test case is not executed, its execution history will be increased by one. 
Once the test case is executed, execution history becomes 0 and the operation is re-
peated as well. In this manner, we can ensure that none of the test cases has remained 
unexecuted for a long time, and the corresponding faults will be revealed. 

Finally, the third factor, shown by empirical studies, is the recent priority of each 
test case in each test suite during past executions of the regression test. Then we have: 

 .1−≈ kk PRPR  (8) 

There are some reasons using this factor: First, it causes to smoother selection of 
test cases in successive executions of regression test. This limits severe changes in 
selection of executing test cases in test suite in each run with respect to the previous 
run. Second, in cases where the historical fault detection effectiveness of the test cases 
and their execution history are the same, we should consider another factor to estab-
lish a proper priority between them. 

We define PR0 for each test case as the percentage of code coverage of the test case 
and thereby various control-flow and data-flow coverage criteria can be used. Thus, 
the influence of test case code coverage may propagate in next prioritizations due to 
recursion of the equation. In code-based prioritization techniques researchers empiri-
cally showed that the code coverage of each test case properly indicates its ability 
with respect to fault detection [3], [5], [13]. In fact, it is a wise idea to suppose that 
test cases that cover more software code components are more likely to reveal faults 
than test cases which have less code coverage [5], [10], [14]. Thus, they should take 
higher priorities. It is worth to say that our proposed test case prioritization approach 
which performs based on the history of test case fault detection performance, could be 
also considered as a coverage-based approach. 
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Based on the equations (2), (7) and (8) we can write the equation of each test case 
priority in the kth execution as follows: 

                PR0 = Percentage of code coverage of the test case 

PRk = α hk + β PRk-1 + kHFDEγ  .    0 γβα ,,≤ <1     k ≥ 1 
(9) 

Changingα , β  and γ  in equation (9), which are smoothing constants, we can 
control the effect of mentioned factors in test case prioritization. 

Constant α  must be smaller than the other two constants ( β and γ  coefficients) 
and so close to 0. It is also preferable to set the β and γ  coefficients to values between 
0.5 and 1. This is because hk increases one unit per time according to whether or not 
the test case executes. Moreover, fck/eck and PRk-1 are numbers between 0 and 1. So, 
it is necessary to control the effect of hk against those two factors, such that it has not 
excessive effect in prioritization and do not mask other factors effect by mistake.  

Unlike Pk in equation (1) that is the selection probability of each test case, PRk in 
(9) is the test case priority in kth execution. 

Considering test time and resource constraints the sufficient number of test cases will 
be executed beginning from highest priorities. Fig. 1 depicts an overview of the proposed 
history-based test case prioritization approach. The following explains the figure. 

• In the proposed approach, each test case's demonstrated fault detection effec-
tiveness, test case execution history and priority values are stored in the his-
torical information repository. 

• To conduct regression testing, the stored information is used to calculate the 
current priority of each test case in the test suite. These priority values are used 
to reorder the suite for each regression test session. 

 

Fig. 1. Overview of our history-based test case prioritization approach 
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• Prioritizing test cases in the test suite, testers may face resource and time con-
straints when executing the whole prioritized suite. 

• If a test case executes, its number of executions increases by one. Moreover, in 
each regression test session, the program fail count for those test cases which 
would fail is being increased. Also the value of execution history of not exe-
cuted test cases in the test suite is being increased to help their faster selection 
in the next regression test sessions.  

To illustrate the proposed approach's functionality, we study a simple program and 
its test suite as an example (Fig. 2). This program was adopted from [24] by little 
changes. To test the program, a branch coverage test suite with enough test cases to 
cover all branches in the program, is considered. This suite includes 8 test cases. The 
information about test cases and their coverage are displayed in Table 1. The column 
labeled input shows test cases of the program in Fig. 2. Each BT

i and BF
i in table col-

umns, show true or false evaluation of branch i. Marked cells also show test cases' 
coverage in terms of true or false evaluation of a specific branch. Notice that the 
branch coverage is stronger than the statement coverage in which, both true and false 
states of all branches should be exercised.  

B1: if (a>0) 
2:        x=2; 
3:   else 
4:       begin 
5:         x=5; 
B2:      if (b>0) 
6:            y=x+1; 
7:        else 
8:            y=x-1; 
9:       endif 
10:  end 
11: end 

B3: if (c>0)  
B4:     if (d>0) 
B5:         if (e>0) 
12:            output (1/ (b+1)); 
13:         else 
14:             output (1/(y-4)); 
15:         endif 
16:     else 
17:         output (1/(x-5)); 
18:     endif 
19: else 
20:     output (1/(x-5)); 
21: endif

 

Fig. 2. A sample program 

Table 1. A branch coverage adequate test suite  

Test 
case 

Input(a,b,c,d) BT
1 BF

1 BT
2 BF

2 BT
3 BF

3 BT
4 BF

4 BT
5 BF

5 
Branch 

coverage 
Fault may 

detect 

1 (1,1,-1,0,0) X     X     20% - 

2 (-1,-1,1,-1,0)  X  X X   X   40% 17 

3 (-1,1,-1,0,-1)  X X   X     30% 20 

4 (-1,1,1,1,1)  X X  X  X  X  50% - 

5 (-1,-1,1,1,1)  X  X X  X  X  50% 12 

6 (1,-1,-1,-1,-1) X     X     20% - 

7 (-1,1,-1,1,0)  X X   X     30% 20 

8 (0,0,1,1,-1)  X  X X  X   X 50% 14 
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Table 2. Calculated values for test cases' priority in each regression test session 

tc8tc7tc6tc5tc4tc3tc2tc1
Test case priority

(L to R)
Detected 

faults 
Regression 
test session 

0.5 0.3 0.2 0.5 0.5 0.3 0.4 0.2 [4,5,8,2,3,7,1,6] 14,12 1 

0.8 0.26 0.24 0.8 0.1 0.26 0.28 0.24 [5,8,2,3,7,1,6,4] 17 2 

0.51 0.452 0.448 0.51 0.22 0.452 0.756 0.448 [2,5,8,3,7,1,6,4] - 3 

0.335 0.690 0.689 0.335 0.444 0.690 0.501 0.689 [3,7,1,6,2,4,5,8] 20 4 
 

The results of prioritization through program in Fig. 2 have been shown in Table 2. 
The eight right side columns of the table show calculated values by equation (9) for 
each test case in regression test.  

The left side columns show regression test sessions, the number of lines including 
the faulty code, and execution orders for test cases, correspondingly. These execution 
orderings are according to priority values of test cases in each row. At the first test 
session, each test case's priority is the percentage of branch coverage of that test case. 
We assume that only a fraction of the suite could be executed (here about 40% of the 
test cases). Each time, the executed test cases are written in bold italic form. At first, 
test cases 4, 5 and 8 are executed and lead to reveal faults in lines 12 and 14. Notice 
that, in spite of executing test case 4, it has not revealed any faults. Thus, in the next 
test session, fc1 for test case 4 is 0 and for test cases 5 and 8, is 1. Meanwhile, ec1 for 
these three test cases is 1. For other test cases which have not been executed, both fc1 
and ec1 are 0.On the other hand, the value of h1 (execution history) is 0 for the exe-
cuted test cases and 1 for other test cases. In the next test session, new priority values 
are calculated based on these information and test cases are prioritized and then exe-
cuted on the program. We observe that the priorities of the test cases 6, 1, 7 and 3 
which have not been executed in the first session have been increased. Moreover, test 
case 4 which has been executed in the previous session, but did not detect any fault, 
degrades in priority. In this session, test cases 5, 8, and 2 are executed and ec2 for 
these test cases increases by one; but only test case 2 could reveal fault in line 17. 

Thus, fc2 increases just for test case 2 and holds the value of fc1 for other test cases. 
Also the value of h2 is 0 for executed test cases and increases 1 unit for unexecuted 
test cases. By changing priorities in the third test session, test case 2 gains the highest 
priority and test cases 2, 5 and 8 are executed. Test cases 3, 7, 1, 6, and 4 remain 
unexecuted. As other sessions, test case priorities are calculated for the forth test ses-
sion. In this session, test cases 3, 7, 1 and 6 have the highest priorities. Although these 
test cases had lowest branch coverage and have not been executed in sessions 1 
through 3, their execution history caused to increase their priorities. Thus, test cases 3, 
7, and 1 are executed and finally the fault in line 20 is detected by test case 3. 

4   Empirical Studies 

In order to evaluate the proposed approach, we conducted empirical studies. These 
studies include controlled experiment with Siemens suite [17], and a case study using 
Space [14] program. In this section, we describe these studies. In our experiments, we 
would like to find the answer to the following questions: 
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1. Can the proposed test case prioritization technique improve fault detection ef-
fectiveness in time and resource constraint environments? 

2. What is the effect of considering data-flow or control-flow coverage criteria 
for initial reordering of test cases and their consequent fault revealing  
capability? 

4.1   Subject Programs  

In our experiments, we used eight C programs as subjects (Table 3). Siemens suite 
includes seven programs in C language which are widely used in other related works, 
in order to evaluate various prioritization techniques. Siemens contains programs, 
their associated test pools, test suites for each program and scripts to run each pro-
gram. Test cases for Siemens programs were generated for different testing objectives 
which exercise different control-flow and data-flow coverage criteria. For each pro-
gram, single fault versions of the program have been created in which faults have 
been seeded by separate teams of programmers. The other empirical study is a case 
study, which we have done on Space benchmark program. Space is a big program 
(10KLOC) in C, with real faults which has been developed for the European Space 
Agency. Space has 38 associated versions, each containing a single fault. 

Table 3. Subject programs used in our experiments 

Program 
name LOC Faulty 

versions Test pool size Program 
name LOC Faulty 

versions Test pool size 

tcas 148 41 1608 print-tokens 402 7 4130 

totinfo 346 23 1052 print-tokens2 483 10 4115 

schedule 299 9 2650 replace 516 32 5542 

schedule2 297 10 2710 space 6218 38 13585 

4.2   Evaluation Metric and Analysis Tools 

APFD (Average Percentage of Fault Detection) metric is used for evaluating test case 
prioritization techniques. It is the weighted average percentage of fault detection in 
test suite lifetime, and was introduced by Rothermel et al. [3] in 1997 to assess and 
compare test case prioritization techniques in terms of how quickly faults are revealed 
during regression testing. Basically APFD metric is calculated as follows: 

 .
2

1...
1 21

nnm

TFTFTF
APFD m ++++−=  (10) 

In equation (10), n is the number of test cases and m is the number of existing 
faults in the software. Each TFi in this equation shows the place of a test case in or-
dered suite which first reveals the fault i.  

In simple words, the higher APFD value for a prioritization technique, the faster 
(better) that technique reveals faults during software regression testing [14]. For better 
insight we usually show the percentage of detected faults versus the executed fraction 
of test suite, in a diagram. The area under the curve [3], [5], [13] shows the prioritized 
test suite's average percentage of fault detected in a session of a regression test. 
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We used SAS 9.1.3 [18] in our experiments to create box plots. Box plot diagrams 
are used to visualize the empirical results in test case prioritization studies. Using these 
diagrams, we can statistically analyze results and observe any differences between 
experiments [19]. 

4.3   Experiment Setup and Results 

Our experiments follow a setup similar to that used by Rothermel et al. [14]. As men-
tioned above, each subject program has several single fault versions. For evaluating 
prioritization techniques, one needs versions with varying numbers of faults for each 
program. To this end, a set of multi-fault versions composed of non-interfering single 
faults (all faults that can exist simultaneously), have been created [14]. These faults 
are based on programmers' experience about common faults and therefore they are 
closer to real faults.  

In our experiments, we have compared results of the proposed prioritization tech-
nique to the random ordering approach as it is common in previous studies [5], [14]. 
We randomly selected 29 multi-fault versions of each program in order to simulate 29 
sessions of regression testing to study the proposed approach's performance during 
continuous executions. The 29 versions, is selected because it is the minimum number 
of non-interfering multi-fault versions that can be generated using single fault ver-
sions [14]. For each version, we have executed the proposed approach on 1000 branch 
coverage adequate test suites. α , β and γ  were set to 0.04, 0.7, and 0.7, respec-
tively. To balance individual factors' effect in test case prioritization α  must be 
smaller than the two other coefficients since hk increases one unit each time a test case 
does not execute. At the end of each test session, APFD values are calculated for the 
prioritized test cases. 

We assumed that only a fraction of total prioritized test suite (about fifty percent) 
could be executed due to limitations in testing resources. Thus, this approach can be 
used in resource constraint testing environments, which leads to savings in resources. 

For representing the efficiency of the proposed approach, we have used box plot 
diagram which is an ordinary way in empirical studies [3], [5], [6], [13], [14] in this 
area. Using box plot diagrams, we have represented the average amount of fault 
detection results of prioritizing 1000 branch coverage adequate test suites by the pro-
posed approach versus random ordering approach. 

In first set of our experiments (Fig. 3), we set PR0 for each test case as the percent-
age of branch coverage of the test case. Branch coverage of test cases was obtained by 
hand-instrumentation of subjects. In second set of experiments, PR0 was set as the 
percentage of all-uses coverage of each test case. We measured the all-uses coverage 
of test cases using the ATAC tool [21].  

To have a general view of the results, we plotted an all versions box plot for all 
programs (Fig. 4). In these box plots, there are 16 plots, each for an individual pro-
gram and one for each technique. The plots which have the same color compare tech-
niques for an individual program, the left side for the proposed approach and the right 
side for random ordering. 

Since the experiments have been performed on 29 faulty versions as regression test 
sessions, 29 pairs of box plots have been plotted in each eight diagrams. Fig. 3 shows 
theses 8 diagrams which indicate print_tokens, print_tokens2, schedule, schedule2, 
tcas, tot_info, replace and space from top to bottom. The box plots with same color in 
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each diagram are respected to a specific faulty version of that program. In each same 
color pairs of box plots, results of APFD by prioritizing 1000 test suites using the 
proposed approach have been represented in the left side box and the corresponding 
plot for random ordering approach on the same 1000 test suites have been represented 
in the right side. This process has been performed for each of the 8 programs, and is 
displayed in 8 diagrams in Fig. 3. Obviously, the higher the place of the box plot, the 
faster prioritization technique reveals faults. It can be observed in Fig. 3 that the pro-
posed approach has considerable improvements both in fault detection and stability of 
the results, for various test suites. 

To investigate whether using different coverage criteria to reorder test cases at first 
session of regression testing, is effective in faster fault detection of test cases, two 
different coverage criteria were used; Branch coverage, which is a control-flow crite-
rion and all-uses as a data-flow coverage criterion. All-uses coverage is generally 
considered to be a stronger (more fine-grained) criterion than branch coverage [20]. 
The results of applying these criteria have been shown in the Fig. 3 and Fig. 4. Due to 
lack of enough space, box plots for the all-uses criterion for each program have not 
been shown. As can be seen, using these criteria, our prioritization approach could 
produce reasonable orderings which lead to faster fault detection of test cases. This 
shows that the proposed approach is capable of prioritizing test cases in the constraint 
environments using historical test case performance data, such that executed test cases 
can detect software faults as fast as possible. 
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Fig. 3. Box plot diagrams to compare the proposed approach versus random ordering for each 
program using percent of branch coverage as initial ordering of test cases 

 

Fig. 4. All versions in each program using branch coverage (left side) and all-uses coverage 
(right side) as initial ordering of test cases 

4.4   Threats to Validity 

In this section, we describe the potential threats to validity of our study and how we 
can limit these threats.  

Threats to construct validity arise when measurement instruments do not ade-
quately capture the concepts they are supposed to measure [6]. In our studies, meas-
urements for the rate of fault detection and APFD values are accurate. But it is not the 
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only metric for measuring the rate of fault detection. Recently, APFDc has been pro-
posed [10] which incorporates different test costs and fault severities that is not con-
sidered by APFD.  

Threats to internal validity are influences that can affect the dependent variables 
without the researchers’ knowledge and thereby affect any supposition of a causal 
relationship between the phenomena underlying the independent and dependent vari-
ables [6]. The most important internal threat to our study is instrumentation of pro-
grams' source code. To this end, we used ATAC tool to measure the all-uses, but 
branch coverage of test cases obtained by hand-instrumentation of the source code. To 
ensure from correctness of instrumentation, branch coverage of the test cases were 
verified. Another issue is the composition of the test suites. To limit this threat, we 
used test suites from [17] which were used in the previous studies [6], [14]. 

Threats to external validity are conditions that limit generalization from the results 
[6]. In our study, the most important threat is how subject programs can be represen-
tative of real programs. Siemens programs are small programs (average 350 LOC) 
and their faults are hand-seeded. Space program is a real and big program (about 
11KLOC), but it is only one of such a program we used. The faulty versions in Sie-
mens suite are single fault versions, but we needed multi-fault versions. Thus, we 
used faulty versions with random number of non-interfering faults. But in practice, 
there may be different patterns of fault occurrence. 

5   Conclusions   

In this paper, we proposed a new history-based approach for prioritizing test cases. 
Our approach considers time constraints and enormous cost of repeatedly executing 
all test cases in the regression test. Thus, in this approach only a fraction of the priori-
tized suite will be executed. 

In the proposed approach, three factors are effective to determine the test case exe-
cution priority: (1) priority of the test case in previous regression test session, (2) 
historical demonstrated performance in fault detection during the regression test life-
line, and (3) the duration that each test case has not been executed. This approach 
directly uses the above three factors in prioritization. Empirical studies show consid-
erable improvements in fault detection rate which is measured using APFD metric.  

In future, we plan to setup complementary empirical studies by programs with real 
faults in order to study the performance of this approach in real environments more 
precisely. Further studies should be done using other available benchmarks. In this 
paper we have used C programs; however, we are going to setup experiments using 
Java subjects in order to investigate the proposed technique for object-oriented  
programs.  
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Abstract. While traditional testing can give evidence that an imple-
mentation conforms to a specification there is no guarantee that the
implementation therefore also satisfies user requirements. Consequently,
it is useful to derive test cases also from requirement properties. In this
paper we introduce two new test criteria to measure adequacy of existing
test suites and to derive test cases with regard to requirements formal-
ized in linear temporal logic (LTL). The first criterion is complementary
to existing criteria for requirement properties in that it focuses on cases
where literals in a property should not affect the outcome of the prop-
erty. The second criterion uses mutation to measure the sensitivity of a
test suite with regard to the implemented requirements. In addition to
coverage measurement these criteria can also be used to automatically
create coverage adequate test suites with a model checker. The results of
a case study illustrate the feasibility of the new criteria and demonstrate
that they complement existing criteria.

1 Introduction

Software testing is an important but complex task, and many different tech-
niques have been proposed to automate certain parts of this process. Formal
specifications and models can be used to automatically derive test cases and
also serve as test oracles. Traditionally, these techniques derive test cases or
measure the quality of existing test cases based on the structure of the specifica-
tion or an automaton interpretation, but it is also important to test with regard
to requirement properties.

While testing with regard to structural coverage of a specification can give ev-
idence that an implementation conforms to such a specification it is desirable to
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also gain confidence in that the implementation satisfies high level user require-
ments. In order to measure adequacy and derive test cases from requirements
these requirements have to be formalized. One particular scenario where this is
feasible is when the requirements are formalized using temporal logic.

In this paper we assume that requirements are formalized using Linear Tem-
poral Logic (LTL) [1]. This logic is commonly used by model checkers, which can
be used to verify a formal specification against these requirements. There is a
previously defined coverage criterion for LTL properties based on vacuity analy-
sis [2], and Unique First Cause coverage (UFC) [3] is a variant of the important
modified condition/decision coverage (MCDC) [4] criterion for LTL properties.
We define two new criteria based on LTL properties, which serve to supplement
the existing criteria:

– PICC: Property Independent Clause Coverage is based on the definition of
UFC and the nomenclature given in [5]. PICC is an extension of UFC similar
to the way Reinforced Condition/Decision Coverage (RCDC) [6] extends
MCDC, in that it focuses on cases where literals in a property should not
affect the outcome of the property. Therefore the combination of UFC and
PICC could be interpreted as Reinforced UFC (RUFC).

– Property mutation: While mutation has previously been used to derive test
cases with model checkers, little work has been presented on applying mu-
tation to requirement properties. We show that mutation can serve as a test
criterion for properties, and define new mutation operators for LTL.

Model checkers have also been shown to be useful in order to automatically
generate test cases. In particular, any of the above mentioned coverage crite-
ria can be formalized as a set of LTL properties, such that the model checker
automatically derives test suites that satisfy the coverage criteria.

This paper is organized as follows: Section 2 introduces Linear Temporal Logic
(LTL), which is the logic in which properties are assumed to be specified. The
section further describes how test cases are generated with model checkers, which
is usually done by formalizing test objectives as LTL properties, and discusses
two previously presented coverage criteria for LTL properties that can be used
to generate property based test cases. In Section 3 we introduce PICC, which
is a modified version of UFC introduced in Section 2. Section 4 considers how
mutation can be useful in the context of testing properties. Section 5 evaluates
the new and old criteria on a case study model, Section 6 discusses related work,
and finally Section 7 concludes the paper.

2 Preliminaries

This section begins with a formal definition of LTL, which is the temporal logic
we assume for requirement properties as well as for formalization of test criteria
for test case generation and adequacy measurement. We then show how test
cases are generated with model checkers, and define coverage based on vacuity
analysis [2] and Unique First Cause coverage (UFC) [3], which can be used to
both measure and create test cases with model checkers.
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2.1 Linear Temporal Logic

The formalism commonly used to describe model checking and to define the
semantics of temporal logics is the Kripke structure.

Definition 1 (Kripke Structure). A Kripke structure K is a tuple K =
(S, S0, T, L), where AP is a countable set of atomic propositions:

– S is a finite set of states.
– S0 ⊆ S is an initial state set.
– T ⊆ S × S is a total transition relation, that is, for every s ∈ S there is a
s′ ∈ S such that (s, s′) ∈ T .

– L : S → 2AP is a labeling function that maps each state to a set of atomic
propositions that hold in this state.

An infinite execution sequence of this model is a path, and a Kripke structure
defines all possible paths of a system.

Definition 2 (Path). A path p of Kripke structure K = (S, S0, T, L) is a se-
quence 〈s0, s1, ...〉 such that ∀ i ≥ 0 : (si, si+1) ∈ T .

Let Paths(K, s) denote the set of paths of Kripke structure K that start in state
s. We use Paths(K) as an abbreviation to denote {Paths(K, s) | s ∈ S0}.

Temporal logics are modal logics where modalities are given a temporal inter-
pretation. While propositional logic allows reasoning about a system’s state, the
extension with temporal operators allows reasoning about computation paths or
trees. In this paper we consider Linear Temporal Logic (LTL) [1].

An LTL formula consists of atomic propositions, Boolean operators and tem-
poral operators. The operator “©” refers to the next state. E.g., “© a” ex-
presses that a has to be true in the next state. “ U ” is the until operator, where
“a U b” means that a has to hold from the current state up to a state where
b is true, and such a state has to exist. “ � ” is the always operator, stating
that a condition has to hold at all states of a path, and “ ♦ ” is the eventually
operator that requires a certain condition to eventually hold at some time in
the future. The syntax of LTL is given as follows, where AP denotes the set of
atomic propositions:

Definition 3 (LTL Syntax). The BNF definition of LTL formulas is:

φ ::= True | False | a ∈ AP | ¬ φ | φ∧φ | φ∨φ | φ→ φ | φ U φ | ©φ | �φ | ♦φ

A property φ satisfied by path π of model K is denoted as K,π |= φ, which is
also abbreviated as π |= φ if K is obvious from the context. A path π of model
K violating property φ is denoted as K,π �|= φ or π �|= φ. The semantics of LTL
is expressed for infinite paths of a Kripke structure. πi denotes the suffix of the
path π starting from the i-th state, and πi denotes the i-th state of the path π,
with i ∈ N0. The initial state of a path π is π0.
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Definition 4 (LTL Semantics). Satisfaction of LTL formulas by a path π ∈
Paths(K) of a Kripke Structure K = (S, S0, T, L) is inductively defined as fol-
lows, where a ∈ AP :

π |= True for all π (1)
π � False for all π (2)
π |= a iff a ∈ L(π0) (3)
π |= ¬φ iff π �|= φ (4)
π |= φ1 ∧ φ2 iff π |= φ1 ∧ π |= φ2 (5)
π |= φ1 ∨ φ2 iff π |= φ1 ∨ π |= φ2 (6)
π |= φ1 → φ2 iff π �|= φ1 ∨ π |= φ2 (7)

π |= φ1 U φ2 iff ∃i ∈ N0 : πi |= φ2 ∧ ∀ 0 ≤ j < i : πj |= φ1 (8)
π |= ©φ iff π1 |= φ (9)

π |= �φ iff ∀j ∈ N0 : πj |= φ (10)

π |= ♦φ iff ∃j ∈ N0 : πj |= φ (11)

2.2 Test Case Generation with Model Checkers

In general, model checking [7] describes the process of determining whether an
automaton model satisfies a temporal logic property. One of the most useful
features of model checkers in practice is their ability to create counterexamples
to illustrate how properties are violated. Under certain constraints (e.g., we
assume that the system under test and its specification are deterministic) such
counterexample sequences can be interpreted as test cases.

A counterexample returned by a model checker is a finite sequence of states.
In this paper, we assume that a test case is also a sequence of states, while its
interpretation depends on the type of system under test. For example, in reactive
systems each state represents input and output values serving as test data and
test oracle: For each state, test data is provided as input to the system under
test and the returned outputs are compared to the expected output values to
derive a verdict. A finite counterexample can also represent an infinite path if
it contains a loopback state (i.e., it is a lasso-shaped sequence). To get a finite
test case the lasso needs to be unfolded; we refer to Tan et al. [2], who describe
truncation strategies to create finite test cases from lasso-shaped sequences. The
length of a test case is defined as the number of states it consists of. A test suite
is a set of test cases, and its size is the number of test cases it consists of.

Automated test case generation requires formalization of the test objective
(e.g., satisfaction of a coverage criterion), which can be seen as a set of test
requirements (e.g., one test requirement for each coverable item). Each test re-
quirement can be formalized as a temporal logical test predicate.

Definition 5 (Test predicate). A test predicate φ is a temporal logical predi-
cate that is satisfied by a test case t = 〈s0, ...sn〉 if there is 0 ≤ i < n such that
ti |= φ.
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A test predicate is infeasible if it cannot be satisfied by any possible test case for
a given model. A coverage criterion is a rule for generating test predicates, and
a test suite T satisfies a coverage criterion if and only if for each feasible test
predicate φ there exists a test t ∈ T such that t |= φ. To quantify the degree of
coverage we use the percentage of satisfied test predicates as coverage value.

Model checking allows generation of finite paths for logical predicates, ei-
ther showing satisfaction (witness) or violation (counterexample). For test case
generation counterexample generation is exploited in most cases because it is
supported by all model checking techniques. In order to force the model checker
to generate a counterexample the test predicates are formalized in a negated
fashion, such that the counterexample satisfies the original test predicate. Such
properties are known as trap properties :

Definition 6 (Trap property). A trap property τ for test predicate φ is a
temporal logic property, such that any counterexample t to τ , i.e., t �|= τ is a test
case that satisfies φ.

In the simplest case, a trap property for test predicate φ can be derived by
negating φ, or by stating that φ is never satisfied (AG ¬φ), but there are many
scenarios when further constraints are necessary (e.g., postfix sequences).

In the past, coverage criteria have for example been defined for structural
coverage of specifications, mutation testing, or combinatorial testing. One of the
main strengths of testing with model checkers is that once a framework has been
created it is easy to apply any of these techniques or combine several at the same
time. For a detailed overview of testing with model checkers we refer to [8].

2.3 Vacuity Based Coverage

A well known problem in model checking is vacuous satisfaction: A property
is vacuously satisfied if the model checker reports that the property is satisfied
regardless of whether the model really fulfills what the specifier originally had in
mind or not. For example, the property � (x → © y) is vacuously satisfied by
any model where x is never true. Vacuity is an indication of a problem in either
the model or the property, and techniques to detect vacuity have been proposed
(e.g., [9,10,11]). In the context of software testing these techniques have been
used to define a coverage criterion [2] that requires that properties are exercised
in ‘interesting’ (i.e., non vacuous) ways.

The general strategy to detect vacuity employed in [9,10,11] is to replace parts
of a property and see if this has any effects on the result of the verification. In
order to detect vacuity it is sufficient to replace a sub-formula φ of property f
with True or False [10], depending on the polarity of φ in f . The polarity of a
sub-formula ψ is positive, if it is nested in an even number of negations in f ,
otherwise it is negative, and pol (φ) is a function such that pol (φ) = False if
φ has positive polarity in f and pol (φ) = True otherwise. The replacement of
sub-formula φ with ψ in formula f is denoted as f [φ|ψ].

Tan et al. [2] introduced property coverage, which we denote as vacuity based
coverage (VC) in this paper in order to better distinguish it from other property
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based criteria. VC requires that for every sub-formula φ of a property f (denoted
as ∀φ ∈ f) there exists a test case that non-vacuously satisfies the sub-formula:

Definition 7 (Vacuity Based Coverage [2]). The following set of test pred-
icates describes coverage of a property f : {¬f [φ| pol (φ)] | ∀φ ∈ f}.
To turn these test predicates into trap properties a simple negation is sufficient
(or equivalently, omitting the negation). A resulting test case is an example for
a non-vacuous satisfaction of φ in f , and any implementation that passes such a
test case cannot satisfy f [φ| pol (φ)]. For all property based criteria, if there are
several properties then the criterion is applied to all of them.

2.4 Unique First Cause Coverage

An important coverage criterion for structural coverage of programs and specifi-
cations is the modified condition/decision coverage (MCDC) criterion [4], which
is for example mandated in the avionic domain. Using the nomenclature of [5],
given a logical predicate consisting of several clauses (i.e., predicates that do not
contain logical operators) connected by logical operators, Active Clause Cover-
age (i.e., MCDC) requires that each clause (condition) is shown to independently
affect the value of the predicate (decision) it is part of; there are several inter-
pretations of varying strictness of this criterion.

Whalen et al. [3] have adapted General Active Clause Coverage (GACC, also
known as masking MCDC) to temporal logic properties, resulting in Unique
First Cause Coverage (UFC). Intuitively, a clause x is the unique first cause of
a formula A, if in the first state along a path π where A is satisfied, it is satisfied
because of x. For example, in a sequence 〈(¬x,¬y), (x,¬y), (¬x, y)〉, the property
♦ (x ∨ y) is true because x is true in the second state and y is true in the third
state, but x is its unique first cause.

Given a predicate A, A+ denotes the set of test predicates necessary to show
that all clauses in A positively affect the outcome of A; that is, where A evaluates
to true as a consequence of a considered clause. A− denotes the set of test
predicates necessary to show that all clauses in A negatively affect the outcome
of A. x denotes a clause. The set of test predicates necessary to cover a predicate
is determined by recursively applying the following rules:

Definition 8 (Rules to derive test predicates for GACC [3])

x+ = {x}
x− = {¬x}
(A ∧B)+/− = {a ∧B | a ∈ A+/−} ∪ {A ∧ b | b ∈ B+/−}
(A ∨B)+/− = {a ∧ ¬B | a ∈ A+/−} ∪ {¬A ∧ b | b ∈ B+/−}
(¬A)+/− = A−/+

For example, the predicate p := x∨(y∧z) results in the set {(x∧¬(y∧z)), (¬x∧
(y ∧ z))} to show positive affect, and the set for negative affect is {(¬x ∧ ¬(y ∧
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z)), (¬x ∧ (¬y ∧ z)), (¬x ∧ (y ∧ ¬z))}. A requirement for a test suite to satisfy
GACC of p is that each constraint in these two sets is satisfied by a test case.

As LTL formulas are defined on paths, the above rules are extended by Whalen
et al. [3] for UFC to take temporal operators into consideration:

Definition 9 (Rules to derive test predicates for UFC [3])

� (A)+ = {AU (a ∧ � (A)) | a ∈ A+}
� (A)− = {AU a | a ∈ A−}
♦ (A)+ = {¬AU a | a ∈ A+}
♦ (A)− = {¬AU (a ∧ � (¬A)) | a ∈ A−}
© (A)+/− = {© (a) | a ∈ A+/−}
(AUB)+ = {(A ∧ ¬B)U ((a ∧ ¬B) ∧ (AUB)) | a ∈ A+}∪

{(A ∧ ¬B)U b | b ∈ B+}
(AUB)− = {(A ∧ ¬B)U (a ∧ ¬B) | a ∈ A−}∪

{(A ∧ ¬B)U (b ∧ ¬(AUB)) | b ∈ B−}
For example, the simple property φ = � (x ∧ y) results in the constraints φ+ =
{(x∧y)U ((x∧y)∧ � (x∧y)} and φ− = {((x∧y)U (¬x∧y)), ((x∧y)U (x∧¬y))}.
These test predicates can be used as trap properties by negating them to create
counterexamples. A requirement for a test suite to satisfy UFC of φ is that each
test predicate in the set for positive affect is satisfied by a test case (the rules
for negative affect are still required because of the recursive definition).

3 Property Inactive Clause Coverage

A natural extension of MCDC is Reinforced Condition/Decision Coverage [6],
or Inactive Clause Coverage (ICC)[5]. The idea of ICC is that it is not sufficient
to show for each clause that it independently affects the predicate’s outcome; it
is also necessary to show that each clause independently keeps the outcome i.e.,
the value of the predicate does not change because of changes in the clause.

The motivation for ICC also applies to properties: For example, for a property
� ((c1 ∧ c2) → ©d) UFC covers the cases where the property is true because
of c1 (¬c1 causes the left hand side of the implication to be false while c2 is
true), because of c2 (¬c2 causes the left hand side of the implication to be false),
and because of d (c1 ∧ c2 has to be true). However, assuming that c1, c2, and
d represent some safety critical values (e.g., a track at a railway point as in the
example in [6]) it is important to also cover the cases where the property is true
independently of c1 and independently of c2 (which is the case if the respective
other value is false), and independently of d (which is the case if c1 ∧ c2 is false,
a case that incidentally is also covered by UFC). Therefore, we define a similar
extension for UFC: Property Inactive Clause Coverage (PICC) looks for changes
in a clause such that the expression keeps the outcome.

Similar to the definition of UFC we give a definition of PICC as a set of rules
ρ, such that applying these rules to a property results in a set of test predicates
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that need to be satisfied in order for a test suite to be adequate with regard to
the PICC criterion. For properties consisting of only one clause UFC collapses
with traditional criteria such as clause coverage. In contrast, given an expression
consisting of only a single clause it is impossible for this single clause not to
affect the expression. For practical reasons, PICC changes to clause coverage in
that case in our definition.

Definition 10 (Rules to derive test predicates for PICC)

ρ(x) = {x,¬x} (12)
ρ(A ∧B) = {a ∧ ¬B | a ∈ ρ(A)} ∪ {¬A ∧ b | b ∈ ρ(B)} (13)
ρ(A ∨B) = {a ∧B | a ∈ ρ(A)} ∪ {A ∧ b | b ∈ ρ(B)} (14)
ρ(¬A) = ρ(A) (15)
ρ(� (A)) = {AU (a ∧ � (A)) | a ∈ ρ(A)} (16)
ρ(♦ (A)) = {¬AU (a ∧ (A ∨ ♦A)) | a ∈ ρ(A)} (17)
ρ(© (A)) = {© (a) | a ∈ ρ(A)} (18)
ρ(AUB) = {(A ∧ ¬B)U (a ∧ (B ∨ (AUB))) | a ∈ ρ(A)}∪ (19)

{(A ∧ ¬B)U (b ∧ (B ∨ (AUB))) | b ∈ ρ(B)}

In a conjunction A ∧B the clause A can take on any value if B is false without
changing the value of the predicate. Similarly, for A ∨ B, A can take on any
value if B is true. � (A) is true if A is true along all states within a path;
Equation 16 ensures that all inactive clause values are selected at some point.
For ♦A (Eq. 17) we want the test case to actually reach A, therefore we add the
disjunction with ♦A to cover cases where ρ(A) evaluates to false. For the next
operator (Eq. 18) we simply require that all inactive clause values are selected in
the next state. Finally, AUB (Eq. 19) has to ensure that for both A and B values
are chosen for inactive clauses and test cases also have to reach a state where B
is true. For a property with n clauses these rules result in 2×n expressions, i.e.,
two for each clause, while the UFC rules result in one expression per clause.

As an example, consider the following LTL property: φ = � (x→ © y). The
first step is to resolve the always operator using Eq. 16:

ρ(φ) = ρ(� (x→ ©y)) = {(x→ © y)U (a∧ � (x→ © y)) | a ∈ ρ(x→ ©y)}

Next we need all values of the rules applied to the implication within the scope
of the � operator:

ρ(x→ ©y) = ρ(¬x ∨ © y) = {a ∧ ©y | a ∈ ρ(¬x)} ∪ {¬x ∧ b | b ∈ ρ(© y)}

Consequently, we need all values of the rules applied to ¬x and ©y, which is
simply ρ(¬x) = ρ(x) = {x,¬x} and ρ(y) = {y,¬y}. Now we can solve the case
for the next operator directly: ρ(© y) = {© (a) | a ∈ ρ(y)} = {© (y), © (¬y)}
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Finally, this gives us the following result for ρ(φ):

ρ(φ) = {(x→ ©y)U ((x ∧ © y) ∧ � (x→ ©y)),
(x→ © y)U ((¬x ∧ ©y) ∧ � (x→ ©y)),
(x→ © y)U ((¬x ∧ © (y) ∧ � (x→ © y)),
(x→ © y)U ((¬x ∧ © (¬y)) ∧ � (x→ ©y))}

A test case satisfies PICC with regard to φ, if for each of the test predicates
r ∈ ρ(φ) there is a test case t such that t |= r. In order to use a model checker
to create a test suite that satisfied PICC with regard to φ one simply has to call
the model checker for trap properties derived by negation of the test predicates.

4 Property Mutation

Mutation testing describes an approach where simple faults are introduced in
programs or specifications and the adequacy of a test suite is measured as its
ability to distinguish between the original program or specification and the mu-
tant. Model checkers can be used to automatically create mutation adequate
test suites [12,13]. However, previously mutation was only applied to logical
expressions contained in the specification (or properties that reflect these ex-
pressions [12], which is essentially the same), but not to requirement properties.

For a mutant of a program or a specification it is clear that a test case that
kills this mutant can distinguish between the correct program and a program
that contains this fault. In contrast it is not so clear what killing a property
mutant means: A test case that kills a property mutant can distinguish between
an implementation that satisfies the original property and an implementation
that satisfies the faulty property. In traditional mutation analysis the compe-
tent programmer assumption [14] expresses that the implementation is close to
being correct, which we can interpret as it being close to satisfying the user
requirements. In addition, we assume that the coupling effect [15] applies also
to property mutants, meaning that test cases able to detect small errors in the
implemented properties also likely detect complex errors.

Property mutation is straight forward: The specification is assumed to satisfy
a given property. Consequently, also test cases for such a specification will satisfy
the property (with some restrictions, see below). The property is mutated, i.e.,
variants that differ in small ways are created. A test case simply kills a mutant
property if it does not satisfy the property. Because test cases are finite while
LTL semantics is based on infinite paths some precaution has to be taken: For
example, how to interpret a next operator at the last state of a test case? An
example solution to this problem as presented by Ammann and Black [16] is to
rewrite properties to take the final state into account explicitly; this is done with
a helper variable that represents the number of the current state in the sequence,
and the property is rewritten such that a violation cannot occur because of the
end of the sequence (i.e., using implications on the state number). Alternatively,
one can also define finite trace semantics (e.g., [3,17]), such that the value of a
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temporal expression defaults to true if a sequence is too short (e.g., ©x would
always be true at the last state of a sequence).

If the test case passes on an implementation (i.e., the implementation under
test behaves as expected by the test case), then that implementation cannot
implement the mutated property. This means that a test case that kills a property
mutant can distinguish between an implementation that satisfies the original
property and an implementation that satisfies the mutated property.

Mutation operators suitable for specifications are analyzed by [18]; these op-
erators can be applied to any languages that use similar logical expressions,
including LTL. For example, the Missing Condition mutation operator (MCO)
removes a literal from a logical expression, and the Logical Operator Replace-
ment mutation operator (LRO) replaces a logical operator with a different muta-
tion operator. In addition to the existing operators for logical expression, which
can all be applied to LTL properties, we define three new mutation operators
for LTL:

Temporal Operator Insertion (TIO): Inserts a temporal operator (e.g., � ,
© , ♦ , U ) in a logical expression.

Temporal Operator Replacement (TRO): Replaces a temporal operator
with another temporal operator.

Missing Temporal Operator (MTO): Removes a temporal operator from a
temporal logic expression.

As an example, consider the LTL property φ = � (x → © y) again. A possible
mutant resulting from application of the TIO operator is φ′ = � (©x→ © y).
As an example for the TRO operator the following mutant might result: φ′ =
� (x→ � y). As another example, a possible mutant resulting from application
of the MTO operator is φ′ = � (x→ y).

Let Mutants(M,φ) define the set of mutant properties resulting from appli-
cation of mutation operator M on property φ:

Definition 11 (Property Mutation). Test predicates for mutation operator
M and property φ are given by: {¬φ′ | φ′ ∈ Mutants(M,φ)}.
Trap properties are again derived by simple negation. If a mutant is not equiva-
lent, then a resulting counterexample kills this mutant (i.e., equivalent mutants
lead to infeasible test predicates).

One problem of mutation in general is detecting equivalent mutants. In the
special case of state based specifications with finite state space equivalent mu-
tants are not a problem because they can be detected by a model checker. How-
ever, one generally expected problem of applying mutation to properties is that
the number of equivalent mutants is likely to be higher than when applying
mutation to specifications or programs. Our experiments have shown that to
some extent this is due to vacuity in the properties. A vacuously satisfied part
of a property can be replaced in any way without changing the result of the
verification.
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Table 1. Test predicates and test cases

Criterion Test Predicates Test Cases
Total Infeasible Feasible Unique Minimal

VC 113 18 (15,9%) 95 76 20
UFC 113 27 (23,9%) 86 72 17
PICC 226 35 (15,5%) 191 138 15
Property mutation 2405 1078 (44,8%) 1327 577 55

GACC 472 22 (4,7%) 450 65 36
GICC 944 457 (48,4%) 487 66 17
Mutation 3128 716 (22,9%) 2412 144 37

In addition, there are several mutation operators or special cases thereof that
lead to a large number of equivalent mutants. For example, the Stuck At mu-
tation operator (STO) replaces literals with true and false. This, essentially, is
what the coverage criterion described in Section 2.3 represents, except that the
coverage criterion only chooses either true or false. Therefore, at least every sec-
ond mutant resulting from STO is equivalent; even more are equivalent in the
case of vacuous satisfaction.

Consequently, a good choice of mutation operators and their mutants can
serve to reduce the number of equivalent mutants, while some of the equivalent
mutants will serve to illustrate vacuity and can help to improve the properties.

5 Case Study: Wiper Control

As a case study a windscreen wiper controller provided by Magna Steyr is used.
The formal specification was created manually in the language of the model
checker NuSMV [19]. The system controls the windscreen heating, the speed of
the windscreen wiper, and provides water for cleaning upon user request. NuSMV
reports a total of 244.8727 states, 93 BDD variables and 174762 BDD nodes
after model encoding. A number of textual user requirements were formalized in
LTL, resulting in 23 LTL properties used in this evaluation; only some of these
properties are state invariants, while many are of the type � (x → © (y →
© (. . .))), with a number of nested next statements.

Table 1 lists the numbers of test predicates created for each of the criteria
and how many of them are infeasible. The number of test cases resulting when
calling the model checker on each test predicate equals the number of feasible
test predicates. Some of the test cases are duplicate or prefixes of other test
cases; these test cases are dropped, resulting in the unique number of test cases.
Finally, a greedy heuristic is applied to minimize a test suite with regard to
the coverage criterion it was created for: The heuristic selects the test case that
satisfies the most test requirements and removes all test requirements satisfied
by that test case. This is repeated until all test requirements are satisfied. In
addition to the property based criteria we use the specification based criteria
General Active Clause Coverage (GACC) and General Inactive Clause Coverage
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Table 2. Cross coverage for minimized test suites (in percent %)

VC UFC PICC PMut. GACC GICC Mut.

VC - 100 97 91 85 99 88
UFC 91 - 98 83 86 96 91
PICC 83 91 - 79 82 96 87
Property mutation 100 100 99 - 93 100 94

GACC 71 76 90 61 - 99 100
GICC 51 53 86 48 69 - 69
Mutation 74 80 93 64 89 89 -

(GICC), which represent masking MCDC and its alternate version for inactive
clauses, and mutation testing for comparison.

The number of infeasible test predicates is 25% on average for the four prop-
erty based criteria as well as for the structural criteria. The number of infeasible
test predicates for property based criteria is influenced by vacuity; from the VC
criterion we know that 16% of all literals in the properties are satisfied vacuously.
Consequently, roughly 16% of all test predicates for property based criteria are
infeasible because of vacuity. Even so, property mutation results in more infea-
sible test predicates than mutation of expressions in the specification.

Table 2 lists the cross coverage of each of the criteria used for minimized test
suites. Only feasible test predicates are counted for this coverage measurement.
Interestingly, all property based criteria achieve very high coverage of the other
property based criteria. Property mutation subsumes VC because of the Stuck-
At operator, but for the other criteria there are always a few very difficult to
cover test requirements.

The tables reveal that none of the specification based criteria is sufficient
to cover all property based criteria and vice versa. In addition to the criteria
listed in Table 2 we calculated the cross coverage with further logical coverage
criteria (e.g., predicate, clause, transition pair coverage), combinatorial coverage
(e.g., state, pairwise, 3-way coverage), and data-flow criteria (all-def and all-du
coverage) with similar results (not shown here in detail). This suggests that
structural coverage of specifications (or programs) and coverage of properties
are best used complementary, which is also suggested by recent research [20].

Table 2 also demonstrates that PICC and property mutation add new test
objectives that cannot simply be achieved with any of the other existing tech-
niques. Consequently, these new criteria are well suited to complement existing
criteria. Interestingly, the property coverage criteria achieve higher coverage of
structural coverage criteria than the other way round. While this will always
depend on the underlying properties, this seems to suggest that property based
criteria result in better (i.e., covering more aspects) test cases.

Table 3 lists the results in detail for the mutation operators. In addition to
the new operators introduced in Section 4, we used the following mutation oper-
ators (see [18] for details): Stuck-At (STO), Missing Condition (MCO), Simple
Expression Negation (SNO), Variable Replacement (VRO), Constant Replace-
ment (CRO), Relational Operator Replacement (RRO), and Logical Operator
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Table 3. Mutation operator statistics

Operator Mutants Test Cases
Total Equivalent Inequivalent Unique Minimal

TIO 420 196 (46,7%) 224 189 27
TRO 123 96 (78%) 27 26 12
MTO 50 27 (54%) 23 20 7
STO 280 158 (56%) 122 83 20
MCO 157 34 (21,7%) 123 82 17
SNO 122 18 (14,8%) 104 83 23
VRO 722 299 (41,4%) 722 258 42
CRO 36 12 (33,3%) 24 13 6
RRO 117 22 (18,8%) 95 73 23
LRO 360 70 (19,4%) 290 151 16

Table 4. Mutation operator cross coverage for minimized test suites (in percent %)

TIO TRO MTO STO MCO SNO VRO CRO RRO LRO All

TIO - 100 95 100 100 100 85 75 100 98 95
TRO 62 - 90 81 79 81 60 71 77 88 73
MTO 60 93 - 77 75 77 56 62 73 84 69
STO 82 93 95 - 99 100 83 75 100 97 91
MCO 75 81 86 93 - 93 75 75 94 97 85
SNO 84 93 95 100 100 - 83 75 100 98 91
VRO 87 93 100 100 100 100 - 75 100 99 97
CRO 36 37 33 48 58 48 26 - 46 63 42
RRO 80 93 95 100 99 100 83 75 - 98 90
LRO 75 85 90 90 93 90 73 62 88 - 84

Replacement (LRO). There are no arithmetic expressions in our properties,
therefore the Arithmetic Operator Replacement (ARO) operator was not used.
CRO and VRO represent the Operand Replacement Operator (ORO) in [18].

With regard to TIO we observed that while the use of all future temporal
operators leads to 53% inequivalent mutants this number can be increased by
only considering the next operator (73% inequivalent mutants), while for always
and eventually the numbers of inequivalent mutants are 36% and 50,7%, respec-
tively. Some initial experiments with past time temporal operators showed that
these operators result in useful test cases as well. For the TRO operator the
best result can be achieved by replacing only with the always operator (54%
inequivalent mutants). A further factor that contributes to the large number of
equivalent mutants is vacuity. STO has more than 50% equivalent mutants: half
of these mutants equals the VC test predicates, some of which are infeasible be-
cause of vacuity. The other half mostly results in equivalent mutants. From the
VC criterion we know that 16% of the literals of our LTL properties are satisfied
vacuously; any mutant changing one of these 16% of literals will be equivalent.

Table 4 illustrates the cross coverage for the mutation operators for the min-
imized test suites. The TIO and VRO operators achieve the highest mutation
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scores, but as shown in Table 3 they also result in the most mutants. Similar to
the findings reported in [18] we observe that SNO and MCO have good coverage
and result in fewer mutants. The combination of TIO, VRO, CRO, and RRO
is sufficient to kill all other mutants in our experiments. This is similar to the
findings in [18] with regard to ORO+ (which is VRO, CRO, and RRO), but
in our case ORO+ is not sufficient to kill all mutants of TIO, TRO, and MTO
(neither is the combination of all other mutation operators). Similarly, the com-
bination of TIO, TRO, and MTO is also unable to kill all mutants, consequently
a combination of these two types of mutation operators is recommendable (for
example the combination of the ORO+ set and TIO).

6 Related Work

In contrast to coverage as discussed in this paper, some related approaches use
mutation to derive test cases where faults might result in property violations.
Ammann et al. [21] define the notion of dangerous traces, which after a mutation
may immediately or eventually lead to a safety property violation. Fraser and
Wotawa [22] introduce property relevance and property relevant coverage, using a
mutation-like technique to direct testing efforts to potential property violations.

Fraser and Ammann [23] adapted the Reachability, Infection, and Propagation
(RIP) model for faults and failures in ordinary code to requirements testing,
where the reachability property amounts to the property not being vacuously
true on a given test case, and the propagation property amounts to a potential
violation of the property on the test case being observable. Neither any of the
above mentioned techniques using mutation or coverage criteria nor the criteria
introduced in this paper can guarantee propagation. Therefore, post processing
of test cases is necessary in any case if propagation is required.

In other areas of formal testing it has also been realized that conformance test-
ing might not be sufficient, but that properties verified against a specification
also need to be tested against an implementation. In [24,25], test purposes are
derived from CTL properties using model checking; test purposes can be used
to automatically derive test cases. Rusu et al. [26] describe a method that at-
tempts to push an implementation into violating a requirement given as a safety
property, and define a relation between conformance and satisfaction of safety
properties. Fernandez et al. [27] generate test cases from observers describing
LTL requirements.

7 Conclusions

In this paper we considered specification based testing in the presence of tem-
poral logic properties. While the specification can be verified against the prop-
erties, testing is necessary in addition to verification because the correctness of
a specification does not guarantee that the actual realization of the specifica-
tion still satisfies the same properties: The realization includes additional and
refined code, is compiled and treated by different tools, and then run on different
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hardware and in different environments. Traditional specification based testing
often only considers whether an implementation conforms to the specification,
therefore it is important to also use requirement properties to derive test cases.

We considered existing coverage criteria for temporal logic properties in this
paper and introduced two new criteria: PICC and property mutation. The new
criteria can be seen as complementary to the existing criteria, and our evaluation
shows that they are indeed difficult to satisfy with test suites created for existing
criteria based on both specifications and properties.

The first new criterion, PICC, is similar in nature to the RCDC extension
to the popular MCDC criterion in that it tests those cases where the change of
a clause’s truth value should not affect the outcome of the property. Similarly,
mutation of properties allows to measure the sensitivity of an existing test suite
with regard to the implemented properties. Infeasible test predicates are par-
tially due to vacuity in the properties, and by using a restricted set of mutation
operators the total number of test predicates and the number of infeasible test
predicates (i.e., equivalent mutants) can be kept within bounds (similar to spec-
ification mutation). As both criteria are defined via temporal logic properties
they can immediately be used to derive test cases satisfying the criteria.

References

1. Pnueli, A.: The Temporal Logic of Programs. In: 18th Annual Symposium on Foun-
dations of Computer Science, October 31-November 2, pp. 46–57. IEEE, Providence
(1977)

2. Tan, L., Sokolsky, O., Lee, I.: Specification-Based Testing with Linear Temporal
Logic. In: Proceedings of IEEE International Conference on Information Reuse and
Integration (IRI 2004), pp. 493–498 (2004)

3. Whalen, M.W., Rajan, A., Heimdahl, M.P., Miller, S.P.: Coverage Metrics for
Requirements-Based Testing. In: ISSTA 2006: Proceedings of the 2006 Interna-
tional Symposium on Software Testing and Analysis, pp. 25–36. ACM Press, New
York (2006)

4. Chilenski, J.J., Miller, S.P.: Applicability of modified condition/decision coverage
to software testing. Software Engineering Journal, 193–200 (September 1994)

5. Ammann, P., Offutt, J.: Introduction to Software Testing. Cambridge University
Press, New York (2008)

6. Vilkomir, S.A., Bowen, J.P.: Reinforced Condition/Decision Coverage (RC/DC):
A New Criterion for Software Testing. In: Bert, D., Bowen, J.P., Henson, M.C.,
Robinson, K. (eds.) B 2002 and ZB 2002. LNCS, vol. 2272, pp. 291–308. Springer,
Heidelberg (2002)

7. Clarke, E.M., Grumberg, O., Peled, D.A.: Model Checking, 1st edn. MIT Press,
Cambridge (2001) (3rd printing)

8. Fraser, G., Wotawa, F., Ammann, P.E.: Testing with model checkers: a survey. In:
Software Testing, Verification and Reliability (2009) (to appear)

9. Beer, I., Ben-David, S., Eisner, C., Rodeh, Y.: Efficient Detection of Vacuity in
ACTL Formulas. In: Grumberg, O. (ed.) CAV 1997. LNCS, vol. 1254, pp. 279–
290. Springer, Heidelberg (1997)

10. Kupferman, O., Vardi, M.Y.: Vacuity Detection in Temporal Model Checking. In:
Pierre, L., Kropf, T. (eds.) CHARME 1999. LNCS, vol. 1703, pp. 82–96. Springer,
Heidelberg (1999)



Complementary Criteria for Testing Temporal Logic Properties 73

11. Purandare, M., Somenzi, F.: Vacuum Cleaning CTL Formulae. In: Brinksma, E.,
Larsen, K.G. (eds.) CAV 2002. LNCS, vol. 2404, pp. 485–499. Springer, Heidelberg
(2002)

12. Ammann, P.E., Black, P.E., Majurski, W.: Using Model Checking to Generate
Tests from Specifications. In: Proceedings of the Second IEEE International Con-
ference on Formal Engineering Methods (ICFEM 1998), pp. 46–54. IEEE Computer
Society, Los Alamitos (1998)

13. Gargantini, A.: Using Model Checking to Generate Fault Detecting Tests. In: Gure-
vich, Y., Meyer, B. (eds.) TAP 2007. LNCS, vol. 4454, pp. 189–206. Springer,
Heidelberg (2007)

14. Acree, A.T., Budd, T.A., DeMillo, R.A., Lipton, R.J., Sayward, F.G.: Mutation
Analysis. Technical report, School of Information and Computer Science, Georgia
Inst. of Technology, Atlanta, Ga (September 1979)

15. DeMillo, R.A., Lipton, R.J., Sayward, F.G.: Hints on Test Data Selection: Help for
the Practicing Programmer. Computer 11, 34–41 (1978)

16. Ammann, P., Black, P.E.: A Specification-Based Coverage Metric to Evaluate Test
Sets. In: HASE 1999: The 4th IEEE International Symposium on High-Assurance
Systems Engineering, Washington, DC, USA, pp. 239–248. IEEE Computer Soci-
ety, Los Alamitos (1999)

17. Havelund, K., Rosu, G.: Monitoring Programs Using Rewriting. In: ASE 2001:
Proceedings of the 16th IEEE Int. Conference on Automated Software Engineering,
Washington, DC, USA, p. 135. IEEE Computer Society, Los Alamitos (2001)

18. Black, P.E., Okun, V., Yesha, Y.: Mutation Operators for Specifications. In: Pro-
ceedings of the Fifteenth IEEE International Conference on Automated Software
Engineering (ASE 2000), Washington, DC, USA. IEEE Computer Society Press,
Los Alamitos (2000)

19. Cimatti, A., Clarke, E.M., Giunchiglia, F., Roveri, M.: NUSMV: A New Symbolic
Model Verifier. In: Halbwachs, N., Peled, D.A. (eds.) CAV 1999. LNCS, vol. 1633,
pp. 495–499. Springer, Heidelberg (1999)

20. Rajan, A., Whalen, M., Staats, M., Heimdahl, M.P.E.: Requirements Coverage as
an Adequacy Measure for Conformance Testing. In: Liu, S., Maibaum, T., Araki,
K. (eds.) ICFEM 2008. LNCS, vol. 5256, pp. 86–104. Springer, Heidelberg (2008)

21. Ammann, P., Ding, W., Xu, D.: Using a Model Checker to Test Safety Properties.
In: Proceedings of the 7th International Conference on Engineering of Complex
Computer Systems (ICECCS 2001), pp. 212–221. IEEE, Los Alamitos (2001)

22. Fraser, G., Wotawa, F.: Using Model-Checkers to Generate and Analyze Property
Relevant Test-Cases. Software Quality Journal 16(2), 161–183 (2008)

23. Fraser, G., Ammann, P.: Reachability and propagation for ltl requirements testing.
In: Proceedings of the 8th International Conference on Quality Software (QSIC
2008), pp. 189–198 (2008)

24. da Silva, D.A., Machado, P.D.L.: Towards Test Purpose Generation from CTL
Properties for Reactive Systems. Electrical Notes in Theoretical Computer Science,
vol. 164, pp. 29–40 (2006)

25. Machado, P.D.L., Silva, D.A., Mota, A.C.: Towards Property Oriented Testing.
Electrical Notes in Theoretical Computer Science, vol. 184, pp. 3–19 (2007)

26. Rusu, V., Marchand, H., Tschaen, V., Jéron, T., Jeannet, B.: From safety verifi-
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Abstract. The method contract and loop invariant rules (contract rules)
are an important software verification technique for handling method in-
vocations and loops. However, if a verification condition resulting from
using a contract rule turns out to be falsifiable, then the user does not
know if she could have chosen a stronger contract to verify the program
or if the program is not verifiable due to a software bug. We approach
this problem and present a novel technique that unifies verification and
software bug detection.

1 Introduction

Software verification is an iterative and time consuming task. A software cor-
rectness proof usually does not succeed on the first proof attempt because often
a program has either a) an error, i.e. the program does not satisfy the speci-
fication (Figure 1.1), or b) the program is correct but inappropriate auxiliary
formulas, i.e. loop invariants or method contracts, are used. The user then does
not know if she should search for a bug in the program or search for a different
loop invariant or method contract.

The technique described in this paper tries to show the correctness of a pro-
gram and in case of verification failure it tries to show program incorrectness, i.e.
it tries to exclude case (b) as the source for verification failure by showing case
(a). Furthermore, we propose a unified method for verification and bug detection
that is based on verification and on failed proof attempts. The idea is that even
if a verification proof fails, it contains useful information that can help to find a
program error, if one exists, and in this way the work for verification is reused
for bug finding – subsuming testing. This is basically done by checking if an
unproved verification condition has a counterexample, i.e., if it is falsifiable. The
problem of existing techniques following this approach is that such counterex-
amples don’t necessarily imply a program error but they only guide the user to
find the problem.

The contribution of this paper is a method that checks if a falsifiable veri-
fication condition implies a program error. The bottlenecks that prevent from
concluding the existence of program errors directly from a falsifiable verification
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JAVA + JML (1.1)

/*@ public normal_behavior

requires x>=0;

ensures \result * \result <= x

&& (\result+1)*(\result+1)>x;

diverges true; @*/

public int sqrtA(int x){

int i=0;

/*@ loop_invariant (i-1)*(i-1)<=x

|| i==0; modifies i; @*/

while(i*i<=x){i++;}

return i;} //bug

JAVA + JML

JAVA + JML (1.2)

/*@ public normal_behavior

requires x>=0;

ensures \result * \result <= x

&& (\result+1)*(\result+1)>x;

diverges true; @*/

public int sqrtB(int x){

int i=0;

/*@ loop_invariant (i-1)*(i-1)<=x;

modifies i; @*///weak invariant

while(i*i<=x){i++;}

return i-1; }

JAVA + JML

Fig. 1. Motivating examples

condition are the so called contract rules (loop invariant rule, method contract
rule) of the verification calculus. These rules are important to reason about pro-
grams with loops and method invocation. However, in contrast to first-order logic
rules and most other rules that transform the program to a first-order formula,
the contract rules are not always falsifiability preserving. Falsifiability preserva-
tion is the property of the rules that enables us concluding that the verification
condition at the beginning of the proof attempt is falsifiable. The core of our
method is to check if contract rules that occur in a sequence of rule applications
are falsifiability preserving for given contracts and in this way it enables us to
conclude the existence of program error from falsifiable verification conditions.

For example, trying to verify the programs in listings (1.1) and (1.2) using the
given loop invariants fails because the loop invariant rule, as will be shown in
this paper, creates a falsifiable verification condition. The reason for the failure
is however different in both cases. The method sqrtA() has a bug and cannot
be verified with any loop invariant whereas method sqrtB() is correct but the
loop invariant is inappropriate. The method described in this paper tries to show
if a contract rule with a given loop invariant or method contract is falsifiability
preserving. In listing (1.1) this is the case and indeed our approach detects that
the method sqrtA() has a bug.

Whether a contract rule is falsifiability preserving or not depends on the
strength of the auxiliary formulas, e.g. loop invariant, method contract which
instantiate the loop invariant or method contract rule in the respective case.
The stronger an auxiliary formula is, the more detailed information it contains
about the loop or method invocation it describes. Consequently the described
method is capable to detect bugs only if contracts are sufficiently strong. The
method does not check if a stronger contract exists that would complete the
proof or make a contract rule falsifiability preserving. In this paper we further
assume the existence of a method that determines if a first-order logic formula
is falsifiable. For this an SMT solver can be used or the user can simply decide
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if a formula is falsifiable. The latter scenario could be considered in interactive
proving, for example.

Plan of the Paper . Section 2 introduces the foundation of our approach which
are a logic for reasoning about programs and a verification calculus. Section 3
describes our approach in detail. In Section 3.1 the falsifiability of contract rule
premises is analysed. In Section 3.2 the approach is described in a general way.
Sections 3.1 and 3.2 form the basis for our main contribution that is described
in Section 3.3 where also our central theorem is proved. An example of using
our approach is given in Section 4. Related work is described in Section 5 and
finally Section 6 concludes our work.

2 Dynamic Logic and the Verification Calculus

2.1 Overview of JAVA CARD DL

The work presented here is based on a Dynamic Logic [15] for JAVA CARD (JAVA

CARD DL [4]) but it can be adapted to similar logics like Hoare Logic and for
different programming languages. JAVA CARD DL is the program logic of the
KeY-System [6,1], which is a combined interactive and automatic verification
and test generation system with symbolic execution rules for a subset of JAVA.

Dynamic Logic is an extension of first-order logic where a formula ϕ can be
prepended by the modal operators 〈p〉 and [p] for every program p. The formula
[p]ϕ means that if p terminates, then ϕ holds in the state after the execution of
p. As we consider only sequential and deterministic JAVA programs the meaning
of 〈p〉ϕ is that the program terminates and that [p]ϕ is true. Thus [p]ϕ∧〈p〉true
is equivalent to 〈p〉ϕ. In the following we denote the set of DL-formulas by Fml ,
and the set of first-order logic formulas by FmlFOL. All variables in formulas
are bound with quantifiers.

An implication of the form pre → [p]post ∈ Fml with pre, post ∈ FmlFOL

corresponds to the Hoare triple {pre}p{post} in Hoare logic. If the precondition
pre is true in the state before the execution of the program and the program
terminates, then the postcondition post holds after the execution of the program;
if the precondition does not hold before the execution of the program, then no
statement is made about the post-state. The implication pre → 〈p〉post states
additionally that p terminates. Dynamic logic allows pre and post to contain
programs in contrast to Hoare logic: if pre, post ∈ Fml then pre → [p]post ∈ Fml .

Program variables are modelled in JAVA CARD DL as non-rigid function sym-
bols f ∈ Σnr ⊂ Σ of the signature Σ. Different program states are therefore
realized as different first-order interpretations of the non-rigid function symbols.
For instance let a, o, i, acc[] ∈ Σnr. In this case a program variable a is repre-
sented by a logical non-rigid constant a, an expression like o.a, that accesses
an object attribute, is modeled as the term a(o), and in case of an array access
o.a[i] the corresponding term is acc[](a(o), i). We use constant domain seman-
tics which means that in all states terms are evaluated to values of the same
universe. Logical variables are always rigid , i.e., they have the same value in all



Could We Have Chosen a Better Loop Invariant or Method Contract? 77

program states. We write � ϕ to denote that the formula ϕ is valid, i.e. it is true
under all interpretations.

JAVA CARD DL extends classical Dynamic Logic [15] with updates [4]. An
update represents a state change and has the form {l1 := t1 || . . . || ln := tm}.
Each elementary update li := ti, with 1 � i � m, assigns the value of the term
ti (also called symbolic value) to the term li. The top-level function symbol of
li must be non-rigid since the update changes its interpretation.

Updates allow an efficient way of handling the aliasing problem and making
side-effects explicit. Consider the formula i

.= 0 → 〈i++;a[i]=i〉acc[](a, i) .= 1.
Transforming the modal operator of this formula into an update yields the for-
mula i

.= 0 → {i := i + 1 || acc[](a, i + 1) := i + 1}acc[](a, i + 1) .= 1 that can be
simplified using update application to i

.= 0 → i + 1 .= 1.
A (quantified) update [20] of the form {f(x1, . . . , xm) := g(x1, . . . , xm)} as-

signs all values of g ∈ Σ to f ∈ Σ at the respective argument positions and is
effectively a substitution [g/f ]. In contrast to substitutions, updates allow refer-
ring to a pre- and a post-state. We abbreviate such an update with {f := g}.
Furthermore the notation {A := B}ϕ with A, B ⊂ Σ is equivalent to the sub-
stitution [b1/a1, . . . , bn/an]ϕ where the function symbols a1, . . . , an ∈ A are re-
placed by the function symbols b1, . . . , bn ∈ B respectively.

2.2 Modifier Sets and Anonymous Updates

A modifier set for a program is a set of function symbols that model program
variables. The purpose of using a modifier set as part of a specification is to
specify which program variables are modified by the program.

Definition 1. The minimal modifier set of a program p is denoted by Mod(p) ⊂
Σ and it consists exactly of those function symbols that can be modified by p.

A correct modifier set M ⊂ Σnr contains at least the function symbols that
are modifiable by p, i.e. M ⊇ Mod(p).

A modifier set M ⊂ Σnr can be used to create an anonymous update of the form
{M := Msk} (or shorter {Msk}) which replaces each function symbol f ∈ M
by a fresh function symbol fsk ∈ Msk. Anonymous updates enable us to replace
programs by abstractions. Consider the formula a

.= 7 → 〈m();〉(a � b ∨ b � 7).
If it is known that the method m() terminates and modifies only b, then the
modal operator can be replaced by the anonymous update {{bsk}} resulting
in the formula a

.= 7 → {b := bsk}(a � b ∨ b � 7). Update application then
yields a

.= 7 → a � bsk ∨ bsk � 7. Note that more general updates, than those
used in the paper representing simple substitutions, allow also more powerful
anonymous updates where the modifier set may contain terms. Then, assuming
that the method m2() modifies only q.x, i.e. x(q), it is possible to prove, e.g.,
a(p) .= 7 ∧ p 
= q → 〈m2()〉a(p) .= 7.
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2.3 Specifications

Definition 2. A specification is a triple (pre, post, M) where pre ∈ FmlFOL is
the precondition, post ∈ FmlFOL is the postcondition and M ∈ Σ is a modifier
set.

A specification typically describes the behavior of a method but it can specify the
behavior of any statement or sequence of statements. For instance a loop invariant
I ∈ Fml is the pre- and postcondition of a loop’s body and the loop itself. A
stronger postcondition of the loop is I ∧¬lc where lc ∈ Fml is the loop condition,
i.e. the loop iterates while lc is true. The specification of a loop is therefore the
triple (I, I ∧ ¬lc, M).

2.4 The Underlying Verification Technique

The underlying software verification technique of our approach is based on a
sequent calculus. The calculus consists of sequent rules of the form

Γ1 =⇒ Δ1 . . . Γn =⇒ Δn

Γ0 =⇒ Δ0

where Γi =⇒ Δi, with i ∈ {0, . . . , n}, are the sequents, or verification conditions
and Γi and Δi are sets of formulas. A sequent has the form

γ1, . . . , γk =⇒ δ1, . . . , δl

with γ1, . . . , γk, δ1, . . . , δl ∈ Fml and is equivalent to the implication

((γ1) ∧ . . . ∧ (γk)) → ((δ1) ∨ . . . ∨ (δl)).

When the context is clear, we use Δi and Γi to denote formulas: Γi denotes the
conjunction of the formulas it includes and Δi denotes respectively a disjunction.
Similarly we allow combining sequents with formulas with the obvious meaning.

The sequents Γi =⇒ Δi, with i ∈ {1, . . . , n}, are the rule premises and the
sequent Γ0 =⇒ Δ0 is the rule conclusion. Soundness of the calculus ensures that
if all rule premises are valid, then also the rule conclusion is valid.

In sequent calculus, proofs are constructed by applying sequent rules bottom-
up, i.e., in order to prove Γ0 =⇒ Δ0 the new proof obligations Γ1 =⇒ Δ1 . . .
Γn =⇒ Δn are created by rule application that have to be proved instead. In
this way a tree structure is created, also called a proof tree, consisting of proof
branches of the form S0, . . . , Sn where S0 is the root sequent of the tree and Sn

is the leaf sequent of a branch. We use the notation Si to refere to a node or the
sequent contained in that node depending on the context.

In a verification proof the root of a proof tree has the form

Γ =⇒ {U}〈[p]〉πpost, Δ (1)

where p is the target program, the formula Γ ∧ ¬Δ, with ¬Δ ≡ ∧
δ∈Δ ¬δ, is the

current precondition, and 〈[]〉 stands for 〈〉 or [] depending on whether total or
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partial correctness is to be proved in the respective case. The subscript π denotes
the context which is a stack of method invocations and JAVA blocks and is needed
for the handling of jump statements like return, throw, break, and continue.
In the KeY-system the context is embedded inside the modal operator. We omit
writing the context whenever possible. The current precondition of the root
consists of the precondition of the requirement specification and U is initially
empty.

For example the root in a verification attempt of the method sqrtA() from
Figure 1 with the given requirement specification is (let (X)2denote X ∗ X):

x � 0 =⇒ {}[sqrtA (x)]

E
︷ ︸︸ ︷
((\result)2 � x ∧ x < (\result + 1)2) : S0

Applying symbolic execution rules on the program part results in the sequents

x � 0 =⇒ [i=0;]π[while(c){i++;}]π[return i]πE : S1

x � 0 =⇒ {i := 0}[while(c){i++;}]π[return i]πE : S2

where the context π consists of sqrtA. At this point consider using the loop
invariant rule from Figure 2 (see also [7]) with the contract

(

I
︷ ︸︸ ︷
(i − 1)2 � x ∨ i

.= 0,

I∧¬c
︷ ︸︸ ︷
((i − 1)2 � x ∨ i

.= 0) ∧ i2 > x,

M
︷︸︸︷
{i} )

Recall that the contract of a method is (prem, postm, M), the contract of a loop
is (I, I∧¬c, M), and we assume that M is a correct modifier set in the respective
case throughout the paper. The resulting rule premises are

1:

Γ
︷ ︸︸ ︷
x � 0 =⇒

U
︷ ︸︸ ︷
{i := 0}

I
︷ ︸︸ ︷
(i − 1)2 � x ∨ i

.= 0 : PO1S2

2: x � 0 =⇒ {i := 0}{i := isk1}(I ∧ c → [i++]πI) : PO2S2

3: x � 0 =⇒ {i := 0}{i := isk1}(I ∧ ¬c → [return i]πE) : PO3S2
= S3

where the abbreviations PO1S2
, PO2S2

, and PO3S2
are defined as follows.

Definition 3. Definition of a contract rule premise occurrence (PO):

− PO1S, PO2S, and PO3S denote respectively the 1st, 2nd, and 3rd premise
of the contract rule application at the sequent S in a proof tree.

− PO12S is the union PO1S ∪ PO2S

The sequents PO1S2
and PO2S2

are proved by further rule applications. Sym-
bolic execution on S3 is continued in Section 4.

Note that in case of recursion, application of the method contract rule does
not terminate unless it is combined with induction.
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Method Contract Rule Loop Invariant Rule
1: Γ ⇒ {U}prem, Δ
2: Γ ⇒ {U}(prem → 〈[m()]〉postm), Δ
3: Γ ⇒ {U}{M}(postm → post),Δ

Γ ⇒ {U}〈[m()]〉post, Δ

1: Γ ⇒ {U}I, Δ
2: Γ ⇒ {U}{M}(I ∧ c → [b]I), Δ
3: Γ ⇒ {U}{M}((I ∧ ¬c) → post), Δ

Γ ⇒ {U}[while(c){b;}]post, Δ

Fig. 2. Contract Rules

3 Unified Verification and Bug Detection

3.1 Falsifiability of Contract Rule Premises

The method contract and loop invariant rules (contract rules) (see Figure 2) are
a software verification technique for generating verification conditions, i.e. proof
obligations, for programs with method calls and loops. However, if a verification
condition resulting from using a contract rule turns out to be falsifiable, then one
cannot always conclude if the target program has an error or not. This section
explains how to interpret falsifiable proof branches, i.e. rule premises, that these
rules generate upon rule application. Both rules are considered in parallel.

Branch 1. This branch ensures that the precondition of the contract is satisfied in
the prestate of the method or loop. Falsifiability of this branch can be interpreted
in two ways. If the verification approach requires the precondition to be satisfied,
then falsifiability of this branch implies a program bug in the calling code. Oth-
erwise, the contract is too weak to prove anything and the user has the option to
strengthen the contract by weakening the formula prem resp. I, or to strengthen
Γ ∧ ¬Δ by strengthening contracts occurring earlier in the proof tree.

Branch 2. This branch ensures that the contract of the method or loop is correct.
Falsifiability of this branch can be interpreted in two ways depending on the
verification approach. If the contract is regarded as an auxiliary and not as
a requirement specification, then falsifiability of this branch means that the
contract is wrong and the user has to choose a correct contract. If the contract
is regarded as a requirement specification, then falsifiability of this branch implies
an error in the target program and the user has to fix the target program.

Branch 3. In this branch the postcondition of the contract plays a surrogate for
the description of the state transition by the target program. If this branch is
falsifiable, then either the target program is not correct or the contract is just
too weak to complete the proof.

Conclusion. Whether the falsifiability of branch 1 or 2 is caused by an error in
the target program or in the contract depends on the role of the contract in the
particular verification approach and is clear in the respective case. Falsifiability
of branch 3 in contrast has in both cases an ambiguous meaning. The contract,
either auxiliary or required, may be too weak to complete the proof or the
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program has an error. Our main contribution, described in the next section, is
to help to distinguish between these cases by checking if the program has an
error if the sequent in third branch is falsifiable.

3.2 Falsifiability Preservation Checking

The approach described in this paper is to try to show the correctness of a
program and in case of verification failure to show program incorrectness or to
guide the user (see Algorithm 1). The main contribution of this paper is however
a technique to find program errors based on information contained in proof trees
of failed verification attempts. If a verification condition or sequent, is falsifiable,
i.e. it has a counterexample, then we check a falsification preservation property of
a branch (Def. 4), such that if the property is valid, then it is sound to conclude
that the program has an error. The user then knows that she could not have
chosen a better loop invariant or method contract to succeed the verification
attempt and instead she should fix the bug in the program or its specification.

Definition 4. Definition of falsifiability preservation conditions (FP):

− The falsifiability preservation condition FPP of a rule premise P is the for-
mula ¬P → ¬C, where C is the rule conclusion. A rule premise is falsifia-
bility preserving if FPP is valid.

− A rule R is falsifiability preserving iff for all premises P of R, � FPP .
− The falsifiability preservation condition of a sequence of sequents Si, . . . , Sj,

in a branch S0, . . . , Sn, with 0 � i < j � n, is the formula ¬Sj → ¬Si

denoted by FPSj

Si
. FPS

S is trivially true.
− A proof branch S0, . . . , Sn is falsifiability preserving iff FPSn

S0
, or short FPSn

In case a verification attempt has failed Algorithm 1 iterates via the outer loop
over the open proof tree branches and analyses them in the inner loop. The inner
loop (Lines 8-24) operates only on falsifiable branches and tries to prove falsifia-
bility preservation from a leaf to the root. If premise 1 or 2 of a contract rule ap-
plication is falsifiable (Lines 12-15), then the user is guided by the corresponding
description in Section 3.1. The main part is the analysis of premise 3 of a contract
rule application in Line 17. Checking falsifiability preservation of this premise can
be done, e.g., using the formula FPSn

Si
(see Def. 4). If the check is successful and Sn

is a falsifiable sequent of a proof branch S0, . . . , Sn, then it is easy to see that also
S0 is falsifiable. Consequently, if S0 has the form (1) then the target program has
a bug. Otherwise if checking FPSn fails, then the algorithm may return further
information for the user to proceed.

3.3 Special Falsifiability Preservation Checking

This section describes our main contribution. We check with a special falsifi-
ability preservation condition whether contracts that are used in contract rule
applications on a given branch are strong enough to reveal a software bug. A con-
ventional proof of the formula FPSn , i.e. ¬Sn → ¬S0, that ensures falsification
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Algorithm 1. tryToVerifyOrToFindABug(root)
Require: All rules but the contract rules are known to be falsifiability preserving.
1. Create proof tree PT for root
2. if all branches in PT are closed then
3. return ‘ ‘verified”
4. end if
5. for all B ∈ open branches of PT do
6. if B is falsifiable /*determined by user, SMT solver, or other method*/ then
7. let (S0, . . . , Sn) = B
8. for i = n − 1 to 0 do
9. if Si is the root then

10. return “program has a bug on trace ”+B
11. else if a contract rule was applied at Si then
12. if Si+1 is PO1Si

/*i.e., 1st premiss of contract rule app*/ then
13. msg = msg ∪ “Si+1 is falsifiable” + Description Branch 1 (Sec 3.1)
14. else if Si+1 is PO2Si

/*i.e., 2nd premiss of contract rule app*/ then
15. msg = msg ∪ “Si+1 is falsifiable” + Description Branch 2 (Sec 3.1)
16. else if Si+1 is PO3Si

/*i.e., 3rd premiss of contract rule app*/ then
17. fpn

i = check falsifiability preservation from Sn to Si according to Def-
inition 4 or Definition 5.

18. if fpn
i is not true then

19. msg = msg ∪ “contract at node (i) is too weak to show program
correctness or incorrectness”

20. i=0 //terminate the inner loop
21. end if
22. end if
23. end if
24. end for
25. end if
26. end for
27. return msg

preservation of branch Sn, would require a transformation of the program in S0

into a first-order logic formula requiring, e.g., symbolic execution. Instead, for a
unified verification and bug detection approach we regard the branch S0, . . . , Sn

that is created by the verification attempt as a test run with symbolic values and
we reuse information contained in this branch to prove its falsifiability preserva-
tion. This is achieved by replacing in Line 17 of Algorithm 1 the formula FPSn

Si

with the more sophisticated formula SFPSn

S that is defined next.

Definition 5. Let (S0, . . . , Sn) = B be a branch and Si with 0 � i < n be a
sequent that has either the form (case 1):

Γi =⇒ {U}〈p〉ϕ, Δi

or the form (case 2):
Γi =⇒ {U}[p]ϕ, Δi
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and on Si a contract rule is applied with the contract (pre, post, M). Let M ⊇
mod(p). Si+1 is the 3rd branch of the contract rule, i.e. Si+1 = PO3Si

.
The special falsifiability preservation condition SFPSn

Si
is the conjunction of

(({M1 := M2}Sn) ∧ {U}{M2}post) → Sn (2)

(¬Sn ∧ Γi ∧ ¬Δi) → {U}Ψ (3)

¬Sn → (Γi ∧ ¬Δi) (4)

where Ψ = 〈p〉true in case 1 and Ψ = true in case 2. The third formula is
optional if it is known to be valid for all instances of Sn, Γi and Δi that may
occur in a proof tree (as it is the case for here regarded calculus).

Theorem 1. Assuming that R is the contract rule applied at Si with 0 � i < n;
the 1st and 2nd premises of R are proved; and FPSn

Si+1
holds, then

� SFPSn

Si
implies � FPSn

Si

Theorem 1 is the key for using the formula SFP to prove the falsifiability preser-
vation of a branch that contains occurrences of the third premiss of contract
rules. The implication of the theorem is that the formula SFPSn

Si
, or even just

Formula 2 as described below, can replace the formula FPSn

Si
, i.e. ¬Sn → ¬S0,

in Line 17 of Algorithm 1. In contrast to FPSn

Si
, the formula SFPSn

Si
contains no

program parts, or it contains only program parts that have not yet been symbol-
ically executed on the branch with the leaf Sn. This is achieved because SFPSn

Si

has no occurrence of ϕ that may contain the rest of the program following p.
Since SFPSn

Si
is mainly built from formulas in Sn, all the symbolic execution that

took place up to Sn (by a verification attempt) is reused . These properties of
SFPSn

Si
support the idea of unified verification and bug detection.

The main subformula of SFPSn

Si
is (2). This formula extends the leaf Sn of

branch B with the conjunction (({M1 := M2}Sn)∧{U}{M2}post) that is mainly
built from an updated version of Sn and the postcondition from the contract rule
applied at Si. Formula (3) ensures that in case of a partial correctness verifica-
tion attempt non-terminating programs are recognized as correct programs. In
practice, however, even if a partial correctness proof is created non-terminating
programs are regarded as incorrect. Formula (3) is therefore optional. By ig-
noring the formula non-terminating programs in partial correctness proofs are
regarded as incorrect which is not sound but usually a welcome behavior. For-
mula (4) is optional as well because, e.g., in the KeY calculus with the contract
rules in Figure (2) the Formula (4) is always valid. The formula is however given
here to increase the generality of the approach.

We regard the requirement that the 1st and 2nd branch of the respective
contract rule application, i.e. PO12S , must be closed, as a minor problem because
trying to close these branches is part of the verification process in Algorithm 1
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so that no additional work is done for bug detection. Furthermore if the branches
PO12S are not proved, then the algorithm provides guidelines for the user on how
to proceed. The second requirement, i.e. � FPSn

Si+1
, is ensured by an induction

principle of the inner loop: as the loop iterates the program variable i is decreased
and the validity of FPSn

Si+1
, FPSn

Si
, . . . is ensured.

Proof Sketch of Theorem 1. In this proof the formula SFPSn

Si
is constructed

from a formula that is equivalent to FPSn

Si
while making use of the assumptions

in Theorem 1. The construction of SFPSn

Si
ensures that SFPSn

Si
implies FPSn

Si
.

By assumption of the theorem, FPSn

Si
is valid and has the form

¬Sn → ¬(

Si
︷ ︸︸ ︷
Γi → (({U}〈[p]〉ϕ) ∨ Δi)) (5)

Equivalence transformations yield the conjunction of the two formulas

¬Sn → (Γi ∧ ¬Δi) (6)

(¬Sn ∧ (Γi ∧ ¬Δi)) → {U}[〈p〉]¬ϕ (7)

where (6) is equal to (4). Formula (7) is equivalent to the conjunction of the
following two formulas

(¬Sn ∧ Γi ∧ ¬Δi) → {U}[p]¬ϕ (8)

(¬Sn ∧ Γi ∧ ¬Δi) → {U}Ψ (9)

where (9) is equal to (3) and Ψ = 〈p〉true or Ψ = true depending on the modal
operator of the target program. Let (pre, post, M) be the contract of R that was
by assumption applied on Si. The same contract rule with the same contract is
now applied on (8). This yields three branches of which the first two are already
proved. The third branch is

(¬Sn ∧ Γi ∧ ¬Δi) → {U}{M2}(post → ¬ϕ) (10)

and can be transformed via equivalence transformations to

(

Φ
︷ ︸︸ ︷
(Γi ∧ ¬Δi) ∧ {U}{M2}(post ∧ ϕ)) → Sn (11)

This formula is implied by the formula

(

Φ′
︷ ︸︸ ︷
{M1 := M2}Sn ∧ {U}{M2}post) → Sn (12)

that is equal to (2). It remains to show that Φ → Φ′. By the assumption � FPSn

Si+1

the following sequent is valid (we use sequents for a compact notation)

Si+1 =⇒ Sn (13)
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This sequent is extended to the valid sequent

({M1 := M2}Si+1) ∧ φ =⇒ ({M1 := M2}Sn) ∧ φ (14)

where φ = (Γi∧¬Δi)∧{M1 := M2}((Γi∧¬Δi) → {U}{M1}post). According to
Figure 2, Γi = Γi+1 and Δi = Δi+1. The rule R ensures that the skolem functions
in M1 cannot occur neither in {U} nor in (Γi+1∧¬Δi+1) and the same applies to
the skolem functions in M2. A set of equivalence transformations of (14) yields

(Γi ∧ ¬Δi) ∧ {U}{M2}(post ∧ ϕ) =⇒ {M1 := M2}Sn ∧ {U}{M2}post

showing that Φ → Φ′. A detailed proof exists in a longer version of this paper.

�

4 Example

The example illustrates the workflow of Algorithm 1 and in particular the con-
struction of the formula SFPSn

Si
from a falsifiable sequent Sn and a sequent Si on

which a contract rule was applied. From the users perspective the ordinary un-
derlying verification process is extended with automatic or manual falsifiability
checking of unproved proof obligations and automatic falsifiability preservation
analysis of open proof branches. Thus the required amount of user interaction is
relative to the required amount of user interaction of the underlying verification
approach.

4.1 Verification Attempt

The example from Section 2.4 where Algorithm 1 is applied on the method
sqrtA() (Fig. 1) is continued with symbolic execution of sequent S3 (or PO3S2

).

Γ2=Γ3
︷ ︸︸ ︷
x � 0 =⇒ {

U
︷ ︸︸ ︷
i := 0}{

M1

︷ ︸︸ ︷
i := isk1}(I ∧ ¬c →

ϕ
︷ ︸︸ ︷
[return i]πE) : S3

x � 0 =⇒ {i := isk1}(I ∧ ¬c → [return i]πE) : S4

x � 0 =⇒ {i := isk1}(I ∧ ¬c) → {i := isk1}[return i]πE : S5

x � 0, {i := isk1}(I ∧ ¬c) =⇒ {i := isk1}[return i]πE : S6

Rule applications on {i := isk1}[return i]πE yield

x � 0, {i := isk1}(I ∧ ¬c) =⇒
Δ6

︷ ︸︸ ︷
(isk1)2 � x ∧ (isk1 + 1)2 > x : S6

Update simplification on {i := isk1}(I ∧ ¬c) yields (with Δ7 = Δ6)

x � 0, ((isk1 − 1)2 � x ∨ isk1
.= 0) ∧ (isk1 )2 > x) =⇒ Δ7 : S7

Running this example with the KeY-system yields one open branch that extends
the sequence (S0, . . . , S7) to (S0, . . . , S7, . . . , Sn) with n > 7. The sequent Sn

in the KeY-system is shown (copied directly from the prover with adapted
notation):
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x � 1 + isk1 ∗ (−2),
(isk1 )2 � 0,
isk1 � 1,
(isk1 )2 � 1 + x,
(isk1 ) � isk1 ∗ 2 + x − 1,
x � 0
=⇒

Note that the succedent of Sn is empty. The verification attempt has failed at
this point and the user does not know the reason for the failure. The description
of the example continues in the following section.

4.2 Checking Falsifiability Preservation

The sequent Sn cannot be proved by the system. The next step is to decide if
Sn is actually falsifiable which can be done by the user, an SMT solver or, e.g.,
by using the built-in satisfiability solver for test generation of KeY.

KeY finds a counterexample for the sequent Sn which implies that the sequent
is falsifiable. Instead of creating a JUnit test that has to create the correct initial
state and then execute the program that has already been symbolically executed,
our approach is to check falsifiability preservation of the branch Sn. In contrast
to traditional testing our method does not require a concrete counterexample
for Sn.

Algorithm 1 proceeds in Line 5 and selects the branch (S0, . . . , Sn). As the
inner loop of the algorithm iterates it decreases the program variable i from
n until it reaches the value 2 because at S2 the first occurrence of a contract
rule application is found. In Line 16 the if-condition is satisfied. In Line 17 the
falsifiability preservation is checked by proving of SFPSn

S2
. According to Definition

5, SFPSn

S2
is the conjunction of the formulas (2), (3), and (4). Note that also the

side condition that PO1S2
and PO2S2

are proved must be checked. This was
however done as part of the verification attempt (see Section 2.4).

The Formula (4) is always valid when using the KeY-calculus (see Section 3.3).
In our concrete case, e.g., Δ2 denotes an empty disjunction that is equivalent to
false and Γ2 is x � 0. The formula ¬Sn → (Γ2 ∧ ¬Δ2) simplifies to Γn → x � 0
which is valid because (x � 0) ∈ Γn.

The role of Formula (3) is to prevent the provability of SFPSn

S2
in case the tar-

get program does not terminate because non-termination implies program cor-
rectness when using the modal operator [], (case 2 in the definition). In practice
the reason for using the modal operator [] is, however, to simplify a verification
attempt. Even when using the modal operator [] the user may implicitly regard
non-terminating programs as incorrect. For terminating programs this formula
causes a computationally expensive proof obligation. For these reasons formula
(3) can be ignored in practice.

The important formula to be proved is (2) that has the form

({
M1:=M2

︷ ︸︸ ︷
isk1 := isk2}Sn ∧ {

U
︷ ︸︸ ︷
i := 0}{

M2

︷ ︸︸ ︷
i := isk2}

I∧¬c
︷ ︸︸ ︷
((i − 1)2 � x ∨ i

.= 0) ∧ i2 > x) → Sn
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in our example. The sequent Sn has the form Γn =⇒, which is equivalent to ¬Γn.
The formula can therefore be rewritten by equivalence transformations as

({isk1 := isk2}¬Γn ∧ {i := 0}{i := isk2}((i − 1)2 � x ∨ i
.= 0) ∧ i2 > x) → ¬Γn

(Γn ∧ ((isk2 − 1)2 � x ∨ isk2
.= 0) ∧ (isk2 )2 > x) → Γ ′

n (15)

where Γ ′
n is obtained by applying the update {isk1 := isk2} on Γn. SFPSn

S2
simpli-

fies therefore to a first-order logic formula that is built based on the leaf node Sn

and the post condition of the contract. KeY proves formula 15 fully automatically
in 187 prove steps.

The algorithm continues with two more loop iterations until i = 0 and exits
at line 10 with the return message “program has a bug on trace (S0, . . . , Sn)”.
By looking at the used symbolic execution rules the trace can be read as the
program execution trace that leads to the bug. The user now knows that choosing
a different contract would not have lead to a successful verification attempt
because the program or the requirement specification has to be fixed.

5 Related Work

This work is an extension of the works [11,5,13,10,21] that were developed within
the KeY-project [6]. In [11] verification-based testing is introduced as a method
for deriving test cases from verification proofs. In [5] we present a white-box
testing approach which combines verification-based specification inference and
black-box testing enabling us to combine different coverage criteria. Both ap-
proaches consider the derivation of test cases based on loop invariants.

More directly this work is an extension of [13] that describes a test case
generation technique for full feasible (program) branch coverage. In [13] branch
coverage is ensured if contracts satisfy a strength condition. In this work we have
extended this idea resulting in the special falsifiability preservation condition
(SFP). Checking falsifiability preservation for contract rules is also possible with
the strength condition of a contract. However, the SFP can be viewed as a
customized strength condition for a contract that is valid in far more cases than
the more general strength condition given in [13]. Furthermore, in contrast to
the strength condition defined [13], SFP reuses symbolic execution that has
already been performed. The latter property is the reason why we argue that
our approach unifies verification and bug detection.

While our approach starts with a verification attempt, the approach in [21]
tries to show program incorrectness by starting at the root of the proof tree with
a formula that express program incorrectness. Thus in contrast to our approach
the approach in [21] can only show program incorrectness.

Another related work that unifies verification and bug finding very closely
is Synergy [14] that is an extensions of the Lee-Yannakakis algorithm [17] and
is an improvement to SLAM [2] and BLAST [16]. While these approaches are
based on abstraction and refinement, our approach is optimized for underlying
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verification techniques that are based on symbolic execution or weakest precon-
dition computation. Furthermore, the approaches [14,16] and, e.g., [18] are more
concerned with the automatic generation of annotations while in our work the-
orem proving and the challenges with user-provided loop invariants and method
contracts are in focus. The latter applies also to [8] where in contrast to our
work explicit program execution is used and also other reasons for proof failure
than program error are considered. The main concern in [8] is however finding
the right program input to detect a bug while in our approach we reason about
the existence of such an input.

Approaches that start with a verification attempt and in case of failure gener-
ate counterexamples for the unproved verification conditions are e.g. Spec#[3],
VCC [22], Caduceus [12], Krakatoa [19], Bogor/Kiasan[9]. These approaches have
the problem that a counterexample for a verification condition has an ambigu-
ous meaning, i.e. the used contracts can be too weak or the target program has
an error. Our contribution in contrast deals with this problem and therefore it
extends the existing approaches.

6 Summary and Conclusion

The presented work extends existing approaches that try to verify a program
and in case of verification failure generate counterexamples for verification con-
ditions. In contrast to existing approach our approach allows us to conclude the
existence of a program bug from falsifiable verifications even if contract rules
were used during the verification attempt. Furthermore, checking the existence
of a program bug after the verification attempt does not require explicit pro-
gram testing, symbolic execution, or weakest precondition computation. Instead
we reuse information obtained from the verification attempt to reason about the
existence of a program bug. In this way our technique unifies verification and
bug detection. We have successfully tested several small example programs and
specifications using KeY with some manual interaction. An extended evaluation
of this approach is planned as future work.
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Abstract. Properties in UML models are frequently formulated as OCL
invariants or OCL pre- and postconditions. The UML-based Specification
Environment (USE) supports validation and to a certain degree verifica-
tion of such properties. USE allows the developer to prove the consistency
and independence of invariants by building automatically generated test
cases. USE also assists the developer in checking consequences and mak-
ing deductions from invariants by automatically constructing a set of
test cases in form of model scenarios. Suspected deductions are either
falsified by a counter test case or are shown to be valid in a fixed finite
search space.

1 Introduction

In recent years, many proposals for improving software quality have put forward
model-centric development in contrast to code-centric development. Modeling
languages and standards like UML [15] including the OCL [19] and QVT [16]
are cornerstones of model-driven approaches. Our work concentrates on OCL and
UML class diagram features. Our tool USE (UML-based Specification Environ-
ment) supports the validation of UML models by building prototypical test cases
in form of scenarios comprising UML object or sequence diagrams [10,11]. One
goal of USE is to derive properties of a UML design from these test scenarios.

In particular, USE is able to support the consistency and the independence
of OCL constraints. USE also supports deductions from OCL constraints. Con-
sistency of OCL invariants can be shown in USE by constructing a positive test
case in form of an object or sequence diagram such that all invariants do hold.
Independence of invariants means that no single invariant can be concluded from
other stated invariants. This a property which helps to keep UML models small
and focussed. Independence can be shown in a systematic way within USE by
the construction of counter test cases. Checking consequences and drawing con-
clusions from OCL invariants is often needed when only basic properties are
formulated as invariants and other more advanced properties are consequences
from the more basic ones. Checking consequences is supported in USE also by
building counter test scenarios or by showing that a property is valid in a fixed
search space consisting of a possibly large number of UML object diagrams.
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Our work has connections to other relevant approaches. Basic concepts for
formal testing can be found in the pioneering paper [8]. It introduces essential
concepts, e.g., the formal definition of test data selection. The tool presented
in [17] allows the developer to perform static and dynamic model checking with
focus on UML statecharts. UMLAnT [18] allows designers and testers to validate
UML models in a way similar to xUnit tests. UMLAnT delegates the validation
of invariants, pre- and postconditions to USE [11]. Automatic test generation
based on subsets of UML and OCL are examined in [5] and [2], whereas runtime
checking of JML assertions transformed from OCL constraints is treated in [1].
Approaches for static UML and OCL model verification without generating a
system state can be found in [14], [4] and [6]. In [14], UML models and cor-
responding OCL expressions are translated into B specifications and, for OCL
expressions, into B formal expressions. The transformation result is analyzed by
an external tool which provides information about specification errors, e.g., a
contradiction between invariants. The work in [4] focuses on static verification
of dynamic model parts (sequence diagrams) with respect to the static specifica-
tion. The KeY approach [6] targets Java Card applications which can be verified
against UML and OCL models. Our approach for checking model properties
and in particular for finding models has many similarities with the Alloy [13]
approach. The approach in [12] is closely related to ours because it also deals
with state spaces for testing purposes.

The structure of the rest of the paper is as follows. Section 2 introduces the
running example we are going to use throughout. Section 3, 4 and 5 discuss
in detail consistency, independence, and checking consequences within USE, re-
spectively. The paper is finished with concluding remarks and future work.

2 Running Example

Our considerations regarding completeness, consistency and checking conse-
quences in UML and OCL models are illustrated and motivated by an example
model [3,9] which describes trains, wagons and their formation. The model allows
that trains can consist of ordered wagons, i.e., a wagon may have predecessor
and successor wagons.

Figure 1 displays the user interface of USE which is divided into a project
browser (left frame), a main window and a log window (lower frame). The project
browser displays all model elements, i.e., UML classes and associations as well
as OCL constraints which can be invariants or pre- and postconditions. Details
of items selected in the project browser are shown below the project browser.

The main window may contain several views for inspecting the model and
particularly its system states. The class diagram view depicts the structural
part of the model. It gives an overview on the defined classes, their associations
and the constraining multiplicities.

The object diagram view visualizes the system state resulting from the
commands shown right beside it. In this case it presents a valid state of the train
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model, because no constraint is violated. Each invariant expression evaluates to
true and all links between the objects comply with the UML multiplicities which
is stated in the log window.

USE allows the developer to query the system state interactively by enter-
ing an OCL expression into the OCL evaluation window. The result is directly
reported. The example query asks for all wagons which do not have preceding
wagons and collects their object identifiers together with the train identifiers
which the wagon is part of.

As shown in the class diagram the class Train is related to the class Wagon
via the association Ownership. A reflexive association Order permits connections
between wagons. There are no restrictions concerning the multiplicities, although
some of the invariants explained below express properties which could be stated
in the class diagram as multiplicities. We have preferred to denote them explicitly
as invariants, because this gives us the possibility to compare these multiplicities
with other stated properties. The valid system state comprises two trains each
connected with two ordered wagons.

Seven OCL invariants enrich the class diagram. All constraints are evaluated
in context of a specific class. Accordingly an invariant is fulfilled if its body
expression evaluates to true for each instance of the respective class, e.g., the
invariant wagon1 n has to be fulfilled for the objects Train1 and Train2.

The first four invariants add restrictions to the most general allowed mul-
tiplicities stated in the class diagram. Trains own one or more wagons (in-
variant Train::wagon1 n). Wagons belong to exactly one train (invariant
Wagon::train1 1) and have at most one successor resp. one predecessor (in-
variants Wagon::succ0 1 resp. Wagon::pred0 1).

context Train inv wagon1_n: self.wagon->size>=1

context Wagon inv train1_1: self.train->size=1

context Wagon inv succ0_1: self.succ->size<=1

context Wagon inv pred0_1: self.pred->size<=1

Three additional invariants characterize and restrict the train formation. Each
train must have exactly one wagon (variable well) whose direct and indirect
successors (operation succPlus) form a superset of the direct and indirect suc-
cessors of all wagons in the train (invariant Train::oneWell). No wagon is
allowed to appear in the set of its direct or indirect predecessors (invariant
Train::noCycles). Finally, a commutativity property for wagons has to hold
for each pair of wagons, i.e., if a wagon succeeds another, both have to be owned
by the same train (invariant Wagon::trainComm).

context Train inv oneWell:

self.wagon->one(well| self.wagon->forAll(w|

well.succPlus()->includesAll(w.succPlus())))

context Train inv noCycles:

self.wagon->forAll(w|w.predPlus()->excludes(w))

context w1:Wagon inv trainComm:

Wagon.allInstances->forAll(w2|

w1.succ->includes(w2) implies w1.train=w2.train)
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All invariants make use of side effect free operations described within the
classes Train and Wagon. The operation succPlus computes the direct and in-
direct wagon successors, i.e., the transitive closure of the successors of a wagon.
It invokes the recursive auxiliary operation succPlusOnSet which collects the
successors step-by-step. The operation predPlus is defined analogously. Later
on we will introduce further, dynamically loaded invariants using the opera-
tion allWagons in the class Train which returns all wagons reachable from the
owned wagons.

Wagon::succPlus():Set(Wagon)=

self.succPlusOnSet(self.succ)

Wagon::succPlusOnSet(s:Set(Wagon)):Set(Wagon)=

let oneStep:Set(Wagon)=s.succ->asSet in

if oneStep=s

then s else succPlusOnSet(s->union(oneStep)) endif

Train::allWagons():Set(Wagon)=

self.wagon->union(self.wagon.predPlus()->asSet())->

union(self.wagon.succPlus()->asSet())

In practice such models, especially more complex ones, are developed incre-
mentally, i.e., the system properties are added one after the other, possibly by
different developers. Ideally, the developer has to clarify after each addition or
modification whether the model is still consistent and whether each invariant
adds new information. Emerging correlations are often overlooked. This might
result in models without clear borders between the model elements. In the fol-
lowing sections we discuss these elementary questions and the possibilities to
answer them automatically by taking advantage of the USE tool.

3 Consistency

A consistent model is a desirable premise for further considerations. Consis-
tency characterizes a model with no conflicts between any constraints, i.e., no
constraint or set of constraints rules out other constraints. Within this paper we
concentrate on relationships between OCL invariants.

We will continue with a more formal description. Each model M defines a set
I = (i1, . . . in) of invariants. An invariant is evaluated in the context of a specific
system state σ, i.e., the evaluation σ(i) of invariant i yields true or false. We
denote the set of all possible system states by σ(M). A consistent model satisfies
the following property.

¬∃i ∈ I (∃J ⊆ I(∀σ ∈ σ(M)(
∧

j∈J

σ(j) ⇒ ¬σ(i) )))

There must be no invariant i and no set of invariants J such that the invariant i
is false whenever the invariants in J are true. The formula is equivalent to
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∀i ∈ I(∀J ⊆ I(∃σ ∈ σ(M)(
∧

j∈J σ(j) ∧ σ(i)))) which can be simplified to the
basis of the subsequent proof of consistency.

∃σ ∈ σ(M)(σ(i1) ∧ . . . ∧ σ(in))

Consequently we have to find a system state which fulfills all invariants in
order to prove consistency. Due to the fact that each invariant expression is im-
plicitly universally quantified, the empty system state always fulfills all invari-
ants. Thus the formula is never false. A common way for avoiding this problem
is to narrow the set of possible states by demanding the existence of at least one
object for each class in each system state [7].

With the aid of the USE system and in particular the USE snapshot gener-
ator, it is possible to search a given state space for a non-empty state which
fulfills all invariants. The generator executes user-defined ASSL (A Snapshot Se-
quence Language) procedures which make it possible to build up system states
in a (pseudo) non-deterministic way. This feature can be applied for specifying
a well-delimited set of system states (the set of states which can possibly be
reached after invoking the procedure). These general considerations are made
now more concrete by means of examples.

USE constructs a collection of system states (search space) as follows: After
creating one system state the USE generator checks whether the state is valid in
context of the UML and OCL constraints; if not, it backtracks and tries another
way until a valid state was found or all possible search paths were considered.
In our example, the following procedure is used for proving the consistency of
the train model.

1 procedure genTrainsWagonsOwnershipOrder

2 (countTrains:Integer,countWagons:Integer,

3 countOwnership:Integer,countOrder:Integer)

4 var theTrains:Sequence(Train), aTrain:Train,

5 theWagons:Sequence(Wagon),

6 aWagon:Wagon, aWagon2:Wagon;

7 begin

8 theTrains:=CreateN(Train,[countTrains]);

9 theWagons:=CreateN(Wagon,[countWagons]);

10 for i:Integer in [Sequence{1..countOwnership}]

11 begin

12 aTrain:=Try([theTrains]);

13 aWagon:=Try([theWagons->reject(w|w.train->includes(aTrain))]);

14 Insert(Ownership,[aTrain],[aWagon]);

15 end;

16 for i:Integer in [Sequence{1..countOrder}]

17 begin

18 aWagon:=Try([theWagons]);

19 aWagon2:=Try([theWagons->reject(w|w.pred->includes(aWagon))]);

20 Insert(Order,[aWagon],[aWagon2]);

21 end;

22 end;
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The procedure genTrainsWagonsOwnershipOrder has parameters for the
number of trains, wagons, ownership links and order links to be created.
After defining local variables (lines 4–6) the executable code begins. The gener-
ator is directed to create the specified number of trains and wagons (lines 8–9).
With the following for loop, the specified number of ownership links is created.
The generator selects a train and a wagon and inserts an ownership link between
them in each iteration step.

The keyword Try indicates a backtrack point. The generator backtracks to it
if the selected values prohibit the construction of a valid state. If the procedure
results in an invalid state the generator backtracks to the last Try statement
and chooses another value. If all alternative values for a Try were checked and
no valid state was found, the generator backtracks to the next (outer) Try, e.g.,
when no wagon allows the creation of a valid system state (line 13) the generator
jumps back to the upper Try and chooses another train (line 12).

For avoiding multiple link insertions between the same (train,wagon) pairs,
wagons which are already connected to the train are rejected before the selection.
Order links are inserted analogously. Here the links are established between
wagon pairs.

The USE generator provides the possibility to load invariants which are
not part of the model before starting the generation process. Through this it
is possible to direct the result by adding respective constraints. The invari-
ant trainSizeBalanced forbids system states with unbalanced trains: Two
trains must own the same number of wagons or the numbers of wagons in two
trains differ by one.

context t1:Train inv trainSizeBalanced: Train.allInstances->forAll(t2|

t1<>t2 implies (t1.wagon->size-t2.wagon->size).abs<=1)

We use this constraint during the generation process to achieve a more attrac-
tive object diagram. If the generator does not find any valid state, we must start
a run without the additional constraint to ensure that our considerations were
not influenced by this additional constraint. A USE protocol explaining the invo-
cation of the procedure genTrainsWagonsOwnershipOrder is shown below. The
lines starting with use> indicate user input, the rest are responses from USE.

use> open train_wagon.use

use> gen load trainSizeBalanced.invs

Added invariants: Train::trainSizeBalanced

use> gen start train_wagon.assl genTrainsWagonsOwnershipOrder(2,4,4,2)

use> gen result

Random number generator was initialized with 6315.

Checked 5786 snapshots.

Result: Valid state found.

Commands to produce the valid state:

!create Train1,Train2 : Train

!create Wagon1,Wagon2,Wagon3,Wagon4 : Wagon
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!insert (Train1,Wagon1) into Ownership

!insert (Train1,Wagon2) into Ownership

!insert (Train2,Wagon3) into Ownership

!insert (Train2,Wagon4) into Ownership

!insert (Wagon1,Wagon2) into Order

!insert (Wagon3,Wagon4) into Order

use> gen result accept

Generated result (system state) accepted.

After loading the train model, the USE generator is instructed to load the
external invariant. Thereafter the procedure is invoked. The state space is con-
trolled by the arguments. In the above case, the generator should only consider
states with two trains, four wagons, four ownership links and two order links.
When the generation process has finished the result can be checked. In this case,
the generator has found a state fulfilling all model invariants in conjunction with
the external one after checking 5786 states. The command sequence creating the
state is shown afterwards. Once the result is accepted the state can be displayed
in the object diagram view as pictured in Fig. 1. By this, the consistency of the
train model has been proven.

This approach can be carried over to any UML model concentrating on a
class diagram and OCL invariants. Depending on the state of knowledge about
the constraints and their relations, an adequate procedure may be more general
or more specific. The procedure above incorporates some knowledge about the
model and its purpose. In the next section we use a more general procedure
which results in a larger state space.

4 Independence

During development, the possibility of creating dependencies in the set of the
constraints cannot be excluded. Dependent constraints, i.e., constraints whose
fulfillment or violation depends on other constraints, can occur through the work
of different developers or even through a single developer when the model evolves
over a long time period.

Developers should aim for independent constraints in their models, because
this allows them to concentrate on the essential properties. Regarding OCL con-
straints, independence implies that each invariant is essential, i.e., the constraint
cannot be removed from the model without loss of information. Formally, an in-
variant ik ∈ I is independent if and only if there is no set J ⊆ I of invariants
which implies ik. Naturally, the invariant ik which has to be proved to be inde-
pendent should not be part of J .

¬∃J ⊆ I (ik �∈ J ∧ ∀σ ∈ σ(M)(
∧

j∈J

σ(j) ⇒ σ(ik) ))

This is equivalent to ∀J ⊆ I (ik ∈ J ∨∃σ ∈ σ(M)(
∧

j∈J σ(j)∧¬σ(ik))) which
can again be simplified to the following statement.

∃σ ∈ σ(M) (σ(i1) ∧ . . . ∧ σ(ik−1) ∧ σ(ik+1) ∧ . . . ∧ σ(in) ∧ ¬σ(ik))
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Fig. 2. USE Scenarios Proving Independence in the Example (Part A)

This means, we have to find a system state which conforms to all invariants
except ik and which also conforms to ¬ik. If we are not sure whether an invariant
is independent, it is not easy to find such a state. The USE generator can help
again by searching a given state space.

Figures 2 and 3 show the proof results for six invariants of the train model.
The generator has been configured to find system states violating one invariant
at a time. The states are visualized on the left side and the invariant evaluation
on the right side.

As mentioned before, the underlying ASSL procedure genMaxCountTrains-
MaxCountWagons represents a generalized form of genTrainsWagonsOwnership-
Order. The formal parameters determine the maximum number of trains and
wagons. The number of links cannot be affected manually.
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1 procedure genMaxCountTrainsMaxCountWagons

2 (maxCountTrains:Integer,maxCountWagons:Integer)

3 var theWagons:Sequence(Wagon), theTrains:Sequence(Train),

4 actualCountTrains:Integer, actualCountWagons:Integer;

5 begin

6 actualCountTrains:=Try([Sequence{1..maxCountTrains}]);

7 actualCountWagons:=Try([Sequence{1..maxCountWagons}]);

8 theTrains:=CreateN(Train,[actualCountTrains]);

9 theWagons:=CreateN(Wagon,[actualCountWagons]);

10 Try(Ownership,[theTrains],[theWagons]);

11 Try(Order,[theWagons],[theWagons]);

12 end;

First, the generator has to choose the actual number of trains and wagons, i.e.,
a number between one and the specified maximum number (lines 6–7). The gen-
erator takes different values if the chosen numbers turn out to be inappropriate
for finding a valid state. The corresponding sets of trains and wagons are cre-
ated in lines 8 and 9. Afterwards the keyword Try is used for the link insertion
process. With line 10 all possible Ownership link configurations are tried. The
generator starts with the empty link set, then it tries all link sets with one link,
then all links sets with two links and so on. Line 11 describes the same approach
for Order links. These Try statements are crucial, because in the worst case the
generator has to try all possible combinations.

Before we turn to further considerations concerning the ASSL procedure,
we use it for proving in an exemplary way the independence of the invariant
Train::noCycles and thus demonstrate the general approach.

use> open train_wagon.use

use> gen flags Train::noCycles +n

use> gen start train_wagon.assl genMaxCountTrainsMaxCountWagons(2,4)

use> gen result

Random number generator was initialized with 9864.

Checked 4 snapshots.

Result: Valid state found.

Commands to produce the valid state:

!create Train1 : Train

!create Wagon1 : Wagon

!insert (Train1,Wagon1) into Ownership

!insert (Wagon1,Wagon1) into Order

use> gen result accept

Generated result (system state) accepted.

The first generator command sets a flag which negates the invariant
Train::noCycles. After that, the generator is invoked with a small state
space (at most two trains and four wagons). The result shows that this space
was adequate for the proof as shown in the upper object diagram in Fig. 2.
The invariant Train::noCycles is independent, because it is the only invariant
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Fig. 3. USE Scenarios Proving Independence in the Example (Part B)

which forbids the created system state (a train with one wagon which is its own
predecessor). The invariant adds essential information to the model.

The independence proofs for five other invariants are treated analogously to
Train::noCycles. The ASSL procedure is always invoked with the same argu-
ments. Figures 2 and 3 show all proof results in form of specific system states.

For the invariant Train::wagon1 n it is not possible to find an appropriate
system state with the aforementioned configuration. The generator has checked
17862988 states representing the defined state space.

use> open train_wagon.use

use> gen flags Train::wagon1_n +n
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use> gen start train_wagon.assl genMaxCountTrainsMaxCountWagons(2,4)

use> gen result

Random number generator was initialized with 5785.

Checked 17862988 snapshots.

Result: No valid state found.

The size of the state space results from the procedure’s arguments. See the
formula below for an exact calculation. The generator tries all numbers for trains
and wagons from 1 to maxCountTrains resp. maxCountWagons. The variables t
and w represent the actual number of trains and wagons. There are 2w possibil-
ities to connect a train with w wagons. t trains result in a total of 2wt combina-
tions. Analogously each wagon can be a predecessor of another one. Altogether
this fact results in 2ww

possible combinations.

t=maxCountTrains∑

t=1

(
w=maxCountWagons∑

w=1

2wt · 2ww

)

The fact that no valid state was found does not prove a dependence in general,
but for the given state space. So we get a strong indication for the dependence
between Train::wagon1 n and a subset of the other invariants.

A closer examination of the invariants reveals a direct implication of
Train::wagon1 n by Train::oneWell. The latter requires exactly one wagon
of the current train to fulfill a specific boolean OCL expression. This implies
the existence of at least one wagon linked to the train. It is possible to check
this dependence by running again the procedure with the following generator
configuration.

use> open train_wagon.use

use> gen flags Train::wagon1_n +n

use> gen flags Train::noCycles +d

use> gen flags Wagon::pred0_1 +d

use> gen flags Wagon::succ0_1 +d

use> gen flags Wagon::train1_1 +d

use> gen flags Wagon::trainComm +d

use> gen flags Train::oneWell -d

use> gen start train_wagon.assl genMaxCountTrainsMaxCountWagons(2,4)

use> gen result

Random number generator was initialized with 4575.

Checked 17862988 snapshots.

Result: No valid state found.

The invariant Train::wagon1 n was negated and the rest of the invariants
were deactivated except for Train::oneWell. After the generation process the
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generator shows the same result as in the former run in which all invariants were
embraced. This result strongly supports the assumption that the considered
invariant is not independent, i.e., that Train::wagon1 n is a consequence of
Train::oneWell.

5 Checking Consequences

The USE generator feature for loading external OCL invariants can be utilized
yet in a different way. Besides using it to load constraints for guiding the search,
it can be used for checking consequences from the model.

In general, only essential constraints, which have no dependencies, should be
formulated within a model. But the constraints do not necessarily represent all
important properties of the model directly. Instead, other important properties
may follow from the defined constraints. For example, the important property
written down below as the invariant Train::distinctTrainsDistinctWagons
is assumed to be always fulfilled when a valid state is produced. The constraint
forbids wagons from being shared between two trains.

context t1:Train inv distinctTrainsDistinctWagons:

Train.allInstances->forAll(t2| t1<>t2 implies

t1.allWagons()->intersection(t2.allWagons())->isEmpty())

The following USE protocol shows how the relationship between the explicit
model constraints and the property under consideration can be explored with
the USE generator. The corresponding additional invariant is negated directly
after it has been loaded. After starting the search, the generator reports that it
does not find a valid state.

use> open train_wagon.use

use> gen load distinctTrainsDistinctWagons.invs

Added invariants: Train::distinctTrainsDistinctWagons

use> gen flags Train::distinctTrainsDistinctWagons +n

use> gen start train_wagon.assl genMaxCountTrainsMaxCountWagons(2,4)

use> gen result

Random number generator was initialized with 9261.

Checked 17862988 snapshots.

Result: No valid state found.

Therefore, within the scope of a state space with at most two trains and four
wagons, the added invariant has been proven to be not independent, i.e., to
be implied by the model. In this example, this conclusion may be generalized,
because additional trains and wagons do not entail significant changes to the
state space except for its size.

Standard OCL does not distinguish between a basic invariant and an invariant
which is an implication from other invariants. However, in order to label such
implications one could introduce a special stereotype to express this.
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6 Conclusion

This paper explains how consistency, independence and checking consequences
in UML and OCL models can be handled with the USE tool on the basis of test
scenarios. The OCL plays a central role in our approach: OCL is used for for-
mulating constraints, for reducing the test search space (in ASSL procedures),
for formulating search space properties (by employing dynamically loaded in-
variants) and for focusing deductions (by switching off unneeded invariants).
Our approach is based on an interaction between building scenarios (through
test cases) and studying system properties (through formulating properties and
giving proofs).

A number of open questions remain for future work. We have to improve
our approach by reducing the search space. Currently we are investigating how
to guide the ASSL search by allowing constraints to be stated so that the
ASSL search can be finished earlier in negative cases. Furthermore it is nec-
essary to show more information about the search space as well as valid and
invalid invariants during the search. The user interface of the ASSL search
could be improved by allowing for a direct interaction. General ASSL procedures
like genMaxCountTrainsMaxCountWagons with a universal scheme for state con-
structing could be generated in an automatic way. Last but not least, we want to
employ efficient SAT solver technology for checking properties like consistency
or independence.
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Abstract. This paper extends dynamic symbolic execution to distribu-
ted and concurrent systems. Dynamic symbolic execution can be used
in software testing to systematically identify equivalence classes of in-
put values and has been shown to scale well to large systems. Although
mainly applied to sequential programs, this scalability makes it interest-
ing to consider the technique in the distributed and concurrent setting as
well. In order to extend the technique to concurrent systems, it is neces-
sary to obtain sufficient control over the scheduling of concurrent activi-
ties to avoid race conditions. Creol, a modeling language for distributed
concurrent objects, solves this problem by abstracting from a particular
scheduling policy but explicitly defining scheduling points. This provides
sufficient control to apply the technique of dynamic symbolic execution
for model based testing of interleaved processes. The technique has been
formalized in rewriting logic, executes in Maude, and applied to non-
trivial examples, including an industrial case study.

1 Introduction

Distributed and concurrent systems, e.g. web services, are becoming increas-
ingly important for long-running infrastructure and applications. They typically
consist of loosely coupled components which communicate asynchronously, po-
tentially running on different hardware systems. For critical distributed systems,
the use of formal methods, both for design and verification, remains a challenge.
In the general case, the complexity of such systems makes full verification seem
impossible, even for medium sized examples. In this paper we consider model-
based testing of distributed concurrent systems, where we use an object oriented,
distributed model as specification.
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We present a tool which identifies adequate test cases from such a formal
model. In order to test the different communication patterns, we focus on archi-
tectural models which reflect the distributed nature of the systems under test.
Hence, the models themselves are complex in the sense that they have to capture
distribution, concurrency, and asynchronous communication. The challenge is to
find a test generation technique that scales to the combinatorial explosion in the
number of possible runs in such models. A promising technique that seems to
scale well to large systems is dynamic symbolic execution [2,8,18,19]. The idea
is to calculate a symbolic execution in parallel with the concrete test run of a
given formal model. The result is a set of conditions over symbolic input values
representing the path of the last run. The conjunction of these conditions form
the equivalence class of inputs that could take the same path.

The problem is that dynamic symbolic execution cannot deal with common
concurrency models as present in today’s programming languages. The reason is
that dynamic symbolic execution does not work in the context of arbitrary non-
deterministic interleavings of executions. Hence, its main application so far has
been limited to single-threaded (sequential) programs and to client-server appli-
cations with simple serialized communication flows. In this work we overcome
this limitation by choosing a modeling language that provides the appropriate
level of concurrency control: Creol [10].

Creol is an executable object oriented modeling language whose execution
model was designed to assist in the development of distributed systems. An ob-
ject in Creol describes an execution unit that executes a dynamic number of
processes, a single process at a time. Features like asynchronous method calls
and conditional release points allow to model complex interactions between dis-
tributed components or objects.

We have implemented dynamic symbolic execution in Maude [4], which is the
execution platform of Creol, allowing us to perform the symbolic run dynamically
while the concrete run is executed. The tool computes the equivalence classes of
test inputs covering the paths already taken, allowing the tester to systematically
find new test stimuli for non-covered parts. The generated test cases are used to
check the conformance of implementations of the distributed systems with their
Creol models as presented in previous work in [1]. The presented technique forms
part of a new design process for distributed systems that has been developed in
the EU FP6 CREDO project. The feasibility of the approach has been shown by
application to the ASK system, an industrial distributed agent-based information
system.

To summarize, the contributions of this work are as follows:

– This is the first time dynamic symbolic execution is applied to distributed
systems involving asynchronous method calls and non-deterministic schedul-
ing of interleaved processes.

– The technique has been formalized in terms of rewriting logic and imple-
mented in the Maude rewriting system.

– It has been applied to an industrial case study.
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In the remainder of this section we give an overview of related work, followed
by a short introduction to dynamic symbolic execution in the next section and
an introduction to Creol in Section 3. Dynamic symbolic execution is extended
to distributed systems in Section 4 and applied to testing in Section 5, before
showing examples in Section 6. Finally, in Section 7 we draw our conclusions.

1.1 Related Work

Symbolic execution is a widely used program analysis technique that represents
the values of variables as symbolic expressions instead of concrete data. An
execution of a program is performed by manipulating those expressions instead
of computing concrete values. Application of symbolic execution to testing was
already proposed in 1976 by King [12], who shows symbolic execution for a
simple sequential language and presents an interactive tool EFFIGY to traverse
the execution tree.

Much more recently, symbolic execution has been used for various applica-
tions in the area of testing. Khurshid et al. [11] perform source to source trans-
formation on Java programs to allow explicit state model checkers like the Java
PathFinder [21] to exploit the succinct representation of the state space by sym-
bolic representation. They generate test cases by checking the reachability of a
testing criterion. Analysis of the counter example gives the input for test cases
similar to [22,7,9]. In [23], Xie et al. introduce SYMSTRA, a tool that uses sym-
bolic execution to explore different sequences of method calls in order to generate
unit tests for object oriented systems. These applications use symbolic execution
mainly to compress the representation of the state space while performing an
exhaustive search. However, there are limits to the feasibility of executing com-
plex concurrent systems purely symbolically, due to the sheer number of possible
execution paths induced by non-determinism.

There are basically two possibilities to make the process feasible for large
systems: (1) reducing the amount of information which needs to be tracked and
(2) reducing the number of paths to search. An example for the first kind are
static analysis tools like ARCHER from Engler et al. [24], which very successfully
concentrate on certain properties of interest for the analysis (memory and array
access). To derive input values that drive a run to certain areas in the program,
however, we want to consider all information available. We therefore reduce the
number of paths that are searched at the same time to make symbolic execution
feasible. The latter technique is called dynamic symbolic execution (DSE).

To our knowledge, the first to use symbolic execution on single runs were
Boyer et al. in 1975 [2] who developed the interactive tool SELECT that com-
putes input values for a run selected by the user. One of the first automated
DSE tools for testing was DART (Directed Automated Random Testing) from
Godefroid et al. [8]. DART automatically extracts a program’s interface and
generates a test driver to perform random testing. While DART only evaluates
integer variables, the CUTE and jCUTE tools from Sen at al. [18] extend this
approach to include pointers and generate dynamic data structures. Several ex-
tensions to these approaches exist, among the most notable the PEX tool from
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Tillmann et al. [19] for computing test cases using parameterized unit tests for
single-threaded .NET programs.

We extend this approaches to a model-based testing method that targets
distributed and concurrent systems and deals with interacting processes and
asynchronous communication between components. Model-based testing uses
models of the system under test (SUT) to derive test cases. Evaluations, e.g.,
from Pretschner et al. [17], have shown their usefulness in software development.
Tools for reactive systems, like TorX from Tretmans et al. [20], observe the in-
puts of the SUT and perform on-the-fly testing by generating new inputs for the
SUT according to the model and a test purpose. In contrast to this applications,
distributed systems are only loosely coupled, close synchronization between SUT
and tester is not useful as we discussed in more detail in previous work [1]. In our
setting, the specification is given as Creol model. Creole is a modeling language
whose semantics is defined in rewrite logic, which is executable in Maude. The
definition of the language in rewrite logic therefore directly gives an interpreter,
an approach that also was used by Chen et al. [3] for their framework for “rapid
prototyping” of new languages. In this work, we extend the semantic rules to
perform DSE on Creol models in order to find test cases with optimal coverage
of this specification. We compute test suites to check the conformance between
an implementation and the specification. Our previous work [1] also shows how
to use a Creol model as an oracle for a test run on the implementation.

Recent work from Kirner [13] gives criteria to ensure that a coverage metric
on the model also holds on the actual implementation. In this work we assume
that these criteria hold. There are a number of techniques that help in testing
of concurrent systems by either controlling the scheduling to make the test re-
sults more deterministic [14,16] or by repeating test cases multiple times with a
different (randomized) scheduling to gain a good coverage of the code [6]. These
methods are complementary to the approach shown here as they handle the
actual test execution rather then the computation of test cases and should be
combined with the test case generation shown in this paper for optimal results.

2 Dynamic Symbolic Execution for Testing

This section gives a brief introduction to dynamic symbolic execution (DSE) and
its application to conventional test case generation, before we proceed with exten-
sions for distributed and concurrent systems. Conventional symbolic execution
uses symbols to represent arbitrary values during execution. When encountering
a conditional branch statement, the run is forked. This results in a tree covering
all paths in the program. Decisions on branch statements are recorded, resulting
in a set of conditions over the symbolic values that have to evaluate to true for a
path to be taken. We call the conjunction of these conditions the path condition;
it represents an equivalence class of concrete input values that could have taken
the same path. In contrast, dynamic symbolic execution calculates the symbolic
execution in parallel with a concrete run that is actually taken, avoiding the
usual problem of eliminating infeasible paths and maintaining the call stack of
the whole run tree.
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We use DSE to compute test cases on the model that are then used on the
actual implementation. The inputs of the model are treated as symbolic values
and a path condition describing the equivalence class of inputs that can perform
the same run is computed. Concrete input values from outside this equivalence
class are selected to force new execution paths, and thereby new test cases.
Consider the following piece of code from an agent system calculating the number
of threads needed to handle job requests (taken from Figure 5).

1 amountToCreate:= tasks −idlethreads+ . . . ;
2 if (amountToCreate > (maxthreads −threads)) then
3 amountToCreate:= maxthreads −threads;
4 end;
5 if (amountToCreate > 0) then . . . end;

Testers usually analyze the control flow in order to achieve a certain coverage.
For example, a run evaluating both conditions above to true is sufficient to
ensure statement coverage; branch coverage needs at least two cases and path
coverage all four combinations. Dynamic symbolic computation gives a condition
for each conditional statement in terms of symbolic input values. For better
readability, we mark the symbolic values of an input parameter by appending
S to the parameter’s variable name. Let threads, idlethreads, and tasks
denote the input parameters for testing, and maxthreads being a constant
with a concrete value. Assume that we have a first concrete run in which both
conditions evaluate to true. This single run already fulfills statement coverage.
DSE gives us following path condition that has to be fulfilled to obtain the run
(for constant maxthreads = 10)

(tasksS-idlethreadsS)>(10-threadsS)
∧(maxthreadsS-threadsS)>0

In this example, DSE replaces the variable amountToCreate by its symbolic
value maxthreadsS-threadsS. To create a new test case that follows a dif-
ferent path, one or more of the sub-conditions are negated and inputs that
fulfill the new condition are selected. If the path condition is not satisfiable,
the corresponding path is infeasible. In this case, we continue negating differ-
ent sub-conditions until no more valid inputs are found. For example, inputs
satisfying

(tasksS-idlethreadsS)≤(10-threadsS)
∧(maxthreads-threadsS)>0

will avoid the first then-branch, resulting in a different execution path.
The strategy how to select sub-conditions to negate determines the kind of

coverage metric obtained. Note that the fraction of the program that can be
covered depends on the program, the used coverage metric, and the symbolic
values used. For example, the presence of unreachable code obviously makes full
statement coverage impossible. The concrete test values from symbolic input
vectors can be found by, e.g., using a constraint solver.
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3 The Modeling Language Creol

Creol is a high-level executable modeling language targeting distributed sys-
tems in which concurrent objects communicate asynchronously [10]. The lan-
guage decouples communication from synchronization. Furthermore, it allows
local scheduling to be left underspecified but controlled through explicitly de-
clared process release points. The language has a formal semantics defined in
rewriting logic [15] and executes on the Maude platform [4]. In the remainder of
this section, we present Creol and point out its essential features for DSE.

A concurrent object in Creol executes a number of processes that have ac-
cess to its local state. Each process corresponds to the activation of one of
the object’s methods; a special method run is automatically activated at ob-
ject creation time, if present, and captures the object’s active behavior. Ob-
jects execute concurrently: each object has a processor dedicated to executing
the processes of that object, so processes in different objects execute in paral-
lel. In contrast to, e.g., Java, each Creol object strictly encapsulates its state;
i.e., external manipulation of the object state happens via calls to the object’s
methods only.

Only one process can be active in an object at a time; the other processes in the
object are suspended. We distinguish between blocking a process and releasing
a process. Blocking causes the execution of the process to stop, but does not
let a suspended process resume. Releasing a process suspends the execution of
that process and lets another (suspended) process resume. Thus, if a process
is blocked there is no execution in the object, whereas if a process is released
another process in the object may execute. The execution of several processes
within an object can be combined using release points within method bodies. At
a release point, the active process may be released and some suspended process
resumes. This way, (non-terminating) active and reactive behavior are easily
combined within a concurrent object in Creol.

Communication in Creol is based on method calls. These are a priori asyn-
chronous; method replies are assigned to labels (also called future variables,
see [5]). There is no synchronization associated with calling a method. Reading
a reply from a label, however, is a blocking operation and allows the calling ob-
ject to synchronize with the callee. A method call that is directly followed by a
read operation models a synchronous call. Thus, the calling process may decide
at runtime whether to call a method synchronously or asynchronously. The local
scheduling of processes inside an object is given by conditions associated with
release points. These conditions may depend on the value of the local state, al-
lowing cooperative scheduling between the processes within an object, but may
also depend on the object’s communication with other objects in the environ-
ment. Guards on release points include synchronization operations on labels, so
the local scheduling can depend on both the object’s state and the arrival of
replies to asynchronous method calls.

To sum up: only one process is executing on each object’s local state at a time,
and interleaving of processes is flexibly controlled via (guarded) release points.
Together with the fact that objects communicate exclusively via messages (strict
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T::= C | Bool | Void L ::= class C(v) begin var f : T ; M end
| Int | String | ... M::= op m(in x : T out x : T ) == var x : T ; s end

v::= f | x e ::= v | new C(v) | null | this | v + v | ...

b ::= true | false | v s ::= l!e.m(e) | !e.m(e) | l?(v) | e.m(e; v) | await g

g ::= b | v? | g ∧ g | v := e | skip | release | await e.m(e; v)

| while g do s end | if g then s end

Fig. 1. Language syntax of a subset of Creol

encapsulation), this gives us the concurrency control necessary for extending
DSE to the distributed paradigm.

Syntax. The language syntax of the subset of Creol used in this paper is pre-
sented in a Java-like style in Figure 1. In this overview, we omit some features
of Creol, including interfaces, inheritance, non-deterministic choice and many
built-in data types and their operations. For a full overview of Creol, see for
example [10]. In the language subset used in the examples of this paper, classes
L are of type C with a set of methods M . Expressions e over variables v (either
fields f or local variables x) are standard. Statements s are standard apart from
the asynchronous method call l!e.m(e) where the label l points to a reference to
the reply, the (blocking) read operation l?(v), and release points await g and
release. Guards g are conjunctions of Boolean expressions b and synchroniza-
tion operations l? on labels l. When the guard in an await statement evaluates
to false , the statement is disabled and becomes a release, otherwise it is en-
abled and becomes a skip. A release statement suspends the active process
and another suspended process may be rescheduled. The guarded call await
e.m(e; v) is a typical pattern which suspends the active process until the reply
to the call has arrived and abbreviates l!e.m(e);await l?; l?(v).

3.1 Representation of a Run

A run of a Creol system captures the parallel execution of processes in different
concurrent objects. Such a run may be perceived as a sequence of execution steps
where each step contains a set of local transitions on a subset of the system’s
objects. However, only one process may be active at a time in each object and
different objects operate on disjoint data. Therefore, the transitions in each exe-
cution step may be performed in a truly concurrent manner or in any sequential
order, so long as all transitions in one step are completed before the next execu-
tion step commences. For the purposes of dynamic symbolic execution the run
is represented as a sequence of statements which manipulate the state variables,
together with the conditions which determine the control flow, as follows.

The representation of an assignment v := e is straightforward: Because fields
and local variables in different processes can have the same name and statements
from different objects are interleaved, the variable names are expanded to a
unique identifier by adding the object id for fields and the call label for local
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variables. This expansion is done transparently for all variables and we will omit
the variable scope in the following.

An asynchronous method call in the run is reflected in four execution steps
(the label value l uniquely identifies the steps that belong to the same method
call): o1

l
⇀ o2.m(e) represents the call of method m in object o2 from object

o1 with arguments e; o1
l

⇁ o2.m(v) represents when the called objects starts
execution, where v are the local names of the parameters for m; o1

l
↼ o2.m(e)

represents the emission of the return values from the method execution; and
o1

l
↽ o2.m(v) represents the corresponding reception of the values. These four

events fully describe method calling in Creol. In this execution model the events
reflecting a specific method call always appear in the same order, but they can
be interleaved with other statements.

Object creation, new C(v), is similar to a method call. The actual object
creation is reduced to generating a new identifier for the object and a call to the
object’s init and run methods, which create the sequences as described above.

Conditional statements in Creol do not change the values of the variables and
therefore can be treated as skip in DSE. For the sake of computing the input
values, however, the condition of the taken branch is recorded as 〈g〉 (E.g., if the
concrete execution selects the then branch of an statement if g, the condition
〈g〉 is recorded. If the else branch is selected, then the negated condition 〈¬g〉
is recorded). Remark that statements await g requires careful treatment: if
it evaluates to false, no code is executed. To reflect the information that the
interpreter failed to execute a process because the condition g of the await
statement evaluated to false, the negated condition 〈¬g〉 is recorded and the
interpreter proceeds by selecting another process.

4 Dynamic Symbolic Execution of Distributed Objects

This section presents the rules to actually compute the symbolic values for a
given run. The formulas given in this section very closely resemble the rewrite
rules of Creol’s simulation environment [10], defined in rewriting logic [15] and
implemented in Maude [4]. A rewrite rule t =⇒ t′ may be interpreted as a local
transition rule allowing an instance of the pattern t in the configuration of the
rewrite system to evolve into the corresponding instance of the pattern t′ (where
t and t′ denote states of the model). When auxiliary functions that do not change
the state are needed in the semantics, these are defined in equational logic, and
are evaluated in between the state transitions [15]. The rules are presented here
in a slightly simplified manner to improve readability.

Denote by s the representation of program statements. Let σ = 〈v1 � e1, v2 �

e2, . . . vn �en〉 = 〈v�e〉 be a map which records key–value entries v�e, where a
variable v is bound to a symbolic value e. The value assigned to key v is accessed
by vσ. For an expression e and a map σ, define a parallel substitution operator
eσ which replaces all occurrences of every variable v in e with the expression vσ
(if v is in the domain of σ). For simplicity, let eσ denote the application of the
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v := e; s
[
Θ, σ, C]

=⇒ s
[
Θ, σ � 〈v � (eσ)〉,C]

(assign)

o1
l

⇀ o2.m(e); s
[
Θ, σ, C]

=⇒ s
[
Θ � 〈l � eσ〉, σ, C]

(call)

o1
l

⇁ o2.m(v); s
[
Θ, σ, C]

=⇒ s
[
Θ, σ � 〈v � lΘ〉, C]

(bind)
〈g〉; s[Θ, σ, C]

=⇒ s
[
Θ, σ, C 〈̂gσ〉] (cond)

Fig. 2. Rewrite rules for symbolic execution of Creol statements

parallel substitution to every expression in the list e. Furthermore, let the oper-
ator σ1 �σ2 combine two maps σ1 and σ2 such that, when entries with the same
key exist in both maps, the entry in σ2 is taken. These operators are defined
as equations in rewriting logic and are evaluated in between the rewrite steps.
In the symbolic state σ, all expanded variable names are bound to symbolic ex-
pressions. However, operations for method calls do not change the value of the
symbolic state, but generate or receive messages that are used to communicate
actual parameter values between the calling and receiving objects. Similar to the
expressions bound to variables in the symbolic state σ, the symbolic representa-
tions of these actual parameters are bound in a map Θ to the actual and unique
label value l provided for each method call by Creol’s operational semantics. Fi-
nally, the conditions of control statements along an execution path are collected
in a list C; the concatenation of a condition c to C is denoted by C ĉ.

The configurations of the rewrite system for dynamic symbolic execution are
given by s

[
Θ, σ, C]

, where s is a run represented as a sequence of statements
that still have to be executed, Θ and σ are the maps for messages and symbolic
variable assignments as described above, and C is the list of conditions. Recall
that the run s (as described in Section 3.1) is in fact generated on the fly by the
concrete rewrite system for Creol executed in parallel with the dynamic symbolic
execution. Thus, the rules of the rewrite system have the form

s
[
Θ, σ, C]

=⇒ s′
[
Θ′, σ′, C′]

The primed versions are updated results from the execution rule. The rules are
given in Figure 2 and explained below.

Rule assign defines the variable updates that are performed for an assign-
ment. All variables in the right hand side are replaced by their current values in
σ, which is then updated by the new expressions. Note that we do not handle
variable declarations, but work in the runtime-environment. We expect that a
type check already happened during compile time and insert variables into σ the
first time they appear. A method call as defined by Rule call emits a message
that records the expressions that are passed to the method. Because of the asyn-
chronous behavior of Creol, the call might be received at a later point in the
run (or not at all if the execution terminates before the method was selected for
execution) by Rule bind, which handles the binding of a call to a new process
and assigns the symbolic representation of the actual parameter values to the
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local variables in the new process. The emission and reception of return values
are handled similarly to call statements and call reception.

Object creation is represented as a call to the constructor method init of the
newly created object. In this case there is no explicit label for the call statement,
so the object identifier is used to identify the messages to call the init and run
methods, which are associated to the new statement. For conditionals, the local
variables in the condition are replaced by their symbolic values (Rule cond).
This process is analogous for the different kinds of conditional statements (if,
while, await). The statement itself acts as a skip statement; it changes no
variables and does not produce or consume messages. The resulting expression
gσ directly characterizes the equivalence class of input values that reach and
fulfill the condition. The conjunction of all conditions found during symbolic
evaluation give the set of input values that can perform that run. The tool
records the condition that evaluated to true during runtime. Therefore, if the
else branch of an if statement is entered or a disabled await statement with
g approached, the recorded condition will be ¬g.

5 Testing Distributed Systems

Approaches to test case generation for structural coverage intend to find test a
set that performs runs in the system for a specific coverage criterion. Two runs
that cover the same parts of a system are considered equivalent. A good test set
should maximize the coverage, while minimizing the number of equivalent runs
in order to avoid superfluous efforts in executing the tests.

The execution of a distributed system is not fully controllable through its
interface. One and the same test case can lead to arbitrarily different runs on
the system under test (SUT). In practice, tools like ConTest [6] are used to
execute single test cases multiple times on the SUT with different schedulings.
For the model, on the other hand, it is straightforward to introduce additional
variables to resolve the nondeterminism for the sake of examining all possible
paths to build the optimal set of test cases. These techniques are complementary
to the computation shown in this paper and should be applied additionally.

It is the responsibility of a testing engineer to write test objects (analogous
to unit tests) that set up the system and perform interactions that will drive an
interesting execution of the system. Presupposing this test scenario, we enhance
the coverage by introducing symbolic values tS in the test object and compute
new values such that new, non-equivalent runs are performed.

Constructing the Test Set. Dynamic symbolic execution on a run gives the
set of conditions that are combined to the path condition C =

∧
1≤i≤n ci (for n

conditions), characterizing exactly the equivalence class of tS that can repeat
the same execution path. Only one test case that fulfills C is selected. A new
test case is then chosen to specifically avoid that a particular branch is taken by
violating the respective ci. To maximize decision coverage (DC), for instance,
test cases have to be created such that for each of the conditions ci, there is also
a test case that violates this condition. The process of generating new test cases
ends after all combinations required for the coverage criteria are explored.
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In the case of concurrent distributed systems, however, we frequently deal with
scenarios in which the naive approach does not terminate. Most importantly,
distributed systems usually contain active objects that do not terminate and thus
creates an infinite run. In this case, execution on the model has to be stopped
after exceeding some threshold (ideally after detecting a loop). The computation
of the condition can be performed as before and will prohibit the same partial
run in future computations. Creol also supports infinite datatypes. Therefore, for
a code sample like while (i > 0) do i := i - 1 end, there is a finite
run for each i, but there are infinitely many of them. To make sure that the
approach terminates, an artificial limiting condition has to be introduced, e.g.,
by creating an equivalence class for all i greater than a constant k.

Running a Test Case. A test case as generated in this paper is used to test
implementations of distributed systems by checking if the implementation under
test complies to the model as described in previous work [1]. The test execution
approach of that paper handles the difficulties of testing a distributed system by
defining a set of actions and events that are used to control the implementation
as well as the model, and to monitor the behavior of the implementation. So
far the execution has not been monitored online, rather a log is generated that
has been verified by using the model. A run of the implementation is considered
successful if the model is able to reproduce the run.

The model is a direct specification of the implementation, and both systems
share their internal control structure. Test cases optimized for structural cov-
erage in the model will therefore also improve the structural coverage in the
implementation.

6 Examples

This section shows the feasibility of the approach by means of two examples:
The peer to peer example presents the exploration of existing test cases with
respect to coverage, during which an important special case was discovered. The
second example demonstrates how to derive new test cases on example of the
ASK system, an industrial case study.

The dynamic symbolic interpreter allows to identify variables that are treated
as normal variables for the concrete run, and as a symbolic value for the dynamic
symbolic execution. These variables are identified by a special naming scheme,
here denoted by the subscript S . This enables the flexible monitoring of symbolic
values of variables at any arbitrary level in the code.

6.1 Peer to Peer

A peer to peer system connects several coequal components (peers) with the aim
to share data between them. Each peer works both as client and as server holding
local files. A client can search the network to find the location of a file, connect to
the respective server and download the document. Communication between the
components is established via channels. We use a sophisticated model describing
such a system, which stems from the CREDO project to demonstrate various
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1 class Test(cl :Client,b :Peer)
2 begin
3 var reply :Data
4 op run ==
5 await
6 cl.search("f1";reply)
7

8

9 end

Fig. 3. Predefined test case

1 class TestDSE(cl :Client,b :Peer)
2 begin
3 var reply :Data
4 op run ==
5 var reqkeyS :Data;
6 reqkeyS := "f1" ;
7 await
8 cl.search(reqkeyS;reply)
9 end

Fig. 4. Test case for DSE

techniques for modeling distributed systems. It consists of 23 classes (not shown
in this paper due to lack of space) and already comes with a small set of test
cases that model a net consisting of three nodes with some files each. One of
this test cases is given in Figure 3. Class Test models a user that communicates
with one of the Peers through the user interface and searches for a file document
named "f1"; the result is stored in the variable reply.

In order to examine the paths generated by this test case, we adapt the class
by replacing the constant "f1" with the symbolic variable reqkeyS (Figure 4).
Recall that DSE performs a concrete and a symbolic run in parallel. The DSE
interpreter of Creol therefore treats reqkeyS as normal variable for the concrete
run, but as symbolic value in the symbolic execution. The assign of the original
value in Line 6 is only executed to generate the concrete run, the symbolic execu-
tion passes the symbolic value reqkeyS to the method cl.search. Running
the DSE interpreter on this program gives us two decisions in if statements
within the peers that depend on reqkeyS :

{"ifthenelse" : not( in(reqkeyS, ["f2"])) }
{"ifthenelse" : in( reqkeyS, ["f1"]) }

The conditions represent checks if reqkeyS is in the list of files that are
stored at a server. The first server (Condition 1) has the file list ["f2"], which
does not contain "f1". The concrete run therefore proceeds to the branch of
the conditional where not( in(reqkeyS , ["f2"])) is true (the else branch). The
check at the second server is successful (Condition 2). Manual examination of
all predefined test cases quickly shows that this pattern repeats for each test
case. For proper coverage, we are interested in concrete values of reqkeyS not
satisfying the already taken decisions. In our example this means that we need a
value executing a path that does not end in finding a file. Hence, a new concrete
value (e.g. "f0") that is not contained in any of the three servers is assigned to
reqkeyS , what leads to the following path condition:

{"ifthenelse" : not(in(reqkeyS,["f2"])) }
{"ifthenelse" : not(in(reqkeyS,["f1"])) }
{"ifthenelse" : not(in(reqkeyS,["f1", "f2", "f3"])) }
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This new test case represents the important case that ensures that all servers
are contacted and the client performs properly even if no file was found.

6.2 The ASK System

ASK is an industrial software system for connecting and organizing people, de-
veloped by the research company Almende and marketed by ASK Community
Systems. The ASK system provides mechanisms for matching users requiring
information or services with potential suppliers and is used by various organi-
zations for applications like workforce planning and emergency response. The
number of people connected varies from several hundred to several thousands.

A Creol reference model for ASK systems has been developed by Almende [1].
The ASK system consists of a number of components to receive and process
requests. Each of these components is itself multi-threaded. The threads in-
side a component act as workers in a thread pool, the executing tasks are put
into a component-wide shared task queue. A balancer is used to create and
destroy worker threads depending on a given maximal number of threads, the
currently existing number of threads and on the number of remaining tasks.
Figure 5 shows one central part of this balancing task: the tail-recursive method
createThreads. This method and its opponent in the model, killThreads,
are responsible for creating and killing threads when appropriate. The balancer
is initialized with the symbolic value maxthreadsS, the maximum number of
threads that are allowed in the thread pool. Inside the balancer, the local vari-
able maxthreads is then set to maxthreadsS + 1 to account for the balancer
thread itself, which also runs inside the thread pool. The balancer has access to
the number of threads that are active (threads), the number of threads that
are processing some task (busythreads), and the number of tasks that are
waiting to be assigned to a worker thread (tasks).

The await statement in Line 4 suspends the process if it is not necessary to
create further worker threads, i.e. if the maximal number of threads is already
reached or half of the threads are without a task (they are neither processing a
task, nor is there a task open for processing). The if statement in Line 7 makes
sure there are not more tasks created than allowed by maxthreads. Finally,
the thread pool is ordered to create the required numbers of threads in Line 11.

We instantiate the model with a fixed number of tasks (10 in our example)
and with a variable maximum of threads maxthreadsS, with the goal of find-
ing different values for maxthreadsS to optimize the coverage of the code in
Figure 5. In the following, we show only the relevant parts of the calculated
path conditions, leaving out conditions pertaining to other parts of the model
(killThreads, the thread creation code inside threadpool, etc.).

For a first run we choose maxthreadsS==0. Dynamic symbolic execution
with this starting value results in the path condition:

{"disabled await" : not( 1< (maxthreadsS +1) & true) }

After a little simplification it becomes clear that the path was taken because 0
>= maxthreadsS . Any other start value will lead to a different run. We select
a start value maxthreadsS==15 and get
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1 op createThreads ==
2 var amountToCreate : Int;
3 var idlethreads : Int:= threads −busythreads;
4 await ((threads< maxthreads)
5 ∧ ((idlethreads−tasks)< (threads/ 2)));
6 amountToCreate:= tasks −idlethreads+(threads/ 2);
7 if (amountToCreate > (maxthreads −threads)) then
8 amountToCreate:= maxthreads −threads;
9 end;

10 if (amountToCreate > 0) then
11 await threadpool.createThreads(amountToCreate);
12 end;
13 createThreads();

Fig. 5. Model of thread pool balancing code in the ASK system. The fields threads,
idlethreads and tasks are updated by outside method calls, so the conditions in
the await statements can become true.

{"enabled await" : (1< (maxthreadsS +1) & true) }
{"ifthenelse" : not(10 > maxthreadsS ) }

The number 10 reflects the number of tasks we created. The path condition re-
flects that all inputs with maxthreadsS >= 10 lead to the same path because
in each case only the number of threads is created, which is 10 due to the 10
tasks with which the model was initialized. There is no condition for the if
in Line 10 because the amount to create does not exceed maxthreadsS and
therefore is not dependent on it. A third run, created with maxthreadsS==5,
results in

{"disabled await" : (1< (maxthreadsS +1) & true) }
{"ifthenelse" : 10 > maxthreadsS }
{"ifthenelse" : maxthreadsS > 0 }

In this test case the amount of tasks to create exceeded the maximal allowed
number of tasks and therefore was recomputed in Line 8. The new value depends
on maxthreadsS , which causes the if statement in Line 10 to contribute to the
path condition. The new path condition does not further divide the input space,
so the maximal possible coverage according to the chosen coverage criterion is
reached.

7 Conclusions

The main contribution of this work is the novel extension of dynamic symbolic
execution to non-trivial distributed and concurrent object models. This has been
achieved by exploiting the properties of the Creol modeling language; in particu-
lar local scheduling control of the processes and strict encapsulation of the object
state. This paper demonstrates how dynamic symbolic execution, combined with
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the executable architectural models of Creol, can be used to systematically de-
rive interesting test cases, while avoiding the combinatorial explosion inherent in
distributed concurrent systems. Our approach has been formalized in rewriting
logic and implemented in Maude. A peer to peer example and an industrial case
study of an agent system serve to illustrate the technique.

The current version of the tool reports the equivalence classes to the user, but
does not automatically select and execute new test runs. Immediate future work
will be an automation of this process by means of constraint solving techniques.
Others have shown that this is feasible in practice, e.g. in [19].

Dynamic symbolic execution, as presented in this paper, should be applicable
to other object-oriented languages with concurrency by enforcing serialization of
processes in the object as well as strict encapsulation. In a multi-threaded con-
currency model as found in Java, dynamic symbolic execution could in principle
be achieved by declaring all methods as synchronized and all fields as private.
However, such severe restrictions seem undesirable. It would be interesting if
lighter restrictions for such languages could be identified that still enable dy-
namic symbolic execution.
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Abstract. SystemC is widely used for modeling and simulation in hard-
ware/software co-design. However, the co-verification techniques used for
SystemC designs are mostly ad-hoc and non-systematic. In this paper, we
present an approach to overcome this problem by a systematic, formally
founded quality assurance process. Based on a combination of model
checking and conformance testing, we obtain a HW/SW co-verification
flow that supports HW/SW co-development throughout the whole de-
sign process. In addition, we present a novel test algorithm that gener-
ates conformance tests for SystemC designs offline and that can cope
with non-deterministic systems. To this end, we use a timed automata
model of the SystemC design to compute expected simulation or test re-
sults. We have implemented the model checking and conformance testing
framework and give experimental results to show the applicability of our
approach.

1 Introduction

Embedded systems are usually composed of deeply integrated hardware and soft-
ware components, and they are developed under severe resource limitations and
high quality requirements. SystemC [15] is a language that supports design space
exploration and performance evaluation efficiently throughout the whole design
process even for large and heterogeneous HW/SW systems. In SystemC, simula-
tion is used for both evaluation and validation. For quality assurance, however,
simulation is necessary but not sufficient. This has two reasons. First, simulation
is incomplete. It can neither be applied for all possible input scenarios (in partic-
ular for real-time systems), nor can it be assured that all possible executions are
covered if the system behaves non-deterministically. Second, simulation alone
is not sufficient for a systematic and comprehensive quality assurance approach
because the degree of automation is limited. The evaluation of simulation results
has to be done manually by the designer, e.g. by inserting assertions about the
expected behavior all over the design.

The contribution of this paper is twofold: First, we define a continuous, com-
prehensive, and formally founded quality assurance process for SystemC designs.
Second, we present a novel test algorithm that generates conformance tests for
SystemC designs offline and that can cope with non-deterministic specifications.
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We require our quality assurance process to fulfill the following criteria: a)
The proposed verification and validation techniques must be suitable for both
hardware and software parts of a given system. b) The quality assurance process
should be continuous, i. e., it should support the complete system design flow
from abstract design down to the final implementation. In particular, we want to
ensure consistency between different abstraction levels in a refinement process. c)
We want the verification and validation techniques used in the proposed process
to be automatically applicable. d) The verification and validation results from
high abstraction levels should be reusable on lower abstraction levels.

We obtain such a quality assurance process by a combination of model check-
ing and conformance testing. The SystemC development process starts with an
abstract design, which is stepwise refined down to the final implementation. We
propose to use model checking to verify that the abstract SystemC design meets
its requirements. Then, we generate conformance tests to verify that refined mod-
els or the final implementation conform to the abstract model. This approach
yields a formally founded, comprehensive, and mainly automatic quality assur-
ance process that continuously supports the HW/SW co-design flow throughout
the whole design process.

In [12], we presented an approach to obtain a formal semantics for SystemC
by a mapping into the well-defined semantics of Uppaal timed automata [3].
The transformation from SystemC designs into Uppaal timed automata models
allows for the application of the Uppaal model checker, and thus for the verifica-
tion of safety, liveness and timing properties of a given SystemC design. However,
model checking SystemC designs is very expensive for two major reasons: First,
SystemC designs are inherently non-deterministic, as described above. Second,
the aim of model checking is to yield absolute guarantees for every possible envi-
ronment. Thus, the environment is usually modeled in a way that it yields every
possible input trace. As a consequence, model checking can only be applied to
small or abstract designs. Thus, we propose to generate conformance tests from
the Uppaal model of the abstract SystemC design to allow for the validation of
refined designs or implementations. This allows for quality assurance throughout
the whole design process and ensures consistency between designs on different
abstraction levels.

The main challenge in the generation of conformance tests for SystemC de-
signs is that they are inherently non-deterministic due to the semantics of the
SystemC scheduler defined in [15], and in particular due to the principle of delta-
cycles. Delta-cycles impose a partial order on parallel processes, which are chosen
for execution non-deterministically. Furthermore, SystemC designs are usually
developed in several refinement steps. Thus it is desirable to have test cases
that can be applied repeatedly in each refinement step. As a consequence, we
want our conformance test generation approach to meet two important require-
ments: First, it should be applicable to non-deterministic systems, and second,
expected simulation or test results should be computed offline, such that they
can be easily reused in later development stages.
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To generate conformance tests under these requirements, we first use our
mapping from SystemC to Uppaal to translate an abstract SystemC design
into a semantically equivalent Uppaal model. Then, we use the Uppaal model
to statically compute all possible output traces for a given test suite consisting
of a set of input traces. When the test suite is executed on a refined design or
on the final implementation, we can compare the output traces produced by the
refined design with the output traces computed from the Uppaal model of the
abstract design. To decide whether the refined design conforms to the abstract
design, we use the relativized timed input/output conformance (rtioco) relation
presented in [19]. Based on that we can use the output traces from the Uppaal
model as a test oracle to test the conformance of the refined to the abstract
designs fully automatically.

This paper is organized as follows: In Section 2, we briefly introduce SystemC
and Uppaal. In Section 3, we present our overall quality assurance approach
based on model checking and testing. In Section 4, we review our transformation
from SystemC to Uppaal, which allows for the application of the Uppaal model
checker. In Section 5, we present our approach to generate conformance tests
from the generated Uppaal model. In Section 6, we show experimental results.
We discuss related work in Section 7 and conclude in Section 8.

2 Preliminaries

2.1 SystemC

SystemC [15] is a system level design language and a framework for HW/SW
co-simulation. It allows for the modeling and execution of system level designs
on various levels of abstraction, including classical register transfer level hard-
ware modeling and transaction-level models. The design flow usually starts with
approximately timed transaction-level models that are refined to time-accurate
models of hardware and software components. SystemC is implemented as a
C++ class library, which provides the language elements and an event-driven
simulation kernel. A SystemC design is a set of communicating processes, trig-
gered by events and interacting through channels. Modules and ports are used
to represent structural information. SystemC also introduces an integer-valued
time model with arbitrary time resolution. The execution of a SystemC design
is controlled by the SystemC scheduler. It controls the simulation time and the
execution of processes, handles event notifications, and updates primitive chan-
nels. Like typical hardware description languages, SystemC supports the notion
of delta-cycles.

2.2 Uppaal Timed Automata

Timed Automata [1] are a timed extension of the classical finite state automata.
A notion of time is introduced by a set of R≥0 valued clock variables C, which are
used in clock constraints to model time-dependent behavior. A clock constraint
is a conjunctive formula of atomic constraints of the form x ∼ n or x− y ∼ n for
x, y ∈ C,∼∈ {≤, <, =, >,≥}, n ∈ N. B(C) denotes the set of clock constraints.
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Definition 1. A timed automaton is a tuple (L, l0, C, A, E, I), where

– L is a set of locations, l0 ∈ L the initial location,
– C is a set of clocks, A a set of actions,
– I : L → B(C) assigns invariants to locations, and
– E ⊆ L × A × B(C) × P

C × L is a set of edges

Definition 2. A network of timed automata (NTA) consists of n timed au-
tomata Ai = (Li, l

0
i , C, A, Ei, Ii). The semantics of NTA is defined by a transi-

tion system (S, s0,→). Each state s ∈ S is a tuple (l̄, u), where l̄ is a location
vector and u a clock valuation. S = (L1× . . .×Ln)×R

C denotes the set of states,
s0 = (l̄0, u0) the initial state, and →⊆ S × S the transition relation. Further-
more, τ denotes an internal action, c!, c? sending resp. receiving an event, g a
clock guard, and u′ = [r �→ 0]u denotes a clock valuation where all clocks from r
are reset to zero. A semantic step can be either a time step (1), an independent
step of a single automaton (2), or a synchronization between two automata (3):

(1) (l̄, u) → (l̄, u + d) iff ∀d′ : 0 ≤ d′ ≤ d ⇒ u + d′ ∈ I(l̄)
(2) (l̄, u) → (l̄[l′i/li], u′) iff ∃li

τgr→ l′i such that u ∈ g ∧ u′ = [r �→ 0]u ∧ u′ ∈ I(l̄)

(3) (l̄, u) → (l̄[l′j/lj, l
′
i/li], u′) iff ∃li

c?gi,ri−→ l′i ∧ lj
c!gj ,rj−→ l′j

such that u ∈ (gi ∧ gj) ∧ u′ = [ri ∪ rj �→ 0]u ∧ u′ ∈ I(l̄)

While the semantic state space of timed automata is infinite due to the real-
valued clock variables, the symbolic semantics abstracts from certain points of
time and uses clock zones instead. As a consequence, a state is then a tuple (l̄, D)
where D is a difference bound matrix representing a clock zone. The resulting
abstract model has a finite state space and can be model checked.

Uppaal [3,4,2] is a tool set for the modeling, simulation, animation and ver-
ification of networks of timed automata. The Uppaal model checker enables
the verification of temporal properties, including safety and liveness properties.
The simulator can be used to visualize counter-examples produced by the model
checker. The Uppaal modeling language extends timed automata by introducing
bounded integer variables, binary and broadcast channels, and urgent and com-
mitted locations. A Uppaal model comprises three parts: global declarations,
parameterized timed automata (TA templates), and a system declaration. In
the global declarations section, global variables, constants, channels and clocks
are declared. In the system declaration, TA templates are instantiated and the
system to be composed is given as a list of timed automata.

3 Quality Assurance Process

We obtain a continuous quality assurance process for HW/SW co-designs by a
combination of model checking and testing, as shown in Fig. 1. We assume a
HW/SW co-development process that starts with an abstract SystemC model
and refines this model down to the implementation. In each refinement step, a
refined SystemC design can be regarded as the implementation I of an abstract



Combining Model Checking and Testing 125

Abstract
Design

Refined
Design

conformance
relation Checking

Model

Conformance
Testing

evaluation
conformance

not satisfied

satisfied

noyes

S

I Specification TS
Test

Specification R
Requirements

Fig. 1. Combining Model Checking and Testing

design that serves as specification S. We propose to use model checking to verify
that the abstract model S meets its requirements R, as shown in [12]. Then, we
generate conformance tests to verify that the refined model or implementation
I conforms to the abstract model S.

A prerequisite for both model checking and conformance test generation is a
formal semantics for SystemC. We build a formal model by our mapping from
SystemC into the well-defined semantics of Uppaal timed automata. This map-
ping instantly allows for the application of the Uppaal model checker to verify
that the abstract design or specification S satisfies the requirements R. Further-
more, we can use the Uppaal model to generate conformance tests. To this end,
we statically compute all possible output traces for a given test suite consisting
of a set of input traces. Then, the refined design is executed several times for
all the input traces from the test suite, and the observed behavior is compared
to the previously computed execution traces, which are expected as simulation
results. It is important to note that with our test approach, we are able to
generate conformance tests for non-deterministic systems offline. That is vital
because SystemC designs are inherently non-deterministic due to the semantics
of the SystemC Scheduler as defined in [15]. In addition, the refinement process
in which SystemC designs are developed generally comprises several steps. Only
offline test generation allows for repeated execution of the test cases in each
refinement step without re-computing all the expected results. In the following,
we review our approach to translate SystemC into Uppaal models, which allows
for the application of the Uppaal model checker. Then, we present our approach
to generate conformance tests from Uppaal models.

4 Model Checking SystemC Designs Using Uppaal

In [12], we presented an approach to model check SystemC designs using Uppaal
timed automata. In particular, we mapped the informally defined semantics of
SystemC to the formally well-defined semantics of Uppaal. The mapping from
SystemC to Uppaal allows for the application of the Uppaal model checker and
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thereby enables us to prove safety, liveness and timing properties on a given Sys-
temC design. The main advantage of our approach is that once we have defined
the mapping from SystemC to Uppaal, the transformation of a given SystemC
design can be performed automatically. We implemented this in our STATE
(SystemC to Timed Automata Transformation Engine) tool. This transforma-
tion tool makes it possible to verify temporal properties of SystemC designs fully
automatically. The automated verification flow is shown in Fig. 2. The STATE
tool takes as input a SystemC design and a temporal property formulated in
the Uppaal requirement language (which is basically a subset of CTL). The
SystemC design is translated into a Uppaal model by our STATE tool and can
then directly be passed to the Uppaal model checker. The model checker tries
to verify the property and generates a counter-example if it is not satisfied.1

Fig. 3 shows how we represent SystemC designs in Uppaal. Each method
is mapped to a single timed automata template. Process automata are used to
encapsulate these methods and care for the interactions with events and the
scheduler. The scheduler is explicitly modeled, and we use a predefined template
for events and other SystemC constructs such as primitive channels. The inter-
actions between the processes and the scheduler are modeled by two synchro-
nization channels, activate and deactivate. The interactions between processes
and event objects are modeled by wait and notify. The interactions between
the event objects and the scheduler are used to synchronize their timing. The
scheduler informs the event objects when a delta-cycle is completed to release
delta-delay notifications, and conversely, the event objects inform the scheduler
when time is advanced due to a timed notification.

To allow for compositional transformation, that is to make it possible that
each SystemC module can be translated separately, we perform the mapping
from SystemC to Uppaal in three steps: first, we define a (general) timed au-
tomata representation for each SystemC language construct, such as methods,
processes, and events. Using these general representations, we can then trans-
late each given SystemC module into a set of parameterized timed automata.
With the help of the template parameters, we can instantiate the module an
arbitrary number of times without having to perform a new translation. When
we compose a design, we instantiate the modules including their events and

1 Note that the counter-example is given as a trace in Uppaal semantics. However,
the transformation from SystemC to Uppaal preserves the structure by prefixing,
such that it is transparent to the SystemC designer where the problem arises from.
In addition, Uppaal can be used to animate the counter-example graphically.
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processes and connect them using synchronization channels. Using this compo-
sitional approach, we are able to translate large designs in reasonable time and
the generated models are structure-preserving and thus easily comprehensible to
the designer. We can handle all relevant SystemC language elements, including
process execution, interactions, dynamic sensitivity and timing behavior. If we
want to model check the translated design, this requires two restrictions. First,
Uppaal can not handle dynamic process or object creation. Second, Uppaal
supports only bounded integer variables. Both are minor restrictions because dy-
namic object and process creation are rarely used in SystemC designs and most
data types can be converted to bounded integers. Overall, the transformation
gives us access to the complete Uppaal tool suite, including the Uppaal model
checker. The applicability of the approach was shown in [12] by two case studies:
a producer/consumer example, and a packet switch example from the SystemC
reference implementation. Furthermore, we can use the Uppaal models gener-
ated from abstract SystemC designs to derive conformance tests for later design
phases.

5 Conformance Test Generation

As the model checking approach suffers from the state space explosion problem,
we only use it early in the development process on abstract (and thus relatively
small) models. To check the consistency of a refined design with a verified ab-
stract design, and thus to yield continuous quality assurance throughout the
whole design process, we generate conformance tests. The verification flow ex-
tended by conformance testing is shown in Fig. 4. The abstract SystemC design
is translated into a Uppaal model. This is used both for model checking and to
generate conformance tests for refined SystemC designs.

The generated test benches contain both timed input traces as well as sets of
expected timed output traces. Thus, they can be used to execute and evaluate
conformance tests fully automatically. In future work, we want to extend the
framework by the possibility to feed the test generator with coverage criteria to
automatically select input traces. The generated test benches are executed on
the refined SystemC design or the implementation and yield the result whether
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or not the refined design conforms to the abstract design. As we consider non-
deterministic specifications and want to generate test cases offline, the main task
is to compute all possible output traces of a given Uppaal model for a given
input trace. In the following, we present the setting for test case generation,
i. e.,the test specification, the conformance relation we use, and finally the test
generation algorithm.

5.1 Test Specification

Embedded systems closely interact with a technical environment. Because of
that, both SystemC designs and Uppaal models comprise an explicit model of
the environment beyond the system model. The environment model provides the
inputs to the system model and consumes its outputs. A test case can be regarded
as a specialized environment, providing a single input trace. It is specified as
a timed automaton that provides a single input trace. It sends input events
and data at certain times and waits for system reactions for a given amount of
time. A particular location annotated with the label tc end indicates the end
of the input trace and can be used by the test algorithm for terminating the
state space exploration. We call the automaton that provides the input trace
a test automaton. If a test bench written in SystemC is available, it can be
automatically transformed into such a test automaton. On the output side, we
want to observe all possible behavior the specification could produce. Thus,
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we need an environment that accepts all possible outputs at arbitrary times.
To provide the Uppaal model with the necessary degree of freedom, we use a
generic tester component accepting all possible responses as proposed in [24].
Like the test automaton, the generic tester can also be generated automatically
from a corresponding SystemC test bench. Together, the test automaton and the
generic tester constitute a test model that replaces the environment model in
the Uppaal model used for the test generation process, as shown in Fig. 5. From
the test model together with the system model, conformance tests are generated.
The resulting test benches still contain the test automaton, but the generic
tester is replaced by an automaton accepting exactly those traces produced by
the abstract system model or specification for the given input trace. We call
this automaton a checker automaton. If the checker automaton reaches its final
node during test execution, it received a complete and correct output trace and
the test verdict is pass. If it does not reach its final node, the test verdict is
fail. We are confident that the generated test benches, in particular the checker
automata, can be easily translated into SystemC test benches, although we did
not evaluate this until now.

5.2 Conformance Relation

If the model checking was successful, the result is that an abstract design or
specification S satisfies a requirements specification R. If we have a manually
refined SystemC design I in the next development phase, we want to know if
it is consistent with the previously designed abstract model S. To check that,
we generate conformance tests. As conformance relation, we use the relativized
timed input/output conformance (rtioco) relation defined in [19,13].

Definition 3. I conforms to S if for all timed input traces σ in a given testsuite
or environment E the sequence of observations on the timed output trace of I is
contained in the set of sequences of observations on the timed output traces of S
for the same input trace.

I rtioco S iff ∀σ ∈ TTr(E) : obs((I, E), σ) ⊆ obs((S, E), σ)
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The rtioco relation is derived from the input/output conformance (ioco) relation
of Tretmans and de Vries [6] by taking time and environment constraints into
account. Under the assumptions of weak input enabledness, rtioco coincides with
timed trace inclusion. A timed output trace can be defined as follows:

Definition 4. A timed output trace is a sequence of observations, where each
observation is a tuple (e, D, v) consisting of an event e, a difference bound matrix
D representing the clock zone in which the event occurs, and a vector v containing
the valuations of externally visible data variables at this time.

With that, we can define trace inclusion ⊆ on timed output traces:

Definition 5. We define the trace inclusion ⊆ on sequences of observations
such that an implementation may follow tighter time restrictions, but has to
produce outputs expected by the specification in time zones where the specification
prescribes it:

obs((I, E), σ) ⊆ obs((S, E), σ) iff
∀oS ∈ obs((S, E), oI ∈ obs((I, E), σ) : oI .e = oS .e ∧ oI .D ⊆ oS .D ∧ oI .v = oS.v

5.3 Test Generation Algorithm

To compute all possible timed output traces for a given input trace, we start with
the initial symbolic state (l̄, D, V ) consisting of a location vector l̄, a difference
bound matrix D representing a clock zone and a set of global variable valuations
V . From that, we compute all possible successors. Then, we compute all possible
successor states for each of the successors and so forth, until we reach the end
of the test case defined in the test specification (cf. Algorithm 1.1). The compu-
tation of the successor states is done following the symbolic Uppaal semantics
as described in [4]. The result is a tree of all possible computation paths for a
given timed input trace. To get the observable behavior, we just have to extract
the outputs from the computation tree, including the corresponding difference
bound matrices and externally visible data valuations.

As the system may be non-deterministic, the result of Algorithm 1.1 is a tree,
where each path represents a possible timed output trace. By joining all its paths
into a final node pass, as shown in Fig. 6, the tree can be transformed into a
checker automaton as described in Section 5.1.

Note that we limit the number of internal computation steps between two
output events to ensure termination of the algorithm in case of infinite internal
loops. If the limit is exceeded, the corresponding node in the checker automaton
is marked with the label inconclusive. If the checker automaton reaches this
node, the verdict is inconclusive. That means that the test generation algorithm
was not able to predict the correct behavior for the given input trace together
with the previous observations.
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Listing 1.1. Test Generation Algorithm

NTA:=(L, Ī0, C, A, V, E, I) ;
WAIT:={〈Ī0, D0, V0〉} ;
KNOWN:=∅ ;
STATESPACE:=∅ ;
whi l e WAIT �= ∅ do

s e l e c t s = 〈l̄s, Ds, Vs〉 from WAIT;
i f ! isEnd (s) and ! i sDeadlock (s) and ! l imitExceeded (s)

successors := g e tSu c c e s s o r s (s ) ;
f o r each successor ∈ successors

i f successor /∈ KNOWN and successor /∈ WAIT then
add successor to WAIT;

end i f
end f o r

end i f
add 〈s, successors〉 to STATESPACE;
add s to KNOWN;

end whi le
re turn getObs (STATESPACE) ;

pass

tc_end tc_end
tc_end

init

tc_end

Fig. 6. Checker automaton

6 Experimental Results

We implemented the transformation from SystemC to Uppaal, the symbolic se-
mantics of Uppaal, and the test generation algorithm. We used the Karlsruhe
SystemC Parser KaSCPar [7] as a front-end for SystemC designs and ANTLR
to generate a Uppaal parser. The Uppaal model is read from an XML file and



132 P. Herber, F. Friedemann, and S. Glesner

Table 1. Computational effort of model checking

Computation time (in seconds)

1m1s 2m1s 1m2s 2m2s

translation 1.46 1.59 1.52 1.70
property (1) 20.82 54.90 42.21 209.56
property (2) 127.70 45.04 296.89 543.18

Table 2. Computational effort of onformance test generation

Computation time (in seconds)

1m1s 2m1s 1m2s 2m2s

translation 7.82 9.91 9.38 10.93
compilation 8.54 10.04 9.05 9.7

test generation 8.75 14.32 23.95 34.14

translated into an executable representation in Java. The automatically gener-
ated Java code is executed by the test generation algorithm. The experiments
were run on a machine with an Intel Pentium 3.4 GHz CPU running a Linux
operating system.

As a case study, we used a slight modification of the packet switch example
from the SystemC reference implementation (ca. 500 LOC). As in [12], we trans-
lated the SystemC design into a Uppaal model (30 automata are generated)
and used the model checker to verify (1) deadlock freedom and (2) that packets
are forwarded within a given time limit. Then, we generated conformance tests.
In all experiments, we varied the numbers of masters and slaves (1m1s, 1m2s,
2m1s, 2m2s). Table 1 presents the computation times needed for the transfor-
mation from SystemC to Uppaal and the verification of properties (1) and (2),
both averaged over 10 runs.

For conformance test generation, the Uppaal model was first translated into
an executable java representation, then compiled and finally executed to com-
pute all possible output traces for a given input trace. We have not implemented
the generation of SystemC test benches from these output traces yet, thus no
test execution results are given at the time. Table 2 shows the computation times
of the test generation process, again averaged over 10 runs. The run-time per-
formance of the test generation is not as good as one could have expected. But,
as the test cases are generated offline, this has to be done only once in the whole
development process. Thus, the computational effort is more than acceptable.
However, we see a lot of optimization potential in our initial implementation,
which was mainly developed as a proof of concept. We are currently working
on some optimizations, e.g. memory efficient representations of DBMs and the
computation tree, and depth-first search as an alternative.

Overall, the experimental results show that both the model checking and
the conformance testing approach can be applied to practical examples with
acceptable computational effort. In particular, the experiments show that the
proposed verification flow is feasible and can be fully automated.
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7 Related Work

There have been several approaches to give SystemC a formal semantics, and
some of them have also been used for model checking [16] or conformance testing
[11,10]. However, most of them are restricted to a synchronous subset of SystemC
[21,25,26,8,9], or they cannot cope with time and dynamic sensitivity [11,10,20].
In [28], a mapping from SystemC to PROMELA is proposed, but they only han-
dle SystemC designs at transaction level, do not model the non-deterministic
scheduler and cannot cope with primitive channels. Furthermore, the transfor-
mation is manual. In [16], SystemC designs are verified using a petri-net based
representation. The approach covers most of the important SystemC language
constructs, but introduces a huge overhead because interactions between subnets
can only be modeled by introducing additional subnets.

With our approach to give SystemC a formal semantics, we can handle all
relevant SystemC language elements, including process execution, interactions
between processes, dynamic sensitivity and timing behavior. The informally de-
fined behavior and the structure of SystemC designs are completely preserved.
The mapping from SystemC designs into Uppaal timed automata is fully au-
tomated, introduces a negligible overhead, produces compact and comparably
small models and enables the use of the Uppaal model checker and tool suite.

In [23] and in [17], automated test generation approaches for SystemC are
presented. In [23], a model-driven validation approach for SystemC is proposed.
There, directed tests are generated from ASM models. In contrast to our work,
the designer has to define the specification manually. Furthermore, the focus is
on directed input generation for a certain test purpose, automatic conformance
evaluation is not considered. In [17], automatic test generation for SystemC
design based on manually specified use cases is proposed. They do not make any
use of existing abstract SystemC designs, nor does their approach include an
automatic verification of the specification itself, as we do with Uppaal.

There have been several approaches to generate conformance tests for real-
time systems from timed automata models, and in particular to generate such
tests from Uppaal. However, most of them either consider only a restricted
subclass of the timed automata model, or they do not allow for static (offline)
test generation. The authors of [27] present an approach to generate minimal
test suites with complete path coverage from timed automata models. They
prove that exhaustive testing is possible for real-time systems by reducing the
dense-time model to a discrete model using equivalence classes. However, the
authors only consider a deterministic subclass of the timed automata model.
Furthermore, the size of a complete test suites is highly exponential. In [5], a
similar approach is used, extended by a technique called hiding. This technique
allows for an abstraction of the timed automata model in order to hide parts of
the system that are not relevant with respect to the test purpose. This reduces
the size of a complete test suite, but the approach still cannot cope with non-
deterministic specifications. In [22], a technique for the automatic generation of
real-time black-box conformance tests for non-deterministic systems is presented,
but only for a determinizable subclass of timed automata specifications with
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restricted use of clocks, guards or clock resets. In [18], an algorithm for real-time
test case generation for non-deterministic systems is proposed, but it is based
on an on-the-fly determinization of the specification.

There also exists some work on test generation from Uppaal models. In Up-
psala, the CoVer tool was developed [14,13]. CoVer allows for coverage-driven
conformance test generation for Uppaal models. The test cases are generated
statically and a relativized timed input output conformance (rtioco) relation is
used to evaluate test results. However, the approach is again restricted to de-
terministic timed automata models. In contrast to that, the TRON (Testing
Real-time systems ONline) tool developed in Aalborg [19,13] can also be applied
to non-deterministic systems. However, it uses an online test generation algo-
rithm and thus can not be used to generate repeatable test cases. The rtioco
relation is used again to evaluate test results.

For conformance testing in HW/SW co-verification processes, it is vital to
generate conformance tests offline. Particularly in the context of HW/SW co-
design processes based on SystemC, it is indispensable to repeatably execute
test cases on each refinement stage, and thus to ensure consistency between
different abstraction levels. Furthermore, SystemC designs are inherently non-
deterministic. Thus, the approaches described above are not sufficient, as they
either generate test cases online, or they do not support non-deterministic spec-
ifications. With our approach, we can generate conformance tests offline and for
non-deterministic systems.

8 Conclusion

In this paper, we presented a quality assurance process that assists the HW/SW
co-design flow efficiently and continuously throughout the whole design process.
The combination of model checking and conformance testing is very promising,
as it can be applied fully automatically. In particular, even the formalization of
a given design is derived automatically. That means that the designer does not
have to perform the time-consuming and error-prone task of formal specification
any more. We just take the simulation model, which the designer builds anyway,
and extract our formal model automatically. The only task that has to be done
manually is the formalization of the requirements specification. Furthermore, our
approach can be applied to both the hardware and the software parts of a given
HW/SW co-design, to synchronous and asynchronous designs, and on different
levels of abstraction. The verification and test generation effort is acceptable, in
particular as it has to be done only once in the whole development process. The
conformance test generation algorithm presented here is novel since we are able
to generate tests from non-deterministic specifications offline.

To complete our framework, we are currently working on the automatic trans-
lation of the checker automata into SystemC test benches, and on a larger case
study (an automotive control application). With that, we will be able to evaluate
the approach in more detail, and in particular also its error detecting capability.
Furthermore, we plan to extend our framework with the ability to select input
traces based on dedicated SystemC coverage criteria.
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Abstract. We describe fundamental aspects of a method we have devel-
oped in order to check linear temporal logic formulas over Input Output
Symbolic Transition Systems (IOSTSs). IOSTSs are used to describe
reactive systems with communication channels and variables of differ-
ent types ; in particular variables can take unbounded values. Thus the
method can be applied to open systems, communicating with their en-
vironment, or with other modules that are not precisely specified. The
method consists in a semi-decision algorithm based on symbolic execu-
tion techniques, usually used for tests generation purposes. We provide
an adaptation of this technique in order to evaluate a LTL formula along
a symbolic path ; moreover we have developed a termination criterion of
the semi-decision algorithm for IOSTSs whose data part is specified by
a decidable first order theory.

Keywords: Symbolic Execution, Verification, Linear Temporal Logic,
Input Output Symbolic Transition Systems.

1 Introduction

Developing reliable reactive systems is of utmost importance in the case of safety
critical systems. Therefore the design cycle of those systems must include for-
mal methods in order to increase their reliability. To facilitate the use of formal
methods it is important to provide formal languages to engineers that are close
to the way they describe their systems and suited for automated validation and
verification techniques. Previous works have shown that the formalism of Input
Output Transition Systems (IOSTSs) is well adapted for automatic test cases
generation [19,10,11]. In recent works a methodology is presented which improves
the reliability of incremental refinement of IOSTSs by using test cases genera-
tion and conformance relations between IOSTSs [16]. But it is useless to test an
implementation against a model if this latter doesn’t satisfy the requirements. In
this paper we present fundamental aspects of a model checking algorithm whose
purpose is to check if an IOSTS model satisfies a requirement expressed in a
temporal logic inspired from Linear Temporal Logic (LTL). We call this logic
ioLTL. The prefix io means that some atomic propositions of this logic allows
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to specify properties over inputs or outputs of the model. The main difficulty
of checking IOSTSs is due to the fact that the state space of an IOSTS can
be infinite, so the verification of the temporal property is an undecidable pro-
blem in general [12]. Then we can only develop a semi-decision algorithm, i.e.
which does not terminate for every IOSTS and temporal logic formula. Our semi-
decision algorithm combines seminal techniques of LTL model checking [17,20]
with the so-called symbolic execution technique [15]. Let us suppose that g is
the ioLTL requirement, then the algorithm tries to establish the existence of
executions of the IOSTS model being in contradiction with g. The main idea
is to use tableau calculus over the negation of g in order to generate the con-
straints that any execution being in contradiction with g should satisfy and to
use simultaneously the symbolic execution technique in order to check if such
executions actually exist. In some sense the tableau calculus is used to generate
some tests from the negation of the ioLTL requirement and the symbolic exe-
cution is used to check wether or not there are some executions passing those
tests. The algorithm also relies on a result presented in Sec. 5.5 which establishes
that we can prove the existence of infinite executions satisfying a property from
the existence of finite symbolic paths when a relation over symbolic states is
verified. Related works include model checking of infinite systems. Usually, the
properties that can be checked are limited to the reachability of states, as in
the tools LASH [21], Trex [3], or Fast [4]. Regular model checking [7] has been
extended to prove formulas of an extension of LTL [2] but over particular mod-
els (with a finite number of configurations). Action language verifier [8,9] can
be used to prove computation tree logic (CTL) formulas over Action Language
specifications. Nevertheless these approaches are not dedicated to systems com-
municating with sub-specified environments (dealing with unbounded inputs).
The paper is organized as follows. IOSTS formalism is described in Section 2 and
the execution of an IOSTS in Section 2.2. In Section 3 the temporal logic ioLTL
is defined. Section 4 presents symbolic execution applied to IOSTSs. In Section 5
we present a set of inference rules defining how the symbolic execution technique
is combined with the tableau calculus for ioLTL. Then in Section 5.5 we present
two theorems grounding our model-checking approach. They state that, given a
temporal formula and an IOSTS, a finite application of the rules either proves
that there exists a run of the IOSTS satisfying the temporal formula or certifies
that no runs satify the formula. In Section 6 we describe how the inference rules
and the termination criteria are coordinated to form the verification algorithm.
Section 7, the last before the Conclusion, is dedicated to implement issues and
experimental results.

2 Input Output Symbolic Transition Systems

Input Output Symbolic Transition Systems. IOSTSs represent IOLTS [18]
in a concise manner by using variables. An IOSTS is composed of a graph part
and a data part. The data part is specified by a decidable first-order theory T of
a first order language L both with a structure M being a model of this theory. In
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the sequel variables refers to the variables V of L. TA (resp. FA) denotes the set
of terms (resp. formulas) of L containing only variables ofA ⊆ V . A map ν ∈MA

(resp. σ ∈ T A) where A ⊆ V is called an interpretation (resp. a substitution)
of variables of A. Interpretations and substitutions are canonically extended to
terms and formulas. Thus we may use this abusive notation ν ◦ σ which denotes
the map of MA being such that ∀x ∈ A, (ν ◦ σ)(x) is the interpretation of the
term σ(x) with respect to ν. If μ and δ are two interpretations with disjoint
ranges, we will note (μ, δ) the interpretation being their union.

2.1 Input Output Symbolic Transition Systems

To define an IOSTS, we need to specify its variables and communication chan-
nels: this is done by defining an IOSTS-signature.

Definition 1 (IOSTS-signature). An IOSTS-signature Σ is defined as a
couple (A,Ch) where A is a finite set of variable names and Ch is a set of
communication channel names.

An IOSTS communicates with its environment through communication actions.

Definition 2 (Actions). The set of communication actions is denoted by
Act(Σ) = Input(Σ) ∪Output(Σ) ∪ {τ}, where

Input(Σ) = {c?y | c ∈ Ch, y ∈ A} and Output(Σ) = {c!t | c ∈ Ch, t ∈ TA}

Elements of Input(Σ) are stimulations of the system from the environment: c?x
represents the reception of a value through channel c which is assigned to x.
Output(Σ) are responses of the system to the environment: c!t is the emission of
the evaluation of t through the channel c. The symbol τ is used to characterize
internal transitions (invisible from the environment).

Definition 3 (IOSTS). An IOSTS over Σ is a triple G = (Q, q0, T rans) where
Q is a finite set of locations, q0 ∈ Q is the initial location and Trans ⊆ Q×FA×
Act(Σ)×TA

A ×Q. A transition tr := (q, ϕ, act, ρ, q′) of Trans is composed of a
source location q, denoted by src(tr), a guard ϕ denoted by grd(tr), an action act
denoted by act(tr), a substitution of variables ρ and a target location q′ denoted
by tgt(tr). For each location q ∈ Q, there is a finite number of transitions of
source location q. We consider IOSTS having no sink states i.e. for all q ∈ Q

we have
∨

tr∈T,src(tr)=q

grd(tr) is a tautology.

A transition tr = (q, ϕ, act, ρ, q′) may also be noted q
ϕ[act]ρ−−−−→ q′.

Example 1. Figure 1 represents an IOSTS modeling an ATM system which
checks the bank balance B of a customer wanting to withdraw an amount M
on account C, and that sends through channel disp the result of the request. If
the withdrawal is accepted, the customer balance is updated by the substitution
B �→ B −M .
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[bank!(C,B)]

q4q3q1q0 q2

[bank!C] [balance?B][amount?M][customer?C]

q5

B < M

B → B − M

[disp!accepted]

M ≤ B

B<0
[disp!deficit]

[disp!refused]

Fig. 1. Account request

2.2 Paths and Runs of an IOSTS

A path of an IOSTS (Q, q0, T rans) is any map p of N → Trans such that
src(p(0)) = q0 and for all i ∈ N, tgt(p(i)) = src(p(i + 1)). A run of an IOSTS
will be defined as an interpretation of one of its paths. In order to provide this
definition we need some preliminary definitions. All are given with respect to an
IOSTS G = (Q, q0, T rans) of signature (A,Ch).
Act(M) = (Ch×{?, !}×M)∪ {τ} is the set of concrete communications. An

interpretation ν ∈ MA of variables is called a concrete assignment, or concrete
state of G. A concrete transition is a triple (ν, actM , ν′) ∈MA×Act(M)×MA. A
concrete path r is a map of N → (MA ×Act(M)×MA) of concrete transitions,
such that for all i, if r(i) = (νi, ai, ν

′
i) and r(i + 1) = (νi+1, ai+1, ν

′
i+1) then

ν′i = νi+1.
First we define a transition run, that is the interpretation of one transition,

say tr, of G. Its source state has to satisfy the guard of tr ; the label is a
concrete communication according to the communication action of tr. Variables
are updated according to the substitution defined in tr.

Definition 4 (Transition run). Let tr = q
ϕ[act]ρ−−−−→ q′ ∈ Trans ( i.e. tr is a

transition of G). The set Truns(tr) ⊆ MA × Act(M) ×MA of transition runs
of tr is such that (ν, actM , ν′) ∈ Truns(tr) iff 〈M, ν〉 |= ϕ and :

if act = c!t (resp. act = τ) then ν′ = ν ◦ ρ and actM = (c, !, ν(t)) (resp.
actM = τ) or
if act is of the form c?y then there exists ν′′ such that ν′′(z) = ν(z) for all
z �= y, ν′ = ν′′ ◦ ρ and actM = (c, ?, ν′′(y)).

For a transition run r = (ν, actM , ν′), also denoted by ν actM−−−→ ν′, src(r), act(r)
and tgt(r) denote respectively ν, actM and ν′.

Definition 5 (Runs of an IOSTS). A concrete path r of an IOSTS G is a
run of G if there exists a path p of G, such that r(i) ∈ Truns(p(i)) for all i ∈ N.
Runs(G) is the set of runs of G.

Example 2.
ν0

customer?42007−−−−−−−−−−→ ν1
amount?50−−−−−−−→ ν2

bank!42007−−−−−−−→ ν2
balance?−500−−−−−−−−−→ ν3

disp!deficit−−−−−−−→ ν3

is a run of the IOSTS of Fig. 1, with ν3(C) = 42007, ν3(M) = 50, ν3(B) = −500.
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3 Temporal Logic for IOSTS

The described temporal logic is used to specify temporal properties of runs of
an IOSTS.

3.1 Syntax of ioLTL

Let Σ = (A,Ch) be an IOSTS signature. The set of atomic formulas is AF =
FA ∪ OF where OF = {O[c@y]f / c ∈ Ch,@ ∈ {?, !}, y /∈ A, f ∈ F(A∪{y})}.
Formulas in OF are called Observation formulas. O[c@y]f means informally that
a value y satisfying the constraint f is observed through channel c (as an input
or an output depending on @ which can be ! or ?). For example, O[c!y](y < x+5)
is an atomic formula which denotes the reception, through channel c, of a value
less than x+ 5 (where x is supposed to be the name of a state variable). In the
sequel, the symbol @ denotes input (?) or output (!) symbols.

Definition 6 (ioLTL). The temporal logic ioLTL is defined by:

if f ∈ AF then f ∈ ioLTL
if f ∈ ioLTL then ¬f ∈ ioLTL
if f ∈ ioLTL and g ∈ ioLTL then f ∧ g and f ∨ g are in ioLTL
if f ∈ ioLTL and g ∈ ioLTL then Xf , fUg and fRg are in ioLTL

Thanks to de Morgan’s laws and duality of operators any ioLTL formula can be
transformed into a semantically equivalent formula where negation occurs only
in front of atoms. In the sequel we always consider that formulas are in this
form.

3.2 Semantics of ioLTL

If r is a run of an IOSTS and i a positive integer, then ri denotes a concrete path
being such that ri(k) = r(i+ k) for all k ∈ N, i.e ri is the suffix of r beginning
at the ith transition.

Definition 7 (r � f). The satisfaction relation � ⊆ Runs(G) × ioLTL is
inductively defined as follows1:

r � p (p ∈ FA) iff 〈M, source(r(0))〉 � p
r � a (a ∈ OF, a = O[c@y]f) iff there exists an interpretation ν of y such
that act(r(0)) = (c,@, ν(y)) and 〈M, source(r(0)), ν〉 � f
r � ¬a (a ∈ OF ) iff r � a
r � f ∧ g iff r � f and r � g
r � f ∨ g iff r � f or r � g
r � Xf iff r1 � f
r � fUg iff ri � g for some i ≥ 0 and for all 0 ≤ j < i, rj � f
r � fRg iff for all i ≥ 0, if for every 0 ≤ j < i, rj � f then ri � g

1 We use the classical notation r � f instead of (r, f) ∈ �.
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Definition 8. Let G be an IOSTS and f an ioLTL formula. We say that G
satisfies f and we note G � f if for all r ∈ Runs(G), r � f .
Example 3. For example IOSTS of Fig. 1 does not satisfy the formula false R g
(equivalent to Globally g) with g = (O[balance@y](y < 0) ⇒ X(O[disp!y](y =
“deficit”))) which means that when a negative balance is received, “deficit” must
be displayed next. Indeed there is another possibility (due to non determinism
of this IOSTS model) which is the display of the message “refused”.

4 Symbolic Execution

Symbolic execution, which was first defined for programs [15], allows to explore
executions of a program without enumerating all possible values of all variables.
Symbolic execution produces a concise representation of executions like, in set
theory, comprehensive definitions are concise for defining huge sets. The main
idea of this technique is to use a new fresh symbol of variable instead of a value,
each time that a reception (including initialization) occurs. The role of this new
fresh variable is to represent any value of the input. This technique can naturally
be adapted to the framework of IOSTS. In the sequel, the set of symbolic inputs
will be the countable set F of new fresh variables (F ∩ A = ∅). Consequently
state variables are assigned by terms and the guard of a transition specifies a
condition on those terms for the transition to be executable. Along a path, the
conjunction of those conditions is the necessary condition (over symbolic inputs)
under which a symbolic state can be reached from the initial state: it is called a
path-condition. Accordingly a symbolic state is a triplet containing a location, a
path-condition and a symbolic assignment of the variables (which associates to
each variable of the IOSTS a term over symbolic inputs).

Definition 9 (Symbolic state). A symbolic state over F of G is a triple
η = (q, π, σ) where q ∈ Q, π ∈ FF is called a path-condition and σ ∈ T A

F

is called a symbolic assignment. η = (q, π, σ) is said to be consistent if π is
satisfiable.2

The following definition shows the construction of one step of a symbolic exe-
cution, that is the symbolic transition, or transition between symbolic states,
associated with a transition of G. Note that if the communication action of the
transition is an input message affecting a variable, then a new fresh symbol is
introduced.

Definition 10 (Symbolic transition). A symbolic transition over F is a
triple (η, sa, η′), where η, η′ are symbolic states, and sa is an action over (F,Ch).

Let tr = q
ϕ[act]ρ−−−−→ q′ be a transition of G. Let η = (q, π, σ) be a symbolic state

over F of G. Let z be a variable in F such that z is used neither in π nor in σ(v)
for all variable v ∈ A (z is a fresh variable not used in η). Then the symbolic
transition associated with tr and η is (η, sa, η′), where η′ and sa are defined by:
2 Let us recall that here, π is satisfiable if and only if there exists μ ∈ MF such that
〈M, μ〉 |= π since variables of π are in F by construction.
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if act = c!t, then sa = c!σ(t) and η′ = (q′, π ∧ σ(ϕ), σ ◦ ρ),
if act = c?x with x in A then sa = c?z, and η′ = (q′, π ∧ σ(ϕ), σ ◦ [z/x] ◦ ρ),
if act = τ then sa = τ , and η′ = (q′, π ∧ σ(ϕ), σ ◦ ρ).

A symbolic transition sp = (η, sa, η′) is denoted by η sa−→ η′; source(sp) = η and
target(sp) = η′.

Definition 11 (Symbolic path). A symbolic path is a countable infinite se-
quence of symbolic transitions [st0, . . . , stn, . . . ] associated with an IOSTS such
that for all i ∈ N, target(sti) = source(sti+1). It is said consistent if all of its
symbolic states are consistent.

A symbolic path [η0
sa0−−→ . . . ηn−1

san−1−−−−→ . . . ] is called a symbolic execution path
of G iff η0 = (q0, true, σ0), where q0 is the initial location and σ0 is an injective
substitution in FA, and each symbolic transition is associated with a transition
of G. The following definition shows how a symbolic path can be interpreted as
concrete paths of the IOSTS.

Definition 12 (Interpretation of a symbolic path). Let sp = [(q0, π0, σ0)
sa0−−→ · · · (qn, πn, σn) san−−→ · · · ] be a symbolic path. If μ ∈MF is an interpretation
of variables of F such that 〈M,μ〉 � πi for all i ∈ N, then the interpretation of
sp by μ is r = [ν0

act0−−−→ · · · νn
actn−−−→ · · · ] such that for all i ∈ N:

νi(x) = μ(σi(x))
acti = c@μ(t) if sai = c@t else acti = τ .

Symbolic execution is correct and complete i.e. the union of all interpretations
of all symbolic paths of an IOSTS G is exactly Runs(G).

5 Unfolding Rules

Our model-checking algorithm, as usual, unfolds the model in order to prove
that there exists at least one run satisfying the negation (¬g) of the expected
property g to be checked. In this section we describe some unfolding rules ap-
plying to an IOSTS and an ioLTL formula (supposed to be the negation of the
expected property). The purpose of those rules is to compute symbolic paths of
the IOSTS being such that any of their numerical interpretations satisfies the
formula. Those rules are inspired from tableau unfolding of LTL formulas whose
principle consists in the decomposition of a formula into two main sets of formu-
las: the set of atomic formulas that have to be satisfied in the current state and
the set of formulas that have to be satisfied in the next state. For example pUq
holds in a state either if q holds in this state or p holds in this state and pUq
holds in the next state. Our rules perform a synchronization between the unfold-
ing of the formula and the symbolic execution of the IOSTS: atoms generated
by the decomposition of the formula are added to the path conditions in order
to keep only symbolic paths semantically compatible with the formula. This is
reflected by the fact that a rule transforms a context which is a couple whose first
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component is a symbolic state η and whose second component is a quadruple
of four sets of ioLTL formulas (Φ, Γ,Θ, Υ ). The application of the rules builds
paths of contexts which are sequences of transitions linking contexts. The set
Φ, called Until Set, contains until formulas of the form ϕUψ, such that ψ has
to be checked in the future; Γ , called Current Set, is the set of formulas to be
checked in the current state; Θ, called Observation Set, is the set of observation
formulas to be checked in the outgoing transition; Υ , called Next Set is the set
of formulas to be checked in the next state.

Let G be an IOSTS whose initial location is q0 and whose set of state variables
is A. The initial symbolic state is init = (q0, true, σ0) where σ0 is an injective
substitution in FA (where F is the set of fresh variables, see section 4). If f is
the temporal formula given as an input to our set of rules, the first context is
[init, (Φinit, {f}, ∅, ∅)] where Φinit is the set containing all until sub-formulas of
f (i.e of the form ϕUψ).

5.1 Transition Rule: Symbolic Transitions Extended to Contexts

Let η sa−→ η′ be a symbolic transition associated with G (see definition 10), such
that η and η′ are consistent. Then the Transition Rule is the following: if the
last context of the path is [η, (Φ, ∅, Θ, Υ )] and Φ �= ∅ then build

η, (Φ, ∅, Θ, Υ ) sa−→ η′, (Φ, ∅, Θ, Υ ), •

When Until set is empty (i.e all until formulas have been checked), the new
Until Set is Φinit, the set of all until sub-formulas; the Next Set Rule [NSR] will
remove unnecessary formulas. So the rule is:

η, (∅, ∅, Θ, Υ ) sa−→ η′, (ΦInit, ∅, Θ, Υ ), •

[(η, C) sa−→ (η′, C′), •] is a symbolic transition extended to contexts. The symbol
• is used to trigger the application of rules dedicated to observation formulas
after the construction of a transition (since the observation sa is defined only
after the execution of a transition). Note that this rule is only applied when the
Current Set is empty (i.e when there is no remaining formula to be checked in
the current state). After the application of the Transition rule, the context at
the source of the transition will remain unchanged by the following rules.

5.2 Observation Rules and Next Set Rule

A fraction style rule denotes a substitution: the upper context vanishes and is
replaced by the lower context of the fraction bar. The rules [OR1] to [OR3] can
not be applied to the first context, so rules related to Current Set (given in
Section 5.3) are directly applied before the construction of a symbolic transition
(transition rule).

The following rules are applied after the construction of the symbolic transi-
tion [η, (Φ, ∅, Θ, Υ ) sa−→ η′, (Φ, ∅, Θ, Υ ), •] where η = (q, π, σ) and η′ = (q′, π′, σ′),
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and are related to the observation formulas over communication actions. For
example rule [OR1] is applied when the Observation Set contains a formula
O[c@y]h, and the the symbolic action of the symbolic transition is of the form
c@z for a term z. [z/y](h) is obtained by substituting y in the formula h by the
term z; σ ◦ [z/y](h) is then obtained by substituting each remaining variable x
by its image σ(x) (σ is the symbolic assignment in η). This resulting property
must hold in η; so it is added by conjunction with the path condition of η′: its
consistency will be checked when the Transition Rule is applied again.

[OR1] If sa = c@z
(q′, π′, σ′), (Φ, ∅, {O[c@y]h} ∪ Θ, Υ ), •

(q′, π′ ∧ (σ ◦ [z/y](h)), σ′), (Φ, ∅, Θ, Υ ), •
[OR2] If for all term t, sa 	= c@t

η′, (Φ, ∅, {¬O[c@y]h} ∪ Θ, Υ ), •
η′, (Φ, ∅, Θ, Υ ), •

[OR3] If sa = c@z
(q′, π′, σ′), (Φ, ∅, {¬O[c@y]h} ∪ Θ, Υ ), •

(q′, π′ ∧ ¬(σ ◦ [z/y](h)), σ′), (Φ, ∅, Θ, Υ ), •

When the Observation Set Θ is empty, Next Set Rule[NSR] can be applied:
the formulas in Next Set Υ have to be checked in the new state, so they are put
in Current Set Γ . Moreover the new Until Set is the intersection of the previous
Until Set with this new Current Set: so Until Set will contain until formulas that
still have to be checked. The symbol • is removed, so the other rules (related to
Current Set) can be applied.

[NSR]
η′, (Φ, ∅, ∅, Υ ), •

η′, (Φ ∩ Υ, Υ, ∅, ∅)

5.3 Rules Related to Current Set

After the application of the Next Set Rule, the rules related to Current Set Γ
are applied until Γ = ∅ (and then a symbolic transition can be constructed
by the Transition rule). If the rule [Disjunct1] can be applied, so can the rule
[Disjunct2]: then the algorithm forks in two avatars; on each avatar is applied
one of the two rules. The same happens with rules Until and Release.

[Atom] p ∈ FA

(q, π, σ), (Φ, {p} ∪ Γ, Θ, Υ )

(q, π ∧ σ(p), σ), (Φ, Γ, Θ, Υ )

[Observation] a ∈ OF or a = ¬b, b ∈ OF

η, (Φ, {a} ∪ Γ, Θ, Υ )

η, (Φ, Γ, Θ ∪ {a}, Υ )

[Conjunct]

η, (Φ, {f ∧ g} ∪ Γ, Θ, Υ )

η, (Φ, {f, g} ∪ Γ, Θ, Υ )

[Disjunct1 ]

η, (Φ, {f ∨ g} ∪ Γ, Θ, Υ )

η, (Φ, {f} ∪ Γ, Θ, Υ )

[Disjunct2 ]

η, (Φ, {f ∨ g} ∪ Γ, Θ, Υ )

η, (Φ, {g} ∪ Γ, Θ, Υ )

[Until1]

η, (Φ, {fUg} ∪ Γ, Θ, Υ )

η, (Φ, {g} ∪ Γ, Θ, Υ )
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[Until2 ]

η, (Φ, {fUg} ∪ Γ, Θ, Υ )

η, (Φ, {f} ∪ Γ, Θ, Υ ∪ {fUg}})

[Release1 ]

η, (Φ, {fRg} ∪ Γ, Θ, Υ )

η, (Φ, {f, g} ∪ Γ, Θ, Υ )

[Release2 ]

η, (Φ, {fRg} ∪ Γ, Θ, Υ )

η, (Φ, {g} ∪ Γ, Θ, Υ ∪ {fRg}})

[Next]

η, (Φ, {Xf} ∪ Γ, Θ, Υ )

η, (Φ, Γ, Θ, Υ ∪ {f})

By applying these rules, the formulas in the Current Set are decomposed in
atomic formulas or next formulas, i.e formulas of the form Xg. When an atomic
formula in FA is reached, it is added to the path condition after substitution of
variables by the terms defined by the symbolic assignment (rule [Atom]): its con-
sistency will be checked when the Transition Rule is applied. When an observa-
tion formula is reached, it is inserted in the Observation Set (rule [Observation]).
When Xg is reached, g is inserted in the Next Set (rule [Next]). Rules [Until] are
explained by the equivalence between fUg and g∨(f∧X(fUg)). Rules [Release]
are explained by the equivalence between fRg and (g ∧ f) ∨ (g ∧ X(fRg)).

5.4 Correctness and Completeness of the Rules

Definition 13. We call an f -unfolding of an IOSTS G a finite or infinite se-
quence of transitions [(η0, C0)

sa0−−→ (η1, C1)
sa1−−→ (η2, C2) . . . ] resulting from the

application of rules defined above ( i.e for all i, (ηi, Ci)
sai−−→ (ηi+1, Ci+1) can

be obtained by unfolding rules), starting at [init, (Φinit, {f}, ∅, ∅)]. The symbolic
projection of an unfolding is the sequence [η0

sa0−−→ η1
sa1−−→ η2 . . . ] obtained by

ignoring the second coordinate of contexts.

The correctness lemma states that if we consider an infinite unfolding for a
formula f , such that the Until Set is empty infinitely often, then any instance
of the symbolic projection satisfies f .

Lemma 1 (Correctness). Let [(η0, C0)
sa0−−→ (η1, C1)

sa1−−→ (η2, C2) . . . ] be an
infinite f -unfolding and suppose that for any integer i there exists a context
[ηn, (Φn, Γn, Θn, Υn)] in this unfolding, with n > i, such that Φn = ∅. Then any
run r being an interpretation of the symbolic projection [η0

sa0−−→ η1
sa1−−→ η2 . . . ]

is such that r � f .

The completeness lemma states that any run of G satisfying a formula is the
instance of the projection of an f -unfolding of G.

Lemma 2 (Completeness). Let r ∈ Runs(G), f a ioTL formula, and let us
suppose that r � f . Then there exists an f -unfolding u of G whose symbolic
projection path admits r as an interpretation, such that if u = [(η0, C0)

sa0−−→
(η1, C1) . . . ] then for any any integer i there exists a context [ηn, (Φn, Γn, Θn, Υn)]
in u, with n > i, such that Φn = ∅.

The proofs of these two lemmas are similar to the usual ones in LTL model
checking. The main point is that an interpretation of an infinite f -unfolding
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verifies f , unless an until property ϕUψ has to be satisfied at a certain state,
but ψ is never verified by its successors. Under hypotheses of Lemma 1 this case
is impossible, because ϕUψ would be present in all Current Sets after a given
context; then, even if an Until Set of a successor can be empty, it is only possible
once and not infinitely often. In the case of Lemma 2, if there is a run satisfying
f , it is possible to construct an unfolding such that no until sub-formulas of f
remains present forever in the current sets after a given context: so each sub-
formula disappears from the Until Set until it is empty, and this empty set
appears infinitely often.

5.5 Termination Criteria

In this section we describe a sufficient condition to find a run of an IOSTS
satisfying the temporal formula f , and a sufficient condition to be sure that
no run of an IOSTS satisfies f . The first condition (used in Theorem 1) shows
the existence of a sequence of inputs leading to a recurring state and there-
fore the existence of an infinite execution satisfying f . The second condition
(used in Theorem 2) indicates when an unfolding can be stopped because any
prolongation will prove nothing more. Those conditions depend on the inter-
section or inclusion of particular sets of interpretations of variables in A (state
variables of the IOSTS) but also of subsets of F (symbolic inputs of the sym-
bolic execution). Those sets are called omega sets of a symbolic state. Intuitively
the omega set of a symbolic state η characterizes the relation existing between
concrete assignations of the system variables and interpretations of the sym-
bolic inputs they depend on. For example with M = (Z,+, <), A = {x} and
η = (q, a > 0, x �→ a + 1) the omega set of η relatively to {a}, noted Ω

{a}
η , is

{(x �→ 2, a �→ 1), (x �→ 3, a �→ 2), (x �→ 4, a �→ 3) . . .}. The couple (x �→ 2, a �→ 1)
expresses the fact that x is assigned by 2 when the interpretation of a is 1.
By considering intersection of omega sets of symbolic states belonging to the
same symbolic path one can characterize the existence of numerical lassos (nu-
merical executions constituted of a preamble and a loop). For this purpose we
consider omega sets with respect to symbols shared by the two considered sym-
bolic states. For example, consider eta′ = (q, a > 0 ∧ b < 3, x �→ a + 3 − b)
being a state situated after η in a symbolic path. Those two states share the set
{a} of symbolic inputs. Then let us consider the omega sets of η and η′ with
respect to {a}. In η, since x only depends on {a}, the value of x is a function
of a. This function is indeed characterized by the omega set of η with respect
to {a}. The non emptiness of the intersection of omega sets of η and η’ with
respect {a} means: there exists a value for b such that x and a are in the same
functional relation in both η and η′ i.e. there exists an interpretation of b such
that x remains unchanged. Finally we deduce the existence of a numerical loop.
For example the intersection of omega sets of η and η′ with respect to {a} is
non empty since it contains the couple (x �→ 2, a �→ 1) by choosing in η′ b = 2
(which satisfies b < 3). We deduce that for b = 2 there exists a loop on the state
(q, x �→ 2). In the following definition SI(π) denotes the set (included in F ) of
symbolic inputs having at least an occurrence in the path-condition π. The set
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SI(Ran(σ)), where σ is a symbolic assignment, denotes the union of the sets of
symbols of symbolic inputs having at least one occurrence in the term σ(x) for
x ∈ A.

Definition 14 (Omega set of a symbolic state). Let η = (q, π, σ) be a sym-
bolic state over F . Let us note δ a finite subset of symbols of variables of F and
γ = [SI(π) ∪ SI(Ran(σ))] \ δ. The omega set of η relatively to δ, noted Ωδ

η is

{(ν, μ) ∈MA ×M δ/∃β ∈Mγ , 〈M, ν, μ, β〉 � (π ∧
∧

x∈A

(x = σ(x)))}

Note that Ω∅
η is the set of numerical states denoted by the symbolic state η. So,

intuitively, when we have Ω∅
η′ ⊆ Ω∅

η , this means that all numerical states (and
paths starting from them) of η′ are already represented by η. Those intuitions
guide the following definitions. Let ct = [η, (Φ, ∅, Θ, Υ )] and ct′ = [η′, (Φ, ∅, Θ, Υ )]
be two contexts associated to the same IOSTS, such that η = (q, π, σ) and
η′ = (q, π′, σ′) (note that the formulas sets (Φ, ∅, Θ, Υ ) are the same in the two
contexts, and that η and η′ have the same location q ; moreover Current set is
empty because the following criteria are only checked on persistent contexts, i.e
contexts on which the transition rule is applied). Then ct′ is said to be strongly
related to ct if ΩSI(Ran(σ))

η ∩ Ω
SI(Ran(σ))
η′ �= ∅. ct′ is said to be included in ct

if Ω∅
η′ ⊆ Ω∅

η . Note that the binary relation is strongly related to is asymmetric
since it depends on the symbolic inputs of ct. Now let G be an IOSTS and
P = [ct0

sa0−−→ ct1
sa1−−→ · · · ctn] a f -unfolding of G.

1. If for some i ∈ {0, . . . , n− 1}, ctn is strongly related to cti, then P is said to
satisfy the lasso criterion.

2. If for some i ∈ {0, . . . , n− 1}, ctn is included in cti, then P is said to satisfy
the inclusion criterion.

3. If P satisfies (1) or (2) and is such that there is an empty Until set among
Φi, . . . , Φn of the contexts cti, . . . , ctn, then P is said to satisfy the Until
criterion.

With respect to those definitions we can state the two theorems mentioned above.

Theorem 1. If a f -unfolding of G satisfies the lasso criterion and the Until
criterion, then there is a run in the semantics of G satisfying f .

Proof. To simplify, without lost of generality, supposeA = {x}. Let us consider P
a f -unfolding satisfying the lasso criterion and the Until criterion. So P is of the
form [ct0 · · · ctn] where ctn is strongly related to a context cti of P . Let ηi (resp.
ηn), be the symbolic state associated to cti (resp. ctn). Suppose in ηi the sym-
bolic assignation σi is x �→ ti(a1, . . . , an). We have SI(Ran(σi)) = {a1, . . . , an}.
So, given μ an interpretation of a1 . . . an, we have ν = μ(ti(a1, . . . , an)). Let
us consider (νi, μi) ∈ Ω

{a1,...,an}
ηi ∩ Ω

{a1,...,an}
ηn . So νi is completely defined:

νi = μi(ti(a1, . . . , an)). Now the sequence s of transitions fired between ηi and
ηn may have introduce new symbolic inputs b1 . . . bk. Therefore in ηn, σn is
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x �→ tn(c1, . . . , cj , b1, . . . , bk) where {c1, . . . , cj} ⊆ {a1, . . . , an}. Note that we
have {b1, . . . , bk} = (SI(πη ∪ SI(σn)) \ {a1, . . . , an}. By hypothesis (νi, μi) ∈
Ω

{a1,...,an}
ηn so there exists an assignation β of b1 . . . bk such that νi = (μi, β)(tn(c1,

. . . , cj, b1, . . . , bk)). This proves that there exists an interpretation of b1 . . . bk such
that, starting from the numerical state νi the execution of the sequence s returns
to the state νi. Therefore the interpretation of P with respect to μi and β is
a numerical lasso (a path constituted of a prefix followed by a loop), the loop
always returning to the numerical state νi. Suppose that u is the sequence of
transition fired between ct0 and cti. Then the path u.s∗ is a non empty infinite
path. Clearly it satisfies hypothesis of Lemma 1. Thus P proves that f is satisfied
by at least one numerical run.

Theorem 2. If all f -unfoldings of G are finite or satisfy the inclusion criterion
but not the until criterion, then there is no run in Runs(G) satisfying f .

Proof. A finite f -unfoldings is said maximal iff any extension is non consistent
(see the Transition Rule). A finite maximal (any extension is non consistent)
f -unfolding is then obviously in contradiction with f . Now the case of a f -
unfolding satisfying the inclusion criterion. Consider the context cti = (ηi, Ci)
and a posterior one ctn = (ηn, Cn) of a f -unfolding P , and suppose that ctn
is included in cti. So Ci = Cn and Ω∅

ηn
⊆ Ω∅

ηi
. Ci = Cn states that the same

formulas have to be proved by those two contexts. So let us prove that Cn

cannot prove those formulas. For tr a transition let us note tr(ηi) (resp. tr(ηn))
the symbolic state resulting from the symbolic execution of tr from ηi (resp.
ηn). We clearly have: Ω∅

ηn
⊆ Ω∅

ηi
⇒ Ω∅

tr(ηn) ⊆ Ω∅
tr(ηi)

. So if cti contains formulas
not proved between cti and ctn, they cannot be proved after ctn since all its
successors are attached to symbolic states denoting states already denoted by
the symbolic states of cti . . . ctn.

6 Model Checking Process

Like in [5] for efficiency reasons, firstly we compute the negation f of the property
g to be checked then we try to find a witness of f in the semantics of the model G
by achieving a f -unfolding of the model G, following the rules of Section 5. This
requires that the negation operator occurs only in front of atoms. As mentioned
in Section 3 it is always possible to obtain such a form. The construction of a
particular f -unfolding terminates in three cases:

1. the path condition of the last context becomes non satisfiable after the ap-
plication of a rule. This unfolding cannot provide us an example for f (i.e a
counterexample for g),

2. the last context is of the form (η, (Φ, ∅, ∅, ∅)): it means that all formulas have
been satisfied and hence that any run admitting as a prefix an instance of
the symbolic path computed so far satisfies f . The whole process is over. A
numerical counter-example can be generated by solving the path condition,
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3. the unfolding satisfies a criterion of section 5.5, i.e the unfolding verifies the
lasso criterion and Until criterion, or it satisfies the inclusion criterion and
not the Until criterion.

The third case can be described as follows. Let P = [ct0
sa0−−→ ct1

sa1−−→ · · · ctn] be
the unfolding, and Φ0, . . . , Φn the Until Sets of the contexts. Let cti be the last
context before ctn such that Φi = ∅ (i is supposed to be −1 if there is no such
empty Until set). If 0 ≤ i < n then the lasso criterion is checked for contexts ctk
with k ≤ i, i.e we check if ctn is strongly related to ctk. If the lasso criterion is
fulfilled, then the process is over: as the Until criterion is also fulfilled, according
to Theorem 1, we conclude that the model can exhibit a counter-exemple. If the
lasso criterion is not found and if i < n then the inclusion criterion is checked
for contexts between i + 1 and n − 1, i.e we check if ctn is included in ctk for
k ∈ {i+1, . . . , n−1}. If the inclusion criterion is not found, the process continues
on this unfolding ; but if the inclusion criterion is found, the process terminates
on this unfolding ; the whole process goes on with the other unfoldings. Finally,
if all unfoldings are discarded or satisfy the inclusion criterion then, by Theorem
2, we can conclude that the IOSTS can not exhibit a run satisfying f . In practice,
checking satisfiability of path conditions, intersection or inclusion of omega sets
are particular cases of verifying satisfiability of first order formulas. It is in
particular possible for decidable theories: for example Presburger arithmetic,
the theory of integers without multiplication, is a decidable theory, as first order
theory of reals. It means that data types that can be used include (Z, <,+) and
(R, <,+,×). These verifications can then be done thanks to dedicated tools: our
prototype uses the Omega library [14] to deal with Presburger arithmetic.

Example 4. The negation f of the formula of example 3 can be written true U g
with g = (O[balance?z](z < 0) ∧ X(¬O[disp!y](y = deficit))). An f -unfolding

of IOSTS of Fig. 1 is: [ct0
account?C1−−−−−−−→ . . . ct4

disp!refused−−−−−−−−→ ct5] where ct4 =
[(q4, true, σ4), (∅, ∅, {¬O[disp!y](y = deficit)}, ∅)], σ4(B) = B1, σ4(M) = M1,
σ4(C) = C1 and ct5 = [(q0, B1 ≤M1∧(refused �= deficit), σ4), (∅, ∅, ∅, ∅)]. There-

fore [ct0
account?C1−−−−−−−→ . . . ct4

disp!refused−−−−−−−−→ ct5], where OR3 is the last rule applied,
provides a counter-example to formula of Example 3.

7 Experimental Results and Implementation Issues

The verification algorithm described in the previous sections is implemented as
an extension of the AGATHA tool [6,18] which provides a symbolic execution
engine for the IOSTS formalism and supports Presburger arithmetics for the
data part (thanks to the Omega Library [1]). A first significant experimentation
of this algorithm has been conducted in the context of diagnosability checking.
Diagnosability can be defined as the problem of determining whether a faulty
mode in a given system can be distinguished from a normal mode through a
finite number of observations. Using the so-called twin-plant approach inspired
from [13], we had to check formulas of the form F (G(Amb)) (where F f stands
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for true Uf , G f for ¬F¬f and Amb is an atomic formula which is true when
the fault occurred only in one instance of the twin-plant) over the synchronized
product G⊗G (⊗ synchronize executions having the same observable traces) of
an IOSTS model G representing a real industrial embedded system. This quite
complex system is intended to be embedded in vehicles, it combines a speed reg-
ulation function with an anti-collision function. The experiment has proved the
non-diagnosability of some faults. Moreover path conditions associated with wit-
nesses brought some good intuitions to understand and explain the highlighted
cases of non-diagnosability. This qualitative aspect was particularly appreciated
by the end user. To illustrate, returning 0 for a broken sensor is a non diagnos-
able fault if there exists a scenario where the same operational sensor always
measures 0 from its environment. For this particular fault and relatively to a
sensor measuring a relative speed we obtained a witness reflecting this analy-
sis since the path condition of this witness was clearly referring to the scenario
where the vehicle equipped with the system keeps running at exactly the same
speed than the vehicle running in front.

8 Conclusion

We have presented fundamentals elements of an approach for the verification of
temporal logic formulas over IOSTSs. This latter formalism is used to describe
open reactive systems, communicating with an unspecified environment, and
allows to use unbounded variables. The temporal logic is an extension of linear
temporal logic, called ioLTL, that can specify properties of variables along an
execution (as equalities or inequalities of variables), and also properties over
input or output messages. This approach is based on symbolic execution which is
used to check if there exists some executions satisfying the constraints generated
from the negation of the ioLTL requirement by means of tableau calculus. It
was successfully experimented on an industrial case study in the context of
diagnosability checking. With some adaptations, starting from an ioLTL formula,
the technique could be transformed in order to select finite symbolic execution
paths of an IOSTS. This could be useful to automatically generate test purposes
in the sense exposed in [11]. This would lead to a kind of refinement of test
purposes. This perspective will be studied in a close future.
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state and evolution. An important problem is to ensure correctness, i.e., ver-
ification. However, during the design (debugging) process, hybrid systems are
usually not correct yet, and hence error detection is equally important.

We address here the problem of automatically finding error trajectories that
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– The above methods aim at systems with a high amount of non-determinism
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– In a similar way as related work in program verification [11,17], we do not
assume a-priori that our system is incorrect, but rather, we interleave ver-
ification, using abstractions of the system, and falsification attempts. The
information contained in abstractions is valuable both for verification and
falsification. More specifically, the abstraction allows for estimating whether
a simulation approaches an unsafe state or not and is thus a promising can-
didate for an error trajectory.

The main idea of our algorithm is the following: We define a real-valued func-
tion (the quality estimate) onto the state space that approximates the notion
of a given point being close to an initial point of an error trajectory. Then we
use numerical optimisation techniques to search for an optimum of this quality
estimate. The quality estimate is computed using information from the abstrac-
tion, and its accuracy improves as the abstraction is refined, hereby improving
the chances of numerical search finding an actual error trajectory.

The rest of this paper is organised as follows: In the next section we define
hybrid systems and abstractions thereof. In Sec. 3 we explain our search algo-
rithm. In Sec. 4 we define the quality estimate. In Sec. 5 we discuss and analyse
our method. Section 6 explains the implementation and reports on experiments.
Section 7 is on related work, and Sec. 8 concludes.

2 Hybrid Systems and Abstractions

We briefly recall our formalism for modelling hybrid systems. It captures many
relevant classes of hybrid systems, and many other formalisms for hybrid systems
in the literature are special cases of it.

A hybrid system has a finite and nonempty set S of modes. I1, . . . , In ⊆ R

are compact intervals over which the n continuous variables of a hybrid system
range. The state space of a hybrid system is denoted by Φ = S × I1 × · · · × In.

Definition 1. A hybrid system H is a tuple (Flow , Jump, Init ,Unsafe), where
Flow ⊆ Φ × R

n, Jump ⊆ Φ × Φ, Init ⊆ Φ, and Unsafe ⊆ Φ.

The set Init specifies the initial states of a hybrid system and Unsafe the set
of unsafe states. The relation Flow specifies the possible continuous flows of the
system by relating each state to corresponding derivatives, and Jump specifies
the possible discontinuous jumps by relating each state to a successor state.
Formally, the behaviour of H is defined as follows:

Definition 2. A flow of length l ≥ 0 is a function r : [0, l] → I1 × · · · ×
In, differentiable on [0, l]. A trajectory of H is a sequence of mode/flow pairs
(s0, r0), . . . , (sk, rk) of lengths l0, . . . , lk such that for all i ∈ {0, . . . , k},
1. if i > 0 then ((si−1, ri−1(li−1)), (si, ri(0))) ∈ Jump, and
2. if li > 0 then ((si, ri(t)), ṙi(t)) ∈ Flow, for all t ∈ [0, li], where ṙi is the

derivative of ri.
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An error trajectory of a hybrid system H is a trajectory (s0, r0), . . . , (sk, rk) H
such that (s0, r0(0)) ∈ Init and (sk, rk(lk)) ∈ Unsafe. H is safe if it does not
have an error trajectory.

We use the following constraint language to specify hybrid systems: the variable
s and the tuple of variables x = (x1, . . . , xn) range over S and I1 × · · · × In,
respectively. The tuple ẋ = (ẋ1, . . . , ẋn), ranging over R

n, denotes the deriva-
tives of x1, . . . , xn. The variable s′ and the tuple x′ = (x′

1, . . . , x
′
n), ranging over

S and I1 × · · · × In, respectively, denote the targets of jumps. Constraints are
arbitrary Boolean combinations of equalities and inequalities over terms that
may contain function symbols, like +, ×, exp, sin, and cos. Based on this, the
flows, jumps, initial and unsafe states of a hybrid system are given by constraints
Flow (s,x, ẋ), Jump(s,x, s′,x′), Init(s,x) and Unsafe(s,x), respectively.

Usually [7], abstractions are defined so that for every concrete behaviour, there
is a corresponding abstract behaviour The rationale is that if the abstract system
is error-free, then so is the concrete system. However, for this very rationale, all
that matters is that each error behaviour is mapped to some abstract error
behaviour, while not all correct behaviours need to be captured.

Definition 3. Given a hybrid system H, let A be a directed graph whose nodes
(the abstract states) are subsets of the state-space Φ. Some nodes are marked as
initial, and some as unsafe.

For a mode/flow pair (s, r) of length l, an abstraction is a path a1, . . . , ak̃ in
A such that there exist 0 = �0 ≤ �1 ≤ . . . ≤ �k̃ = l such that for every t ∈ [0, l]
where �j−1 ≤ t ≤ �j, it holds that (s, r(t)) ∈ aj.

For an error trajectory (s0, r0), . . . , (sk, rk) with flow lengths l0, . . . , lk, an
abstract error trajectory is a path a1,1, . . . , a1,k̃1

, . . . , ak,1, . . . , ak,k̃k
in A such

that a1,1 is initial, ak,k̃k
is unsafe, and for every i ∈ {0, . . . , k}, we have that

ai,1, . . . , ai,k̃i
is an abstraction of (si, ri).

We call the directed graph A an abstraction of H iff, for each concrete error
trajectory, there is an abstract error trajectory.

Abstractions can be useful for falsification because the abstract error trajectories
narrow down the search space for concrete error trajectories. There are several
methods available for computing such abstractions [1,6]. We use a technique
where each abstract state is a mode paired with a hyper-rectangle (box ) ⊆ I1 ×
· · ·× In, as implemented in the tool HSolver [19]. In HSolver, an abstraction
that is not fine enough yet to verify the desired property is refined by splitting
a box (usually the biggest) in half. It does not seem hard to adapt our method
to other kinds of abstraction.

Note that we do not assume that abstractions cover the whole state space
(or reach set) with abstract states, but they do cover the set of all points lying
on an error trajectory. In fact, one of the main features of HSolver is that it
removes points from the abstraction for which it can prove that they cannot lie
on an error trajectory. We call this pruning. Another kind of pruning is to use
the underlying constraint solver to remove points from abstract states that do
not fulfil a given (e.g., initial) constraint.
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A simulation is an explicitly constructed sequence of points in Φ corresponding
to the points of a trajectory at discrete moments in time. The distance between
these moments is called step size (Δ). We do not give a precise definition here,
as our search algorithm is independent of the concrete method for doing simula-
tions (see Sec. 6). In this paper, we neglect aspects of imprecision of simulation
methods.

Unlike actual error trajectories, a simulation might a-priori leave the abstrac-
tion, due to the fact that our abstraction covers, in general, a set that is smaller
than the reach set, and also because the simulation might even leave the states-
pace, in which case it a-fortiori leaves the abstraction.

3 The Search Algorithm

3.1 The Problem and a Näıve Solution

We have a hybrid system with possibly several modes, and for each mode, a
bounded statespace ([l1, u1]× . . .× [ln, un]). We want to find an error trajectory,
i.e., a trajectory leading from an initial state to an unsafe state.

We focus on systems that are deterministic in two senses: in the continuous
sense (the flow is described by differential equations, not inequalities) and in the
discrete sense (the jumps occur deterministically). Hence the problem reduces
to determining the startpoint of an error trajectory among the initial states.

In practice, trajectories are constructed by running a simulation. Since our
hybrid systems are deterministic, the only decision to take about a running
simulation is when to cancel it.

To understand the problem, it is help-
ful to give a näıve solution, obtained by
running simulations exhaustively. We use
grid (Φ, w) to denote a set of grids of width
w (one for each mode) consisting of points
in the statespace, and simulate(p, l) to de-
note a procedure which starts a simulation
in p for l steps and returns true iff this sim-

procedure find startpoint
w := 1.0; l := 100 /*ad-hoc*/
while true

foreach p ∈ grid (Φ, w)
if simulate(p, l) return p

w := w/2; l := l ∗ 2

Fig. 1. Näıve solution

ulation is an error trajectory, i.e., it starts in an initial state, reaches an unsafe
state, and never leaves the statespace in between.

From this näıve solution, it is clear that we have a search problem whose
search space consists of two components. On the one hand, we search in Φ for
a startpoint, on the other hand, we search in N for determining a sufficient
simulation length that will actually produce an error trajectory.

Unfortunately, running simulations is expensive, and hence we should try to
avoid unnecessary simulation steps. The näıve procedure simulates unnecessarily
on three different levels of granularity, leading to three aims of our work:

– If the system is safe, the procedure will run forever, although one might be
able to prove safety quickly—our aim is thus to interleave verification with
falsification attempts so that we can prove safety or unsafety, as applies.
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– The procedure will run simulations evenly distributed on the whole states-
pace, even if some parts look more promising than others—our aim is thus
to give preference to the more promising simulations.

– Each individual simulation will run for a pre-determined amount of time,
ignoring the information gained during the simulation run—our aim is thus
to cancel simulations when they do not look promising enough anymore.

To address these three aims we view the falsification problem as the problem
of searching for an error trajectory, where the search procedure tries to exploit
the information available from verification. The search procedure uses a quality
estimate for simulations in order to determine which startpoints are the most
promising, and when to cancel a simulation. The main features of the quality
estimate are the following:

1. The estimate should measure the relative closeness of a simulation to repre-
senting an error trajectory, i.e., if simulation A gets a better estimate than
simulation B, then A should be closer to being an error trajectory than B.

2. The faithfulness of the estimate should improve as the abstraction is refined.
3. Computation of the quality estimate should be on-the-fly, i.e., for each sim-

ulation step, the quality estimate of the simulation up to that point should
be available (this is important for deciding when to cancel a simulation).

4. The overhead of computing the quality estimate should be low.

Our approach can be understood without knowing the precise definition of the
quality estimate, and thus we will have three subsections addressing the above
aims in turn. The corresponding algorithm is summarised in Fig. 2.

3.2 Interaction with Verification

Recall from Def. 3 that an error trajectory can only start within an initial ab-
stract state. Hence we only search for error trajectories in these abstract states.

Now we must decide when to start such a search and for how long to run it,
i.e., we have to strike a balance between verification and falsification attempts.
Secondly, we have to strike the balance between exploitation (searching in regions
that looked promising so far) and exploration (searching everywhere) [22].

Our design decision for striking those balances is to call the falsification al-
gorithm after a refinement whenever an initial abstract state has been split or
pruned, i.e., to keep running the verification while this is not the case (line 6).
For the first balance, the rationale is that refinements of the abstraction that af-
fect an initial state are likely to actually affect, i.e., improve, the quality estimate
for simulations starting in this initial state. For the second balance, the ratio-
nale is that every initial state will have its turn to be affected by an abstraction
refinement, so that that part of the search space will be explored.

Note that as the boxes converge towards size 0, we ensure completeness of our
search procedure just like using the näıve procedure of Sec. 3.1. Why a refined
abstraction improves the quality estimate will be explained in Sec. 5.1.

Just like the verification procedure “decides” when to pass the baton to falsi-
fication, the falsification procedure reciprocates (see Sec. 3.3).
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1: A := initial abstraction /*Initialisation*/
2: foreach B ∈ A
3: B.crossmid := mid(strongbox (B)); B.crosstips := makecross(strongbox (B))
4: while true
5: B := ∅ /*Verification part*/
6: while B = ∅
7: refine and prune A; B := set of changed initial boxes of A
8: if � ∃ errorpath in A then output SAFE; exit
9: moves := 0; shrinks := 0 /*Falsification part*/
10: choose B ∈ B with qual(sim(B.crossmid , A)) maximal
11: if B.crossmid /∈ strongbox (B) or
12: qual(sim(mid(strongbox (B)), A)) > qual(sim(B.crossmid , A))
13: B.crossmid := mid(strongbox (B)); B.crosstips := makecross(strongbox (B))
14: while moves ≤ cros chg and shrinks ≤ cros chg
15: choose p ∈ B.crosstips with qual(sim(p,A)) maximal
16: if qual(sim(p,A)) > qual(sim(B.crossmid , A))
17: B.crossmid := p
18: B.crosstips := shiftcross(B.crossmid , B.crosstips)
19: moves := moves + 1
20: else
21: B.crosstips := halvecross(B.crosstips)
22: shrinks := shrinks + 1

Fig. 2. Overview of our algorithm

3.3 Doing the Right Simulations

We only start simulations in points in initial abstract states. But we can prune
the candidate startpoints even more. For an initial abstract state (box), we
compute a sub-box by pruning the parts for which we can show that they contain
no initial points. We call this sub-box strong initial box. It can be much smaller
than the entire initial box, leading to a vast reduction of the search space.

Merely relying on the strong initial boxes to become small enough to find a
startpoint of an error trajectory is likely to be extremely inefficient—it is crucial
to attempt to find a good simulation within such a box quickly.

Essentially, we understand the search problem of doing the right simulations as
a numerical optimisation problem, where the objective function to be optimised
is the quality estimate. We use so-called direct search methods [13], specifically
the compass method.

The compass method guarantees that one finds a local optimum of continu-
ously differentiable functions with Lipschitz continuous gradient [13, Theorem
3.11]. However, it also works well in practice for non-differentiable or even dis-
continuous functions [13, Section 6] which is the main reason for its usefulness
in our context.

The method can be explained using the metaphor of searching a geographical
landmark using maps that are initially coarse and then successively become
finer.
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We do this by taking a strong initial box B and considering an n-dimensional
cross that fits exactly into B. That is, if the midpoint of B is (s1, . . . , sn) and
the size of B is (2d1, . . . , 2dn), then we have 1 + 2n points (s1, . . . , sn), (s1 −
d1, s2, . . . , sn), . . . , (s1, . . . , sn−1, sn + dn). For each point, we start a simulation
and compute a quality estimate f . If f has an optimum in some point p other
than (s1, . . . , sn), we move the cross to p and continue. If the optimum is in
(s1, . . . , sn), we halve the size of the cross and continue. Note that the number
of simulation points of a given cross in the compass method is linear in the
dimension n. The actual compass method is shown in lines 14-22.

However, we do not run the compass method for each modified initial box,
but rather, we only consider the most promising box (line 10).

The compass method terminates when either the number of cross shrinkings
or of cross moves has exceeded the threshold cros chg (see Sec. 6). The current
cross midpoint and cross size are remembered. When the falsification is later
resumed, if the cross midpoint is still contained in the modified strong initial box
B (see Sec. 3.2), and its quality is still higher than the quality of a simulation
at the midpoint of B, then the search is continued using this cross. Otherwise,
we assume that the quality estimate has changed considerably, and hence the
search is restarted with a cross that fits exactly into B (lines 11-13). Note that
it is assumed that the function sim will output an error trajectory if it finds one
and exit the entire computation.

3.4 Doing Simulations Right

Since—apart from the set of initial states—our hybrid systems are completely
deterministic, the only choice to be taken during a simulation is when to cancel
it. Intuitively, we cancel simulations that are not improving sufficiently quickly.
In detail, we cancel a simulation if one of the following situations occur:

– an unsafe state is hit, or
– the simulation has run outside of the abstraction for more than sim cnc (a

constant) steps, or
– the global quality estimate has not improved during the last sim cnc steps,

the local quality estimate has not improved in the very last step, and the
simulation is currently within the abstraction. The notions “global” and
“local” will become clearer in Sec. 4.

Note that any cancelling incurs the risk that a simulation might not run long
enough to prove that it could actually be a good simulation. This risk is countered
by the fact that our abstraction is refined over time, as explained in Sec. 5.1.

4 The Definition of the Quality Estimate

Slightly simplifying, the quality of a simulation consisting of points p0, . . . , pq is
defined by

ini wgh ∗ isInit(p0) + max
i

{−scaledDist(pi) · i

i − distAbstr(p0, . . . , pi)
} (1)

In the rest of this section we explain this formula.
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Fig. 3. Illustrating the distance estimate

The most basic aspect of a simulation being close to an error trajectory is
whether it actually starts in an initial state. We reward a simulation that does
so with a constant ini wgh. One might argue that starting a simulation in a
non-initial state is a waste since the simulation will definitely not be an error
trajectory. However, such a simulation can be still be close to an error trajectory,
since, of course, a non-initial point can be close to an initial point.

The second aspect is how close the simulation eventually gets to an unsafe
state. We compute the closeness of all individual simulation points to an unsafe
state, and take the optimum of these (see the max in (1)). Note that this optimum
can be easily computed on-the-fly.

We now turn to the individual points, i.e., the expression inside of the max-
imisation, which we may refer to as local quality of point pi, whereas the overall
formula defines the global quality. The ideal measure for the local quality of pi

would be the negation of the length of the trajectory from pi to some unsafe
state, −∞ if the trajectory from this point never reaches an unsafe state. This
is illustrated in Fig. 3, r.h.s. The curve shows the trajectory starting from pi,
and we assume that it ends in an unsafe state. However, it is the very effort
of computing this curve that we want to avoid. Therefore, we approximate this
ideal measure by taking the length of a certain line segment sequence, based on
information from the abstraction.

As explained in Sec. 2, an abstraction is a directed graph, and in our particular
case the nodes of this graph are mode/box pairs (in the sequel, we speak of boxes
and assume that the mode is clear from the context). Therefore, we shall use a
geometrical rendering of this graph as an approximation of concrete trajectories,
by taking the line segments between the midpoints of boxes within the same
mode, for any abstract states that are connected in the graph. This is again
illustrated in Fig. 3, r.h.s. Here a0 is an initial abstract state and a4 is an unsafe
abstract state, and P (a4) is the strong unsafe box corresponding to a4, defined
in analogy to the strong initial boxes explained in Sec. 3.2. The dashed lines
are the line segments between connected abstract states. For the point pi, the
estimated distance is the length of the solid line segment sequence, which partly
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coincides with the dashed line segments, namely from a2 to P (a4). Note that the
sequence resembles the actual trajectory, the curve. For a coarser abstraction,
there will be no or little such resemblance, see l.h.s. figure and Sec. 5.1.

We will now explain this formally. For any box a, we denote by M(a) the
midpoint of a, and by Ja the maximal distance between any two points in a,
i.e.,

√∑n
i=1 d2

i , where d1, . . . , dn are the sidelengths of a. For two points p, p′,
we denote by |p − p′| the Euclidean distance between p and p′.

For a moment, let us leave aside the fact that we are looking at a particular
point pi, and just consider the abstraction. Using a graph algorithm, we compute
the shortest abstract error trajectories using the edge weights w(a, a′) =

⎧
⎪⎪⎨

⎪⎪⎩

|M(a) − M(a′)| if a and a′ lie in the same mode and are connected
by an abstract transition;

Ja′ if a and a′ are connected by a jump;
∞ otherwise.

Stated briefly, the rationale for choosing Ja′ as edge weight above is that Ja′

estimates the length of a trajectory segment within a′, making the “pessimistic”
assumption that the trajectory goes from one corner to the opposite corner.

Above, we have said that we are interested in the distance of pi to “some”
unsafe state. In order to use an approximation of the set of unsafe states that is
as tight as possible, we use the strong unsafe box of each unsafe state here. In
analogy, for abstract states for which the next element in the shortest path has
a different mode, the trajectory has to do a jump, and so we compute a subset
containing all the points from which a jump might start. For any abstract state
a as just said, we denote this (possibly non-proper) subset by P (a). For other
abstract states, P is simply the identity, to simplify the notation.

Now we reconsider the point pi. We determine the abstract state a1 that
contains the point pi, provided such an abstract state exists (the case that it
does not exist will be considered later). Since our abstraction only contains states
that lie on an abstract error trajectory (see Def. 3) there must be an abstract
trajectory from a1 to an unsafe abstract state. Letting a1, . . . , ak′ be the shortest
one, we define the distance dist(pi) as follows:

If k′ ≥ 2 and a1, a2 have the same mode, then we define dist(pi) as |pi −
M(P (a2))| +

∑
j=2,...,k′−1 w(P (aj), P (aj+1)).

Otherwise, we either have k′ = 1 (i.e., a1 is an unsafe box), or a1 is a jump
source box. In this case, we would like to compute the distance of pi to P (a1),
call it δ. But what exactly do we mean by the distance from a point to a box?
The answer is illustrated by the figure to the right: the bound-
ary of P (a1) is drawn with thick lines; for the midpoint we
have δ = 0, and each rectangle (possibly with rounded cor-
ners) contains points with identical δ. Given that P (a1) has
sidelengths d1, . . . , dn, we formally define δ as follows: If pi

is inside of P (a1), then δ := max{|x1
d1
|, . . . , |xn

dn
|} d1+···+dn

n ,
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Fig. 4. Level sets

where x1, . . . , xn is the distance of pi to the individual components of M(P (a1)).
If pi is outside of P (a1), then δ is defined as the Euclidean distance to the
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nearest point on the box boundary plus d1+···+dn

2n The latter expression is the
distance assigned to a point lying on the box boundary. Finally, we define
dist(pi) as δ +

∑
j=1,...,k′−1 w(P (aj), P (aj+1)). Observe that the summation of

w(P (aj), P (aj+1)) starts with j = 1, unlike in the previous paragraph, because
δ only “covers” the distance to the jump source point within a1, whereas the
expression |pi − M(P (a2))| “covers” some of the way within a2.

In order to make the quality measure independent of the actual size of the
state space, all distances are scaled to the interval [0, 1] by dividing them by the
length of the diagonal of the statespace in the corresponding mode. The result
is denoted by scaledDist(pi), see (1).

We now consider the situation that a simulation contains points outside of the
abstraction, which is possible, as explained in Sec. 2. A simulation that leaves the
abstraction, or even the statespace, cannot be an error trajectory; but in analogy
to simulations not starting in an initial state, it can still be close to an error
trajectory. Therefore, we penalise such simulations but we do not reject them
altogether. We do this by weighting the quality estimate for each simulation
point according to the proportion of simulation points having lied outside of the
abstraction up to that point (see the term i

i−distAbstr (p0,...,pi)
in (1)). Simulation

points that lie outside of the abstraction themselves receive distance ∞, so they
do not have any influence on the overall quality of the simulation. The degree to
which a simulation leaves the abstraction is thus a third aspect of a simulation
being close to an error trajectory.

Why do we use the shortest abstract error path to estimate how far a point
is from an error state? In fact, it might happen that some or the actual error
trajectory follows some longer abstract error path. However, the probability that
we are able to find an error trajectory in short time is highest in the case where
this error trajectory is short. Hence we try to aim our search at areas likely to
contain such a short error trajectory.

5 Analysis of Our Method

5.1 Discussion of the Quality Estimate

We now discuss the four features listed in Sec. 3.1. Concerning the first two, we
also have some formal results, see Sec. 5.2.

Concerning the first feature, the evidence, besides the fact that the quality
measure was designed with this feature as foremost feature in mind, is in the
successful experiments in Sec. 6.

Now consider the second feature. As explained in Sec. 3.4, any cancelling
incurs the risk that a simulation might not run long enough to prove that it
could actually be a good simulation. In fact, if the flow is such that from a
point p it first moves away from the unsafe states and then approaches them,
then simply using Euclidean distance for quality measurement would wrongly
suggest that the simulation starting in point p is deteriorating at the beginning.
This is illustrated in Fig. 3, r.h.s.: if the simulation from point pi stays very close
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to the solid line in its first steps, it actually moves away from P (a4). However,
we also see that the abstraction shown is fine enough, so that the quality will
increase during the first steps, i.e., the quality function is sufficiently faithful
to recognise that the simulation is really improving. This is in contrast to the
l.h.s. figure, where the abstraction is coarse. Note that the refinement has two
effects:

1. The good simulations are more likely to run longer than the bad ones.
2. All good simulations will run longer than on previous tries.

The first effect will help the first component of the search (see Sec. 3.1): finding
the right startpoint. The second effect will help the second component of the
search: making simulations run long enough.

Concerning the third feature, the fact that the measure is computed on-the-fly
is clear from the construction.

For the fourth feature, it turns out that although computing dist(p) is costly
(it involves a shortest path computation on the abstraction graph etc.), this cost
is amortised because the abstraction remains constant at least throughout the
current simulation. Thus, computing the quality estimate does not increase the
complexity order of the simulation computation.

5.2 Formal Analysis

In this section, we will first formally prove that our definition of quality estimate
fulfils a formalisation of the first two desired features of Section 5.1. Based on
this, we will then prove that our algorithm finds all error trajectories that are
robust in a certain, yet to be defined sense. All formal results in this section
depend on the assumption that we do our simulations with enough precision
concerning floating-point computation and time discretisation. The actual proofs
can be found in the technical report [20].

We assume that we can compute arbitrarily precise abstractions:

Definition 4. A sequence of abstractions A1, A2, . . . is convergent iff for every
trajectory that is not an error trajectory there is a k such that for all i ≥ k there
is no corresponding trajectory in Ai.

Now we formalise what it means for a quality estimate to become arbitrarily
precise:

Definition 5. A sequence of functions f1, f2, . . . in Φ → R is convergent iff for
two points p and q on the same error trajectory h such that p occurs earlier than
q on h, there is a k such that for all i ≥ k, fi(q) < fi(p).

We now prove Item 2 of our desired features. We denote by distA the distance
function (see Sec. 4) based on abstraction A.

Theorem 1. Let A1, A2, . . . be a convergent sequence of abstractions. Then the
sequence distA1 , distA2 . . . , is convergent.
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Now call an error trajectory h robust iff there is an ε > 0 such all trajectories
starting with a distance smaller than ε from h is also an error trajectory. We
call a hybrid system that has a robust error trajectory robustly unsafe.

Theorem 2. Our falsification algorithm finds an error trajectory for every ro-
bustly unsafe hybrid system H.

Note that the above are theoretical completeness results: we will eventually find
every error trajectory thanks to the fact that our abstractions will eventually
be extremely precise. In practice, relying on this alone is extremely inefficient,
just like the näıve algorithm, for which the same completeness result also holds.
Hence, the theorems should be interpreted in the sense of: “Although our method
cancels simulations whenever the abstraction suggests no further improvement,
the method is still complete”.

6 Implementation and Experiments

We implemented our method and tested it on some well-known benchmarks.
In our prototype we use a simple Euler method for solving ordinary differen-

tial equations (e.g. [21]) with only näıve handling of jumps. In practice, more
sophisticated ODE-solvers and precise jump detection [16] could be used. Due
to re-use of HSolver (i.e., verification) code, this prototypical implementation
runs quite slowly (3 orders of magnitude slower than hard-coded C simulation)
but serves as an experimentation platform.

We now discuss the choices of the implementation parameters. The optimal
choice of Δ depends on the speed of the behaviour of each individual example.
For simplicity, we took Δ = 0.01 which worked well for most examples.

We set cros chg = 2, which is much smaller than what we intuitively expected
to be reasonable, but we found that for bigger values, the compass method will
get trapped in local minima of a poor quality estimate.

We set sim cnc = 200, which seems rather small to us, and yet, to demonstrate
that simulations eventually “survive” thanks to the faithfulness of the quality
estimate, rather than a generously chosen value of sim cnc, we set sim cnc much
smaller for some experiments reported below.

We set ini wgh = 0.5, which roughly means that whether a simulation starts
in an initial state is as important as the other aspects mentioned in Sec. 4.

For the experiments, we used a machine with two Intel Xeon processors run-
ning at 3.02 GHz with 6 GB RAM.

Our benchmarks were obtained by modifications of various well-known bench-
marks from the literature, see http://hsolver.sourceforge.net/benchmarks/
falsification. The modifications were necessary because the benchmarks were
mostly safe, and so we injected an error into those systems by relaxing some con-
straints describing the initial or unsafe states or the jump guards.

We have also run some experiments on safe systems, to evaluate the cost of
falsification attempts. HSolver ran between comparably fast and up to an order

http://hsolver.sourceforge.net/benchmarks/falsification
http://hsolver.sourceforge.net/benchmarks/falsification
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of magnitude slower when run in the mode where falsification and verification
attempts are interleaved. For space reasons we do not give any figures [20].

Table 1 shows the results for the unsafe examples: the runtime in seconds,
the number of abstraction refinements, simulations, the total number of single
simulation steps, and the number of jumps of the trajectory that was found. We
give figures for our algorithm and the näıve algorithm of Sec. 3.1 (as will be
discussed in the next section, all related work assumes systems with inputs and
behaves similar to the näıve algorithm in our case without inputs). We consider
the main figure for evaluating efficiency to be the number of simulation steps,
since this number is independent of the actual implementation of the method.

The näıve algorithm performs very well on some apparently easy examples,
where the method we propose here also performs well, but on numerous examples
it does not terminate within several hours, indicated by ∞. For hard examples,
using a more sophisticated method such as ours is absolutely crucial, while for
easy examples, one might easily hit an error trajectory by chance.

One observation when doing the modifications was that for some benchmarks,
relaxing these constraints to some extent still resulted in a safe system. In fact,
ideally what happens when one gradually relaxes a safe system is that it gradu-
ally transcends from “easy to prove safe” to “hard to prove safe” to “impossible
to prove either way” to “hard to prove unsafe” to “easy to prove unsafe”. This
is the case e.g. for 2-tanks, and partly for real-eigen (see Table 1, where
real-eigen5 is the hardest and real-eigen is the easiest). However, we found
numerous exceptions from this ideal, where some of the changes are very abrupt
or not monotonic: clock, convoi, real-eigen, van-der-pole2.

Note that we have several examples where an error trajectory containing one
or two jumps is found. For eco, we verified that these jumps are necessary, i.e.,
when we remove the jumps, the system becomes safe. This indicates that our
quality estimate works reasonably well even for simulations that contain a jump.

We did an experiment with focus showing that even for a too small value
of sim cnc, simulations will eventually “survive” long enough thanks to the re-
finement of the quality function. The example is extremely easy for HSolver,
provided sim cnc is not too small. For sim cnc = 20, an error trajectory is
found but after 434 refinements. In this experiment, the startpoint found even-
tually is tried dozens of times before, but each time the simulation is cancelled
prematurely. The same effect occurred for eco and eco2.

We have also created an example where we isolate the aspect just mentioned:
parabola. In this example, the flow is y = 20x2, and the initial and unsafe states
are small boxes around the points (−1, 20) and (1, 20), respectively. That is, the
error trajectory looked for is an extremely tight parabola. The search for the
right startpoint is trivial; the problem is though that if sim cnc is too small
and the quality function is not faithful enough yet, then the simulations will be
cancelled prematurely. This can be seen in the table where we tried values for
sim cnc ranging from 30 to 105.

For mutant, choosing Δ = 0.01 is inappropriate, because 0.01 is minute rela-
tive to the state space size. We therefore chose Δ = 0.5.
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Table 1. Unsafe Systems

our algorithm näıve algorithm

Example time ref. sim. sim. steps jumps time sim. sim. steps

2-tanks 11.5 7 130 23943 0 230.7 2372 554303

car 0.5 0 6 1033 1 0.6 3 272

clock 0.3 0 21 4387 0 4.3 175 59264

convoi 0.04 0 1 7 0 ∞ ∞ ∞
eco sim cnc=400 0.1 0 1 328 2 0.1 1 327
eco 2.1 10 63 21154 2 0.1 1 313
eco2 sim cnc=400 0.1 0 1 328 2 0.1 1 327
eco2 45.3 152 422 118862 2 0.1 1 313

focus 0.1 0 10 2626 0 0.04 1 131
focus sim cnc=20 29.7 434 288 13218 0 0.04 1 131

mutant Δ=0.5 196.7 6 150 1421803 0 ∞ ∞ ∞
navigation 1.6 0 22 5454 1 2.9 3 241
navigation2 1937.7 14 506 138206 1 ∞ ∞ ∞
parabola sim cnc=105 0.0 0 1 201 0 ∞ ∞ ∞
parabola sim cnc=100 0.3 4 43 4443 0 ∞ ∞ ∞
parabola sim cnc=50 1.0 35 71 4751 0 ∞ ∞ ∞
parabola sim cnc=30 18.0 353 113 7495 0 ∞ ∞ ∞
real-eigen 0.7 1 44 8523 0 ∞ ∞ ∞
real-eigen2 2.5 4 126 24165 0 ∞ ∞ ∞
real-eigen3 4.5 10 214 41853 0 ∞ ∞ ∞
real-eigen4 58.1 87 816 166450 0 ∞ ∞ ∞
real-eigen5 250.8 314 1521 312567 0 ∞ ∞ ∞
van-der-pole 0.4 1 36 3725 1 0.2 1 35
van-der-pole2 1.7 3 88 14546 1 ∞ ∞ ∞

7 Related Work

Our work has some resemblance with heuristic search in artificial intelligence
(AI), namely with pure optimisation problems, where the aim is to find a node
in a graph which is good or optimal according to some objective function. One
may also introduce such an objective function just for providing guidance in
search algorithms. This is similar to our approach. It is distinctive of our work
that the objective function itself improves over time. Our search method, the
compass method, is similar to local search methods in AI.

In contrast to heuristic search in AI, we do not decide whether to do a sim-
ulation depending on the cheaply pre-computed quality of that simulation, but
rather, we compute the quality as we do the simulation, and depending on this
quality we will do other simulations in the neighbourhood. This is similar to
reinforcement learning [22].

Methods that directly try to falsify hybrid systems (in contrast to using simu-
lation for verification, as discussed below) usually consider hybrid systems with
inputs, searching for inputs that drive the system from an initial to an unsafe
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state. One major approach in this direction is to adapt techniques from robotic
motion planning [3,18] to compute an under-approximation of the set of trajecto-
ries of a given hybrid system. Another approach studies how to avoid redundant
simulations as much as possible by merging similar parts of simulations [14].

Although these methods were designed for systems with input, it is possible
to apply them to systems without input (i.e., with deterministic evolution).
However, their strategy is to try to fill the state space as much as possible
with simulations. As a result, they would start a huge number of simulations
in parallel (similar to our näıve algorithm from Sec. 3.1). In the case of highly
non-deterministic systems, such a strategy is promising since the probability of
hitting upon an error trajectory is high. However, for systems with little or no
non-determinism, this creates many useless simulations. We avoid this by guiding
our search using abstractions in order to quickly arrive at a simulation close to
to an error trajectory.

In software model checking, the synergy between verification and falsification
(i.e., testing, debugging) is the subject of a lot of recent research, see for exam-
ple, Gulavani [11] and the references therein. Also, the idea to use abstraction
to define a heuristic function for local search has been studied in software model
checking (e.g., [17]). In contrast to that, hybrid systems have a partially contin-
uous state space with corresponding geometrical properties which we exploited
in our search algorithm and our definition of the quality estimate.

Recently a new paradigm of verification by simulation has received atten-
tion [10,9,5]. The main goal is verification of a correct input system. Error tra-
jectories may be computed as a by-product.

An alternative approach to the verification/falsification paradigm is to use
test coverages [4,12,15] , where—instead of trying to fully verify a property—
one defines a function that measures how large a part of the hybrid system is
covered by a given set of simulation runs. Then one tries to cover the state space
with simulations in such way that this test coverage function is optimised which
again contrasts our strategy of trying to find one single error trajectory.

8 Conclusion

We have presented a method for finding error trajectories of hybrid systems. We
consider the main challenge for future work to be the exploitation of the par-
tially continuous nature of hybrid systems and the fact that numerical analysis
provides a myriad of optimisation algorithm for continuous functions.
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